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'HYHORSPHQW (GLWRU .LP :LPSVHWW
7HFKQLFDO (GLWRUV 5D\PRQG %ORFNPRQ -DVRQ OF'RZHOO 7RP 8SGHJL
3URGXFWLRQ (GLWRU 5HEHFFD $QGHUVRQ

&RS\ (GLWRU /LQGD 5HFNWHQZDOG

(GLWRULDO ODQDJHU ODU\ %HWK :DNHILHOG

3URGXFWLRQ O0DQDJHU .DWKOHHQ :LVRU

(IHFXWLYH (GLWRU -LP OLQDWHO

OHGLD 6XSHUYLVLQJ 3URGXFHU B5LFK *UDYHV

%RRN 'HVLIQHUV -XG\ )XQJ DQG %LOO *LEVRQ

3URRIUHDGHU 1DQF\ &DUUDVFR

,QGH[HU - - ,QGH[LQJ

3URMHFW &RRUGLQDWRU &RYHU %UHQW 6DYDJH

&RYHU '"HVLJQHU :LOH\

&RYHU ,PDJH <*HWW)\ ,PDJHV ,QF -HUHP\ :RRGKRXVH

&RS\ULJKW « E\ -RKQ :LOH\ 6RQV ,QF ,QGLDQDSROLV ,QGLDQD
3XEOLVKHG VLPXOWDQHRXVO\ LQ &DQDGD

, 6% 1

6% 1 HEN

6% 1 HEN

ODQXIDFWXUHG LQ WKH 8QLWHG 6WDWHV RI $PHULFD

1R SDUW RI WKLV SXEOLFDWLRQ PD\ EH UHSURGXFHG VWRUHG LQ D UHW
HOHFWURQLF PHFKDQLFDO SKRWRFRS\LQJ UHFRUGLQJ VFDQQLQJ RU R
WKH 8QLWHG 6WDWHV &RS\ULJKW $FW ZLWKRXW HLWKHU WKH SULRU
WKURXJK SD\PHQW RI WKH DSSURSULDWH SHU FRS\ IHH WR WKH &RS\ULJ
ID[ SHTXHVWV WR WKH 3XEOLVKHU IRU SHUPLYV
BHUPLVVLRQV '"HSDUWPHQW -RKQ :LOH\ 6RQV ,QF SLYHU 6WUHHW
RU RQOKOYWPHPWZZZ ZLOH\ FRP JR SHUPLVVLRQV

/[LPLW RI /LDELOLW\ 'LVFODLPHU RI :DUUDQW\ 7KH SXEOLVKHU DQG WKH
UHVSHFW WR WKH DFFXUDF\ RU FRPSOHWHQHVV RI WKH FRQWHQWYV RI WI
ZLWKRXW OLPLWDWLRQ ZDUUDQWLHV RI ILWQHVYV IRU D SDUWLFXODU SXI
SURPRWLRQDO PDWHULDOV 7KH DGYLFH DQG VWUDWHILHYVY FRQWDLQHG
VROG ZLWK WKH XQGHUVWDQGLQJ WKDW WKH SXEOLVKHU LV QRW HQJDJ!
VHUYLFHV ,I SURIHVVLRQDO DVVLVWDQFH LV UHTXLUHG WKH VHUYLFHV
WKH SXEOLVKHU QRU WKH DXWKRU VKDOO EH OLDEOH IRU GDPDJHV DULYV
UHIHUUHG WR LQ WKLV ZRUN DV D FLWDWLRQ DQG RU D SRWHQWLDO VRX
WKH SXEOLVKHU HQGRUVHV WKH LQIRUPDWLRQ WKH RUJDQL]DWLRQ RU :t
JXUWKHU UHDGHUV VKRXOG EH DZDUH WKDW ,QWHUQHW :HE VLWHV OLVV
ZKHQ WKLV ZRUN ZDV ZULWWHQ DQG ZKHQ LW LV UHDG

JRU JHQHUDO LQIRUPDWLRQ RQ RXU RWKHU SURGXFWY DQG VHUYLFHV R
&DUH '"HSDUWPHQW ZLWKLQ WKH 8 6 DW RXWVLGH WKH 8 6 D'

'LOH\ SXEOLVKHV LQ D YDULHW\ Rl SULQW DQG HOHFWURQLF IRUPDWYV D(
VWDQGDUG SULQW YHUVLRQV RI WKLV ERRN PD\ QRW EH LQFOXGHG LQ H
VXFK DV D &' RU '9' WKDW LV QRW LQFOXGHG LQ WKH YHUVLRQ \RX SXUFI

KWWS ERRNVXSSRYURUZRRHH ARRRUPDWLRQ DERXA ZLOIHOHSUFRREPXFWYV YL\
/I[LEUDU\ Rl &RQJUHVV &RQWURO 1XPEHU

75$'(0$5.6 :LOH\ WKH :LOH\ ORJR DQG WKH 6\EH[ ORJR DUH WUDGHPDU?
6RQV ,QF DQG RU LWV DIILOLDWHYV LQ WKH 8QLWHG 6WDWHY DQG RWKH
&(+ LV D WUDGHPDUN RI (& &RXQFLO $00 RWKHU WUDGHPDUNV DUH WKH
,QF LV QRW DVVRFLDWHG ZLWK DQ\ SURGXFW RU YHQGRU PHQWLRQHG L
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, ZRXOG OLNH WR GHGLFDWH WKLV ERRN WR OHGDO RI
ODM 86% -RQ 5 &DYDLDQL ZKR SDVVHG DZD\ VRPH W
7KDQN \RX IRU JLYLQJ PH WKH KRQRU WR VKDNH \RXU
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$SFNQRZOHGJPHQWYV

ULWLQJ DFNQRZOHGJHPHQWY LV SUREDEO\ WKH WRXJ
bv , bozb\V |[HHO WKDW , KDYH IRUJRWWHQ VRPHRQH
SDVW IHZ PRQWKYV $Q\zZzD\ KHUH JRHYV

J)LUVW RI DOO , ZDQW WR WKDQN P\ ORP DQG 'DG IRU |
DV EHLQJ \RXU IDYRULWH VRQ 7KDWYV ULJKW , VDLG

, ZRXOG DOVR OLNH WR WDNH D PRPHQW WR WKDQN D
RYHU WKH \HDUV W LV DQ KRQRU IRU WKLV &KLHI :DL
ZRXOG DOVR OLNH WR HIWHQG D VSHFLDO WKDQNV WR
HDFK D FUHGLW WR WKH XQLIRUP )LQDOO\ WKDQNV W
VXSSRUW DQG IDLWK LQ P\ DELOLWLHYV

7R P\ IULHQGV , ZDQW WR VD\ WKDQNV IRU WHDULQJ P
ZKHQ \RX NQHZ , QHHGHG WR OHW P\ EUDLQ FRRO RII
$UQROG 6KHOO\ DQG HVSHFLDOO\ /LVD \RX DOO KHO
EHIRUH , ZHQW FUD]\ HU

, ZRXOG DOVR OLNH WR WKDQN 6KLJHUX OL\DPRWR IRL

)LQDOO\ RQ D PRUH VHULRXV QRWH , ZRXOG OLNH WF
UHFLSLHQW DQG SHUVRQDO KHUR 6JW ODM 86% -RC
WLPH EHIRUH WKLV ERRN ZDV ZULWWHQ 7KDQN \RX IR

26HDQ 3KLOLS 2UL\DQR
'XW\ 6HUYLFH +RQRU
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SERXW WKH $XWKRU

6HDQ 2UL\ZQ@QR RUL\DQRLVRP® VHDVRQHG VHFXULW)\ SURI
2YHU WKH SDVW  \HDUV KH KDV VSOLW KLV WLPH DPF
WUDLQLQJ YDULRXV SHRSOH DQG RUJDQL]DWLRQV RQ
VHFXULW\ $V DQ LOQVWUXFWRU DQG FRQVXOWDQW 6H
NQRZOHGJH DV ZHOO DV JDLQLQJ H[SRVXUH WR PDOQ\ C
DORQJ WKH ZD\ +LV EURDG NQRZOHGJH DQG HDV\ WR
GRVH Rl KXPRU KDYH OHG WR 6HDQ EHLQJ D UHJXODU

2XWVLGH RI WUDLQLQJ DQG FRQVXOWLQJ 6HDQ LV DO
H[SHULHQFH LQ ERWK GLJLWDO DQG SULQW PHGLD 6H
:LOH\ B6\EH[ 2f5HLOO\ OHGLD DQG -RQHV %DUWOHW\
H[SDQGHG KLV UHDFK HYHQ IXUWKHU E\ DSSHDULQJ LC
6HDQ KDV DSSHDUHG LQ RYHU D GR]JHQ 79 SURJUDPV D
F\EHUVHFXULW\ WRSLFV DQG WHFKQRORJLHV :KHQ LQ
IRU KLV FDVXDO GHPHDQRU DQG SUDLVHG IRU KLV DEL
XQGHUVWDQG PDQQHU

2XWVLGH KLV RZQ EXVLQHVV DFWLYLWLHV 6HDQ LV D
RIILFHU VSHFLDOL]LQJ LQ LQIUDVWUXFWXUH DQG VHF>
QHZ WURRSV ,Q DGGLWLRQ DV D &:2 KH LV UHFRJQL]}
DQG LV IUHTXHQWO\ FDOOHG XSRQ WR SURYLGH H[SHU
QHHGHG

'KHQ QRW ZRUNLQJ 6HDQ LV DQ DYLG REVWDFOH FRXL
UDFHV LQFOXGLQJ D ZRUOG FKDPSLRQVKLS UDFH DQG
WUDYHOLQJ ERG\EXLOGLQJ WUDLQLQJ DQG GHYHORS
VXUYLYDO FRXUVHV

6HDQ KROGV PDQ\ FHUWLILFDWLRQVY DQG TXDOLILFDWI
HISHULHQFH LQ WKH ,7 ILHOG VXFK DV WKH &,663 &1°







&217(176

. QWURGXFWLRQ
([DP ([DP 2EMHFWLYHYV

$VVHVVPHQW 7HVW
$QVZHUV WR $VVHVVPHQW 7HVW

&KDSWHU _QWURGXFWLRQ WR (WKLFDO +DFNLQJ
+DENLQJ WKH (YROXWLRQ
6R :KDW .V DQ (WKLFDO +DFNHU"
6XPPDU\
([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV

&KDSWHU  6\WWHP )XQGDPHQWDOYV
([SORULQJ 1HWZRUN 7RSRORJLHV
'RUNLQJ ZLWK WKH 2SHQ 6\WWHPV ,QWHUFRQQHFW
'LVVHFWLQJ WKH 7&3 ,3 6XLWH
.3 6XEQHWWLQJ
+H[DGHFLPDO YV %LQDU\
([SORULQJ 7&3 ,3 3RUWV
8QGHUVWDQGLQJ 1IHWZRUN 'HYLFHV
"RUNLQJ ZLWK 0$& $GGUHVVHV
. QWUXVLRQ 3UHYHQWLRQ DQG .QWUXVLRQ 'HWHFW
IHWZRUN 6HFXULW\
_.QRZLQJ 2SHUDWLQJ 6\WWHPV
%DENXSVY DQG $UFKLYLQJ
6XPPDU\
([DP (VVHQWLDOV
S5HYLHZ 4XHVWLRQV

&KDSWHU  &U\SWRJUDSK\
&U\SWRJUDSK\ (DUO)\ $SSOLFDWLRQV DQG ([DPSOH
&U\SWRJUDSK\ LQ $FWLRQ
8QGHUVWDQGLQJ +DVKLQJ
VVXHV ZLWK &U\SWRJUDSK\
$SSOLFDWLRQV RI &U\SWRJUDSK\
6XPPDU\




([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV

&KDSWHU )RRWSULQWLQJ
8QGHUVWDQGLQJ WKH 6WHSV RI (WKLFDO +DFNLQJ
' KDW .,V )RRWSULQWLQJ"
7HUPLQRORJ\ LQ JRRWSULQWLQJ
7KUHDWY .QWURGXFHG E\ JRRWSULQWLQJ
7KH )RRWSULQWLQJ 3URFHVV
6XPPDU\
([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV
&KDSWHU 6FDQQLQJ

. KDW .,V 6EDQQLQJ"
&KHENLQJ IRU /LYH 6\WWHPV
&KHENLQJ WKH 6WDWXV RI 3RUWYV
7KH YDPLO\ 7UHH RI 6FDQV
26 )LQJHUSULQWLQJ
&RXQWHUPHDVXUHYV
9XOQHUDELOLW)\ 6FDQQLQ]J
0DSSLQJ WKH 1HWZRUN
8VLQJ 3UR[LHV
6XPPDU\

([DP (VWHQWLDOV
SHYLHZ 4XHVWLRQV
&KDSWHU (QXPHUDWLRQ

$ AXLEN 5HYLHZ

. KDW .V (QXPHUDWLRQ"

SERXW :LQGRZV (QXPHUDWLRQ

/ILQX[ %DVLF

(QXPHUDWLRQ ZLWK 6103

8QL[ DQG /LQX[ (QXPHUDWLRQ

/'$3 DQG 'LUHFWRU\ 6HUYLFH (QXPHUDWLRQ
(OXPHUDWLRQ 8VLQJ 173

6073 (QXPHUDWLRQ




6XPPDU\

([DP (VVHQWLDOV

SHYLHZ 4XHVWLRQV
&KDSWHU  6\WWHP +DFNLQJ

8S WR 7KLV 3RLQW

6\WVWHP +DFNLQJ

6XPPDU\

([DP (VWVHQWLDOV

SHYLHZ 4XHVWLRQV
&KDSWHU 0DOZDUH

0DOZDUH
2YHUW DQG &RYHUW &KDQQHOV
6XPPDU\
([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV
&KDSWHU  6QLIIHUV

8QGHUVWDQGLQJ 6QLIIHUV
8VLQJ D 6QLIIHU
6ZLWFKHG 1HWZRUN 6QLIILQJ
6XPPDU\
([DP (VVHQWLDOV
S5HYLHZ 4XHVWLRQV

&KDSWHU BRFLDO (QJLQHHULQJ

KDW .V 6RFLDO (QJLQHHULQJ"
BRFLDO 1HWZRUNLQJ WR *DWKHU ,QIRUPDWLRQ"
&RPPRQO\ (PSOR\HG 7KUHDWV
 GHQWLW\ 7KHIW
6XPPDU\
([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV
&KDSWHU 'HQLDO RI 6HUYLFH

8QGHUVWDQGLQJ 'R6
8QGHUVWDQGLQJ '""R6
'R6 7TRROV




""R6 7RROV
'R6 'HIHQVLYH 6WUDWHJILHV
'R6 3HQ 7HVWLQJ &RQVLGHUDWLRQV
6XPPDU\
([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV
&KDSWHU 6HVVLRQ +LMDFNLQJ

8QGHUVWDQGLQJ 6HVVLRQ +LMDFNLQJ
([SORULQJ 'HIHQVLYH 6WUDWHJILHV
6XPPDU\
([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV
&KDSWHU :HE 6HUYHUVY DQG $SSOLFDWLRQV

([SORULQJ WKH &0OLHQW 6HUYHU 5HODWLRQVKLS
6XPPDU\

([DP (VVHQWLDOV

SHYLHZ 4XHVWLRQV

&KDSWHU 64/ QMHFWLRQ
,LQWURGXFLQJ 64/ QMHFWLRQ
6XPPDU\

([DP (VVHQWLDOV
S5HYLHZ 4XHVWLRQV

&KDSWHU +DENLQJ :L )L DQG %OXHWRRWK
KDW .,V D :LUHOHVV 1HWZRUN"
6XPPDU\

([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV
&KDSWHU ORELOH 'HYLFH 6HFXULW\

ORELOH 26 ORGHOV DQG $UFKLWHFWXUHYV
*RDOV Rl ORELOH 6HFXULW\

'"HYLFH 6HFXULW\ ORGHOV
&RXQWHUPHDVXUHV

6XPPDU\

([DP (VVHQWLDOV




SHYLHZ 4XHVWLRQV

&KDSWHU (YDVLRQ
+RQH\SRWV ,'6V DQG )LUHZDOOV
6XPPDU\

([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV

&KDSWHU &ORXG 7THFKQRORJLHY DQG 6HFXULW\
KDW .,V WKH &0RXG"
6XPPDU\

([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV

&KDSWHU SK\VLFDO 6HFXULW\
,OQWURGXFLQJ 3K\ VLFDO 6HFXULW\
6XPPDU\

([DP (VVHQWLDOV
SHYLHZ 4XHVWLRQV
$SSHQGL[ $ $QVZHUV WR 5HYLHZ 4XHVWLRQV

&KDSWHU _QWURGXFWLRQ WR (WKLFDO +DFNLQJ
&KDSWHU  6\WWHP )XQGDPHQWDOV

&KDSWHU  &U\SWRJUDSK\

&KDSWHU )RRWSULQWLQJ

&KDSWHU 6FDQQLQJ

&KDSWHU (QXPHUDWLRQ

&KDSWHU 6\WWHP +DFNLQJ

&KDSWHU 0DOZDUH

&KDSWHU  6QLIIHUV

& KDSWHU 6RFLDO (QJLQHHULQJ

&KDSWHU 'HQLDO RI 6HUYLFH
&KDSWHU 6HVVLRQ +LMDFNLQJ

&KDSWHU :HE 6HUYHUVY DQG $SSOLFDWLRQV
&KDSWHU 64/  QMHFWLRQ

&KDSWHU +DENLQJ :L )L DQG %OXHWRRWK
&KDSWHU ORELOH 'HYLFH 6HFXULW\

&KDSWHU (YDVLRQ




&KDSWHU &ORXG 7THFKQRORJLHY DQG 6HFXULW\
&KDSWHU 3K\WVLFDO 6HFXULW\

$SSHQGL[ % 3HQHWUDWLRQ 7HVWLQJ J)UDPHZRUNYV
2YHUYLHZ RI $OWHUQDWLYH OHWKRGV
SHOHWUDWLRQ 7HVWLQJ ([HFXWLRQ 6WDQGDUG
6XPPDU\

$SSHQGL[ & %XLOGLQJ D /DE
K\ %XLOG D /DE"
&UHDWLQJ D 7THVW 6HWXS
7KH .QVWDOODWLRQ 3URFHVYV
6XPPDU\

$GYHUW

(8/%




ILVW RI TDEOHYV

&KDSWHU
(DEOH
(DEOH
(DEOH

&KDSWHU
(DEOH
(DEOH
(DEOH

&KDSWHU
(DEOH

&KDSWHU
(DEOH
(DEOH
(DEOH
(DEOH

&KDSWHU
(DEOH
(DEOH
(DEOH

&KDSWHU
(DEOH

&KDSWHU
(DEOH
(DEOH



ILVW RI L OOXVWUDWLRQV

&KDSWHU

JLIXUH 6HEXULW\ YHUVXV FRQYHQLHQFH DQDO\

JLIXUH /[KH KDENLQJ SURFHVYV
&KDSWHU

JLIXUH %XV WRSRORJ\

JLIXUH 5LQJ WRSRORJ\

JLIXUH 6WDU WRSRORJ\

JLIXUH OHVK WRSRORJ\

JLIXUH +\EULG WRSRORJ\

JLIXUH 26, /&3 ,3 FRPSDUDWLYH PRGHO

JLIXUH /&3 WKUHH ZD\ KDQGVKDNH

JLIXUH (&3 VHTXHQFLQJ

JLIXUH SHVLGHQWLDO QHWZRUN VHWXS

JLIXUH /\SLFDO HOQOWHUSULVH QHWZRUN
&KDSWHU

JLIXUH /[KH SRVHWWD VWRQH

JLIXUH 6\PPHWULF HQFU\SWLRQ

Y)LIXUH SV\PPHWULF HQFU\SWLRQ

JLIXUH $ GLIJLWDO VLIQDWXUH LQ XVH

JLIXUH /KH 3., HFRV\VWHP

JLIXUH +DVK JHQHUDWHG IURP 3+HOOR :RUOG"™ >
&KDSWHU

JLIXUH *RRJOH (DUWK

JLIXUH &DPHUDV IRXQG E\ GRLQJ D *RRJOH KDF

JLIXUH ,QVWDJUDP

JLIXUH /KH (FKRVHF VHUYLFH
&KDSWHU

JLIXUH /KH WKUHH ZD\ KDQGVKDNH

JLIXUH +DOI RSHQ VFDQ DJDLQVW FORVHG DQG




)LIXUH

PDV WUHH VFDQ

)LIXUH $Q ).1 VFDQ DJDLQVW D FORVHG SRUW D
)LIXUH $ 18// VEFDQ DIJDLQVW D FORVHG DQG DQ
)LIXUH 5HVXOWYV RI D EDQQHU JUDE
)LIXUH $ QHWZRUN PDS EXLOW E\ D QHWZRUN P
&KDSWHU
)LIXUH .36 9LUXV ODNHU XVHU LQWHUIDFH
)LIXUH 7&391LHZ LQWHUIDFH
&KDSWHU
)LIXUH 7&3 WKUHH ZD\ KDQGVKDNH SDFNHW
)LIXUH ODFRI 0$& IORRG
)LIXUH &DLQ $EHO
&KDSWHU
)LIXUH %DVLF SURJUDP VWDFN
)LIXUH 6PDVKLQJ WKH VWDFN
)LIXUH '""R6 DWWDFN VHWXS
&KDSWHU
)LIXUH 6HVVLRQ KLMDFN
)LIXUH $FWLYH DWWDFN
)LIXUH 3DVVLYH DWWDFN
)LIXUH 6SRRILQJ
)LIXUH 6RXUFH URXWLQJ
)LIXUH 'HV\QFKURQL]LQJ D FRQQHFWLRQ
)LIXUH 7&3 WKUHH ZD\ KDQGVKDNH
)LIXUH 0.70 DWWDFN
&KDSWHU
)LIXUH $ <DJL DQWHQQD
)LIXUH $ SDUDEROLF DQWHQQD
&KDSWHU
)LIXUH $ GULYH GHJDXVVHU
)LIXUH $ PDOWUDS LQVWDOOHG LQ D OREE\




JLIXUH 2QH NLQG RI FLSKHU OREN

JLIXUH /[IREN SLFNLQJ WRROV




JLVW RI ([HUFLVHYV

&KDSWHU
(JHUFLVH
&KDSWHU
([HUFLVH
&KDSWHU
(JHUFLVH
([HUFLVH
(JHUFLVH
(JHUFLVH
(JHUFLVH
&KDSWHU
([HUFLVH
&KDSWHU
(JHUFLVH
([HUFLVH
(JHUFLVH
&KDSWHU
(JHUFLVH
([HUFLVH
([HUFLVH
(JHUFLVH
(JHUFLVH
([HUFLVH
([HUFLVH
&KDSWHU
(JHUFLVH
([HUFLVH
([HUFLVH
&KDSWHU




([HUFLVH
(JHUFLVH
([HUFLVH
&KDSWHU
(JHUFLVH
(JHUFLVH
([HUFLVH
([HUFLVH
&KDSWHU
(JHUFLVH
([HUFLVH
([HUFLVH
&KDSWHU
(JHUFLVH
([HUFLVH
([HUFLVH
(JHUFLVH
&KDSWHU
([HUFLVH
([HUFLVH
&KDSWHU
(JHUFLVH

&KDSWHU
([HUFLVH







QWURGXFWLRQ

, I \RXJUH SUHSDULQJ WR WDNH WKH &(+ H[DP \RX{OO
LQIRUPDWLRQ DV \RX FDQ DERXW FRPSXWHUV QHWZR
7KH PRUH LQIRUPDWLRQ \RX KDYH DW \RXU GLVSRVDO
JDLQ WKH EHWWHU RII \RXTOO EH ZKHQ WDNLQJ WKH
JRDO LQ PLQG2WR SURYLGH HQRXJK LQIRUPDWLRQ WR
WKDW \RXT0O0O EH RYHUORDGHG ZLWK LQIRUPDWLRQ WI
/R PDNH WKH LQIRUPDWLRQ PRUH XQGHUVWDQGDEOH
HI[SHULHQFH WKDW VXSSOHPHQW WKH WKHRU\

7KLV ERRN SUHVHQWYV WKH PDWHULDO DW DQ DGYDQF]|
QHWZRUN FRQFHSWV DQG LVVXHV FRPSXWHU KDUGZD
ZLOO FRPH LQ KDQG\ ZKHQ \RX UHDG WKLV ERRN :KLO
SUHVHQW WKH FRQFHSWY DQG H[HUFLVHV LQ DQ HDV\
H[SHULHQFH ZLWK ,7 DQG QHWZRUNLQJ WHFKQRORJ\ W

,IYH LQFOXGHG UHYLHZ TXHVWLRQV DW WKH HQG RI H
OLNH WR WDNH WKH H[DP ,I \RXYUH DOUHDG\ ZRUNLQ.
TXHVWLRQV ILUVW WR JDXJH \RXU OHYHO RI H[SHUWL\
JDSV LQ \RXU FXUUHQW NQRZOHGJH 7KLV VWXG\ JXLG
EDVH EHIRUH WDFNOLQJ WKH H[DP LWVHOI

, I \RX FDQ DQVZHU SHUFHQW WR SHUFHQW RU PRU
JLYHQ FKDSWHU \RX FDQ IHHO VDIH PRYLQJ RQ WR Wtk
WKDW PDQ\ TXHVWLRQV FRUUHFWO\ UHUHDG WKH FKD
VKRXOG LPSURYH

( A

%:r: 'RQIW MXVW VWXG\ WKH TXHVWLRQV DQG DQ"

r

H[DP ZLOO EH GLIIHUHQW IURP WKH SUDFWLFH TXHWV\
GHVLIJQHG WR WHVW \RXU NQRZOHGJH RI D FRQFHSW
WKH REMHFWLYHV EHKLQG WKH TXHVWLRQV

- J

HIRUH <RX %HJLQ 6WXG\LQJ

HIRUH \RX EHJLQ SUHSDULQJ IRU WKH H[DP LWV LP
DERXW WKH &(+ FHUWLILFDWLRQ &(+ LV D FHUWLILFD\
(OHFWURQLF &RPPHUFH &RQVXOWDQWYV (& &RXQFLO

VFRUH RQ D VLQJOH H[DP QXPEHU 7KH H[DP LV
ZLWK VRPH TXHVWLRQV LQFOXGLQJ GLDJUDPV DQG VN
DQ DQVZHU 7KLV H[DP UHTXLUHYVY LQWHUPHGLDWH WR
HI[ISHFWHG WR NQRZ D JUHDW GHDO DERXW VHFXULW\ |
SHUVSHFWLYH DV ZHOO DV D SUDFWLFDO SHUVSHFWLY




,Q PDQ\ ERRNV WKH JORVVDU\ LV ILOOHU DGGHG WR V
LQFOXGHG DV SDUW RI WRKNERQWH QW DWW K RG B \GFRHP
FRQVLGHUHG QHFHVVDU\ UHDGLQJ <RXJUH OLNHO\ WF
EODFN RU ZKLWH ER[ WHVW LV2QRW KRZ WR VSHFLILF
HQYLURQPHQW 6SHQG \RXU VWXG\ WLPH OHDUQLQJ W
LGHQWLI\LQJ SRWHQWLDO VHFXULW\ YXOQHUDELOLWL
WLPH WKLQNLQJ RXWVLGH WKH ER[ DERXW KRZ WKLQJ
SKUDVHY DQG WHUPLQRORJ\2ZEXW NHHS WKH XQGHUO\L
SURFHVV

7KH (& &RXQFLO LV NQRZQ IRU SUHVHQWLQJ FRQFHSW
HIDP WHVWYVY ZKHWKHU \RX FDQ DSSO\ \RXU NQRZOHGJ
PHPRU\ DQG UHSHDW LW EDFN 8VH \RXU DQDO\WLFDO
GHWHUPLQH KRZ LW ZRUNV 7KH TXHVWLRQV WKURXJK
FUHDWH WKH VWUXFWXUH DQG DSSHDUDQFH RI WKH &/

K\ % HFRPH &(+ &SHUWLILHG"

7KHUH DUH D QXPEHU RI UHDVRQV IRU REWDLQLQJ WK
IROORZLQJ

SURYLGHV 3URRI Rl 3URIHVVLR Qs BIEXKQHMHP HQWWLILF
ZD\ WR VWDQG RXW IURP WKH FURZG ,Q WKLV DJH RI "
KXQGUHGY RI WKRXVDQGV RI DGPLQLVWUDWRUV ZKR K
DQG &LVFR FHUWLILFDWLRQ WUDFNV 7R VHW \RXUVHC
7KH &(+ H[DP LV SDUW RI WKH (& &RXQFLO FHUWLILFD\
FHQWULF FHUWLILFDWLRQV LI \RX ZLVK WR DWWHPSW

,QFUHDVHYVY <RXU ODURNKIMWWRBELORWWVHYHUDO \HDUV KDV
EHQFKPDUN RI WKH VNLOOV RI D SHQWHVWHU WR SRW
WKH &(+ FHUWLILFDWLRQ \RXJOO KDYH WKH FUHGHQW
FHUWLILFDWLRQV FDQYW EH WDNHQ IURP \RX ZKHQ \R.
FHUWLILFDWLRQ ZLWK \RX WR DQ\ SRVLWLRQ \RX DFFF

SURYLGHV 2SSRUWXQLW)\ IRU @GGYDIQEFHPHWY WKR SURYH )
FRPSHWHQW DQG GHGLFDWHG DUH WKH RQHV ZKR ZLO
FHUWLILHG LV D JUHDW zZD\ WR SURYH \RXU VNLOO OH
FRPPLWWHG WR LPSURYLQJ \RXU VNLOO VHW /RRN DU
DUH SUREDEO\ WKH SHRSOH ZKR UHFHLYH JRRG SD\ UL

)XOILOOV 7UDLQLQJ 5HIMQWUFARPOMALHY KDYH VHW WULC
WKHLU VWDIlI VR WKDW WKH\ VWD\ XS WR GDWH RQ WK
SURJUDP LQ VHFXULW\ SURYLGHYV DGPLQLVWUDWRUYV Z
ZKHQ WKH\ KDYH H[KDXVWHG VRPH Rl WKH RWKHU LQCGC

5DLVHV &XVWRPHU &RDQUGHRPFIDQLHY VPDOO EXVLQH\
JRYHUQPHQWY RI YDULRXV FRXQWULHV KDYH ORQJ GL
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ODQ\ RUJDQL]DWLRQV UHTXLUH WKDW HPSOR\HHV DQG
WR HQJDJH LQ FHUWDLQ ZRUN DFWLYLWLHYV

+RZ WR %HFRPH D &(+ &HUWLILHG 3URIHVVLRQL

7KH ILUVW SODFH WR VWDUW RQ \RXU ZD\ WR FHUWLIL
SHDUVRQ 98( WHVWLQJ FHQWHU ([DP SULFLQJ PLJKW )
PHPEHUVKLS <RX FDQ FRQWDFW 3HDUVRQZ84 EXHRARX
LQ WKH 8QLWHG 6WDWHY DQG &DQDGD E\ FDOOLQJ WR

KHQ \RX VFKHGXOH WKH H[DP \RXYOO UHFHLYH LQVW
FDQFHOODWLRQ SURFHGXUHYV " UHTXLUHPHQWY DQG
ORFDWLRQ ,Q DGGLWLRQ \RX ZLOO EH UHTXLUHG WR
LQ RUGHU WR FRPSOHWH WKH UHIJLVWUDWLRQ SURFHV
IRUP GHVFULELQJ \RXU SURIHVVLRQDO H[SHULHQFH DC
IRU \RX WR UHJLVWHU

~

%:’ ([DP SULFHV DQG FRGHYV PD\ YDU\ EDVHG RQ |\
A TE

LV DGPLQLVWHUHG )RU GHWDLOHG SULFLQJ DQG H[D
&RXQFLOYYV ZHEVHAMWHR BQFLO RUJ FHUWLILFDWLRQ

- J

$IWHU \RXTYH VXFFHVVIXOO\ SDVVHG \RXU &(+ H[DP W
FHUWLILFDWLRQ :LWKLQ IRXU WR VL[ ZHHNV Rl SDVVL
&RXQFLO &(+ FHUWLILFDWH

KR 6KRXOG 5HDG 7KLV %RRN"

I \RX ZDQW WR DFTXLUH VROLG LQIRUPDWLRQ LQ KDF
JRDO LV WR SUHSDUH IRU WKH H[DP E\ OHDUQLQJ KRZ
LV IRU \RX <RX{0O ILQG FOHDU H[SODQDWLRQV RI WK
KHOS WR DFKLHYH WKH KLJK OHYHO RI SURIHVVLRQDO
FKRVHQ ILHOG

I \RX ZzZDQW WR EHFRPH FHUWLILHG WKLV ERRN LV GH
MXVW ZDQW WR DWWHPSW WR SDVV WKH H[DP ZLWKRX
JXLGH LVQYIYW IRU \RX <RX PXVW EH FRPPLWWHG WR O
ERRN WR EH VXFFHVVIXO

( )

é:’ ,Q DGGLWLRQ WR UHDGLQJ WKLV ERRN FRQV!
4 TE

ZKLWH SDSHUV RQ VHFXULW\ WKDW DUH VFDWWHUHG

. J
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KDW '"RHV 7KLV %RRN &RYHU"

7KLY ERRN FRYHUV HYHU\WKLQJ \RX QHHG WR NQRZ W
FKDSWHU E\ FKDSWHU

&KDSWHU , QWURGXFWLRQ WK KWK IFKKIDG& W B BNALRYIH U V
HWKLFDO KDFNLQJ GHILQHV WKH HWKLFDO KDFNHU D
VHEXULW\ DXGLWYV

&KDSWHU 6\VWHP )XQGRPVWEFWDOWHU SUHVHQWY D Ol
FRPSRQHQWYVY WKDW PDNH XS D VI\VWHP DQG KRZ WKH\

&KDSWHU &SU\SWRKILD FKDSWHU H[SORUHV WKH DUW L
\RXJOO OHDUQ KRZ FU\SWRJUDSK\ ZRUNV DQG KRZ LW

&KDSWHU J)RRWSQ MWMRMMQBKDSWHU \RXYJYOO OHDUQ KR
WDUJHW XVLQJ ERWK SDVVLYH DQG DFWLYH PHWKRGYV

&KDSWHU 6FODBEQYEFKDSWHU VKRZV \RX KRZ WR JDLQ
DQG GHYLFHVY RQ D QHWZRUN DV ZHOO DV ZKDW WKH L

&KDSWHU (QXPHUW OWKRY FKDSWHU \RXYJOO OHDUQ KF
SUHVHQW RQ D JLYHQ KRVW DQG KRZ WR SURFHVV WK
DQG KRZ WR XVH LW IRU ODWHU DFWLRQV

&KDSWHU 6\WWHP #HOIPNERDSWHU VKRZV \RX KRZ WR
IURP IRRWSULQWLQJ VFDQQLQJ DQG HDUOLHU H[DPLC
WR D VI\VWHP

&KDSWHU ODOKDUWHKDSWHU FRYHUV WKH YDULHWLHYV
FUHDWHG XVHG RU GHIHQGHG DJDLQVW

&KDSWHU 6 /IKLNUWMKDSWHU GLVFXVVHV XVLQJ SDFNH
WKDW LV IORZLQJ DFURVV WKH QHWZRUN <RXYfOO OHI
LPPHGLDWH RU ODWHU XVH

&KDSWHU 6RFLDO (QXULQYHHKDOWHU FRYHUV KRZ WR |
LQ RUGHU WR JDLQ VHQVLWLYH LQIRUPDWLRQ

&KDSWHU '"HQLDO RKIBVHWBEXIDFSHWHU LQFOXGHY DQ DQD
GHVLIJQHG WR WHPSRUDULO\ RU SHUPDQHQWO\ VKXW (

&KDSWHU 6HVVLRQ "KUIMDFNDWHU FRYHUV KRZ WR G
ZHOO DV WDNH RYHU OHJLWLPDWH VHVVLRQV EHWZHH

&KDSWHU 'HE 6HUYHUV DQG7&EYOAKDIWNIRPWH[SODLQ\
DQG H[IDPLQH ZHE VHUYHUVY DQG DSSOLFDWLRQV DV ZF

&KDSWHU 64/ ,QMHMMKILRFQFKDSWHU \RXJOO OHDUQ K
GDWD VWRUHV XVLQJ 64/ LQMHFWLRQ WR DOWHU LQW

&KDSWHU +DFNLQJ L )L DQ®& WMOAALNWWHKADBKWHU \RX{O



DQDO\]H GLVUXSW DQG VKXW GRZQ ZLUHOHVYV QHWZF

&KDSWHU ORELOH '"HYLFH WKHEX UHHKWMWMD\SWHU \RXTOO OF
DQDO\]JH DQG ZRUN ZLWK PRELOH GHYLFHYV
&KDSWHU (YDMMRBKDSWHU FRYHUV KRZ WR GHDO ZL

PHDVXUHVY WKDW D V\VWHP DGPLQLVWUDWRU PD\ SXW
LOQWUXVLRQ GHWHFWLRQ V\VWHPV ,|'6V ILUHZDOOV |

&KDSWHU &ORXG 7THFKQRORJLBOVWIKQE FHBPXSW.AWJ \R X
LOQWHIJUDWH DQG VHFXUH FORXG WHFKQRORJLHYV

&KDSWHU SK\VLFDGKolHWF KKDWWHU GHDOV ZLWK WKH
DQG KRZ WR SURWHFW DVVHWY IURP EHLQJ VWROHQ (

$SSHOGL[ $ $QVZHUV WR S5HYLIZWMKHYWSSEQGL[ \RX F
DQVZHUV WR WKH UHYLHZ TXHVWLRQV WKURXJKRXW W

$SSHQGL[ % 3HQHWUDWLRQ 7HVWQ QUKLWDBEZIRQBY[ \R
DOWHUQDWLYH SHQHWUDWLRQ WHVWLQJ IUDPHZRUN

$SSHQGL[ & %XLOGLQMXLDEDSSHQGL[ \RXJ0O OHDUQ
H[SHULPHQW ZLWK \RXU SHQHWUDWLRQ WHVWLQJ VNL

7LSV IRU 7DNLQJ WKH &(+ ([DP
+HUH DUH VRPH JHQHUDO WLSV IRU WDNLQJ \RXU H[DP

e %ULQJ WZR IRUPV RI ;" ZLWK \RX 2QH PXVW EH D SK
/KH RWKHU FDQ EH D PDMRU FUHGLW FDUG RU D SDV
VLIQDWXUH

e $JUULYH HDUO\ DW WKH H[DP FHQWHU VR WKDW \RX F
SDUWLFXODUO\ WDEOHY DQG OLVWY RI HIDP UHODW!|
WKH WHVWLQJ URRP \RX ZLOO QHHG WR OHDYH HYH
DQ\ PDWHULDOV LQWR WKH WHVWLQJ DUHD

e SHDG WKH TXHVWLRQV FDUHIXOO\ '"'RQTW EH WHPSW
VXUH WKDW \RX NQRZ H[DFWO\ ZKDW HDFK TXHVWLR

e 'RQYW OHDYH DQ\ XQDQVZHUHG TXHVWLRQV 8QDQV:

e /KHUH ZLOO EH TXHVWLRQV ZLWK PXOWLSOH FRUUH
FRUUHFW DQVZHU D PHVVDJH DW WKH ERWWRP RI W
3& KRRVH WZR™ RU 3&KRRVH DOO WKDW DSSO\ "~ %H V>
NQRZ KRZ PDQ\ FRUUHFW DQVZHUV \RX PXVW FKRRYV

e :KHQ DQVZHULQJ PXOWLSOH FKRLFH TXHVWLRQV DEI
RI HOLPLQDWLRQ WR JHW ULG RI WKH REYLRXVO\ LQ
\RXU RGGV LI \RX QHHG WR PDNH DQ HGXFDWHG JXH

e 20Q IRUP EDVHG WHVW—V—.%—%@C—%GDSWLYH EHFDXVH W
ww.allitebookS<co
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WLPH VDYH WKHP IRU ODVW <RX FDQ PRYH IRUZDU(

e )RU WKH ODWHVW SULFLQJ RQ WKH H[DPV DQG XSGD
WKH (& &RXQFLOWRYVZ ZHHEVRWB AW RUJ FHUWLILFDWLR

KDWITV . QFOXGHG LQ WKH %RRN

, TYH LQFOXGHG VHYHUDO WHVWLQJ IHDWXUHV LQ WKL
DW\EH[WHVWEDQNWKH®H\WRROV ZLOO KHOS \RX UHWD
SUHSDUH \RX WR VLW IRU WKH DFWXDO H[DP

$VVHVVPHQWWHNVNMH HQG RI WKLV LQWURGXFWLRQ LV I
WR FKHFN \RXU UHDGLQHVV IRU WKH H[DP 7DNH WKLV
ZLOO KHOS \RX GHWHUPLQH WKH DUHDV LQ ZKLFK \RX
WKH DVVHVVPHQW WHVW TXHVWLRQV DSSHDU RQ D VH

2EMHFWLYH ODS DQG 2SHQLQJ /LVOLWWKIHZERRRWLYHRQW
LQFOXGHG D GHWDLOHG H[DP REMHFWLYH PDS VKRZLQ
FRYHUHG LQ WKLV ERRN ,Q DGGLWLRQ HDFK FKDSWH!
FRYHUVY 8VH WKHVH WR VHH H[DFWO\ ZKHUH HDFK RI

(IDP (VVHQWUIDARXVFKDSWHU MXVW EHIRUH WKH VXPPDL
HVVHQWLDOV 7KHVH DUH WKH NH\ WRSLFV \RX VKRXO
IRFXV RQ ZKHQ SUHSDULQJ IRU WKH H[DP

&KDSWHU 5HYLHZ 4AXRWWH\RWMYRXU NQRZOHGJH DV \RX &
WKHUH DUH UHYLHZ TXHVWLRQV DW WKH HQG RI HDFK
WKH UHYLHZ TXHVWLRQV DQG WKHQ FKHFN \RXU DQVZ
DUH LQ $SSHQGL[ $ <RX FDQ JR EDFN WR UHUHDG WKH
JRW ZURQJ WR HQVXUH WKDW \RX DQVZHU FRUUHFWO\

 OQWHUDFWLYH 2Q0OLQH /HDUQLQJ (QYLURQPHQV

, TYH LQFOXGHG D QXPEHU RI DGGLWLRQDO VWXG\ WRF
WHVW EDE@N[DWVWEDQNWAOORINWRHAVH HOHFWURQLF V
EURZVHU DQG \RX VKRXOG ZRUN WKURXJK WKHP DV \R

6\EH[ 7THVW (Q/KHQPRDLQ VLWH IRU WKHMED L\WHVVYWED®\N
$IWHU UHJLVWUDWLRQ \RXYOO JHW DFFHVV WR WKH 6
DVVHVVPHQW WHVW DQG WKH FKDSWHU UHYLHZ TXHVYV
SUDFWLFH H[DPV 7DNH WKHVH SUDFWLFH H[DPV MXVW
ZLWKRXW DQ\ UHIHUHQFH PDWHULDO KHQ \RXYYH IL
QH[W RQH WR VROLGLI\ \RXU WHVW WDNLQJ VNLOOV
FRUUHFW \RXYUH UHDG\ WR WDNH WKH FHUWLILFDWLF
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( )

A

%;: , \RX DUH WKH W\SH RI OHDUQHU ZKR WKULY

WHVWY WKDQ WKRVH LQFOMXEH GVANMMWKE DMKNL W B RGRENG B B
EX\LQJ 6\EH[&IW Q&FXUWLILHG (WKLFDO +DFNHU EMUVLF
5D\PRQG %WORFNPRQ ,6%1 LWK ILYH D¢
SUDFWLFH WHVWY WKHUH DUH PRUH WKDQ HQRXJK |V
WR VLW IRU WKH &(+

- J

(OHFWURQLF )OBRKADOGMN.QG IODVKFDUG TXHVWLRQV
UHYLHZ 7KHVH DUH VKRUW TXHVWLRQV DQG DQVZHUYV
UHYLHZLQJ 7KHUH DUH IODVKFDUGY RQ WKH ZHEVL

3') RI *ORVVDU\ RI TKHUB®WRVVDU\ RI WHUPV LV RQ WKH

+RZ WR 8VH 7KLV %RRN DQG $GGLWLRQDO 6WX!

I \RX ZDQW D VROLG IRXQGDWLRQ IRU SUHSDULQJ IRU
, I YH VSHQW FRXQWOHVY KRXUV SXWWLQJ WRIJHWKHU
\RX SUHSDUH IRU WKH H[DP

/KLY ERRN LV ORDGHG ZLWK YDOXDEOH LQIRUPDWLRQ
WLPH LI \RX XQGHUVWDQG KRZ , SXW WKH ERRN WRJH)
DSSURDFK VWXG\LQJ

7DNH WKH DVVHVVPHQW WHVW LPPHGLDWHO\ IROOF
GRQIW NQRZ DQ\ Rl WKH DQVZHUV2WKDWY{V ZKDW W}
H[SODQDWLRQ IRU DQ\ TXHVWLRQ \RX JHW ZURQJ Dt
WKDW PDWHULDO LV FRYHUHG

6WXG\ HDFK FKDSWHU FDUHIXOO\ PDNLQJ VXUH WK
DQG WKH H[DP REMHFWLYHV OLVWHG DW WKH EHJLQ
DWWHQWLRQ WR DQ\ FKDSWHU WKDW LQFOXGHV PDVWV
PLVVHG RQ WKH DVVHVVPHQW WHVW

5S5HDG RYHU WKH VXPPDU\ DQG H[DP HVVHQWLDOV 7
FKDSWHU ZLWK ZKLFK \RX QHHG WR EH IDPLOLDU EH

$QVZHU DOO RI WKH UHYLHZ TXHVWLRQV DW WKH H!
TXHVWLRQV WKDW FRQIXVH \RX DQG VWXG\ WKRVH
VNLP WKHVH TXHVWLRQV2PDNH VXUH \RX XQGHUVWD

*R RYHU WKH HOHFWURQLF IODVKFDUGY 7KHVH KH(
WKH\fUH JUHDW VWXG\ WRROV

7/DNH WKH SUDFWLFH H[DPV
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([DP ([DP 2EMHFWLYHV

7KH (& &RXQFLO JRHV WR JUHDW OHQJWKYVY WR HQVXUF
UHIOHFW WKH VHFXULW\ LQGXVWU\YV EHVW SUDFWLFH
TXHVWLRQV ZLWK KHOS IURP VXEMHFW PDWWHU H[SHL
LQGXVWU\ HISHULHQFH DQG NQRZOHGJH WRJHWKHU Z1
TXHVWLRQV WKDW FKDOOHQJH D FDQGLGDWHTV NQRZ(

)LQDOO\ WKH (& &RXQFLO FRQGXFWV D VXUYH\ WR HQ
WUXO\ UHIOHFW MRE UHTXLUHPHQWY 2QO\ WKHQ FDQ
RI TXHVWLRQV QHHGHG IRU WKH H[DP (YHQ VR WKH\
IXUWKHU UHILQHPHQWYV LQ PDQ\ FDVHV EHIRUH WKH H
5HVW DVVXUHG WKDW WKH FRQWHQW \RXTUH DERXW W
H[DP

( N

)’ ([ bP REMHFWLYHVY DUH VXEMHFW WR FKDQJH
Adfﬂi

DW WKH (& &RXQFLOYV VROH GLVFUHWLRQ 9LVLW WK
ZHEVLWHAH/DMWFERXQFRO WKH PRVW FXUUHQW OLVWLQJ

. J

7KH (& &RXQFLO DOVR SXEOLVKHY UHODWLYH ZHLJKW1
IROORZLQJ WDEOH OLVWYV WKH ILYH &(+ REMHFWLYH G
UHSUHVHQWHG RQ WKH H[DP $V \RX XVH WKLV VWXG\
DGPLQLVWHUHG MXVW WKH ULJKW GRVDJH RI REMHFW
WKH SHUFHQWDJHVY WKDW WKH (& &RXQFLO XVHV

'RPDLQ RI ([DP
$QDO\VLV $VVHVVPHQW
6HFXULW\

7TRROV 6\VWHPV 3URJUDPYV
SURFHGXUHV OHWKRGRORJ\
5HIXODWLRQ 3ROLF\

2EMHFWLYHYV

2EMHFWLYH &KDSWHU
, %DFNJURXQG

$ IHWZRUNLQJ WHFKQRORJLHV H J KDUGZDUH
LQIUDVWUXFWXUH

% ‘HE WHFKQRORJLHYV
& 6\WVWHP WHFKQRORJLHYV
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&RPPXQLFDWLRQ SURWRFROV

( ODOZDUH RSHUDWLRQV

) ORELOH WHFKQRORJLHYVY HJ VPDUWSKRQHYV
* 7THOHFRPPXQLFDWLRQ WHFKQRORJLHYV

+ %DFNXSV DQG DUFKLYLQJ HJ ORFDO QHWZRUN
., $QDO\VLV $VVHVVPHQW

$ 'DWD DQDO\VLV

% 6\WWHPVY DQDO\VLV

& 5LVN DVVHVVPHQWYV

' 7HFKQLFDO DVVHVVPHQW PHWKRGYV
., BHFXULW\

$ 6\WWHPV VHFXULW\ FRQWUROV

% $SSOLFDWLRQ ILOHVHUYHU

& )YLUHZDOOV

' &U\SWRJUDSK\

( THWZRUN VHEXULW\

) 3K\WLFDO VHFXULW\

* 7KUHDW PRGHOLQJ

+ 9HULILFDWLRQ SURFHGXUHV H J IDOVH SRVLWLY
YDOLGDWLRAQ

, BRFLDO HQJLQHHULQJ KXPDQ IDFWRUV PDQLSXOD!
- 9XOQHUDELOLW\ VFDQQHUYV

. BHFXULW\ SROLF\ LPSOLFDWLRQV

/ 3ULYDF\ FRQILGHQWLDOLW\ ZLWK UHJDUG WR HQJ
0 %LRPHWULFV

1 :LUHOHVYVY DFFHVV WHFKQRORJ\ HJ QHWZRUNLQ.
%OXHWRRWK

2 TUXVWHG QHWZRUNYV
3 9XOQHUDELOLWLHYV

,9 7TRROV 6\VWHPV 3URJUDPYV
$ 1HWZRUN KRVW EDVHG LQWUXVLRQ
% 1HWZRUN ZLUHOHVYV VQLIIHUV H J 'LUHVKDUN $
& $FFHVV FRQWURO PHFKDQLVPV HJ VPDUW FDUG



&U\SWRJUDSK\ WHFKQLTXHV H J ,36HF 66/ 3*3

( 3URJUDPPLQJ ODQJXDJHV HJ & -DYD & &
6FULSWLQJ ODQJXDJHV H J 3+3 -DYDG6FULSW

* %RXQGDU\ SURWHFWLRQ DSSOLDQFHV HJ '0=

+ 1HWZRUN WRSRORJLHV

, BXEQHWWLQJ

- 3RUW VFDQQLQJ HJ OQPDS

. 'RPDLQ 1DPH 6\WWHP '16

/| BRXWHUV PRGHPV VZLWFKHYV

0 9XOQHUDELOLW\ VFDQQHU H J 1HVVXV 5HWLQD

1 9XOQHUDELOLW\ PDQDJHPHQW DQG SURWHFWLRQ |
HJ )JRXQGVWRQH (FRUD

2SHUDWLQJ HQYLURQPHQWY H J /LQX[ :LQGRZV
$QWLYLUXV VIVWHPV DQG SURJUDPV
/RJ DQDO\VLV WRROV
BHFXULW\ PRGHOV
([SORLWDWLRQ WRROV
'DWDEDVH VWUXFWXUHV
9 3URFHGXUHV OHWKRGRORJ)\
$ &U\SWRJUDSK\
% 3XEOLF NH\ LQIUDVWUXFWXUH 3.,
& B6HFXULW\ $UFKLWHFWXUH 6%
6HUYLFH 2ULHQWHG $UFKLWHFWXUH 62%
( ,QIRUPDWLRQ VHFXULW\ LQFLGHQW PDQDJHPHQW
) 1 WLHU DSSOLFDWLRQ GHVLJQ
* 78&3 ,3 QHWZRUNLQJ HJ QHWZRUN URXWLQJ
+ BHFXULW\ WHVWLQJ PHWKRGRORJ\
9, 5HIJXODWLRQ 3ROLF\
$ 6HFXULW\ SROLFLHV
% &RPSOLDQFH UHJXODWLRQV H J 3&,
9,, (WKLFV
$ 3URIHVVLRQDO FRGH Rl FRQGXFW
% $SSURSULDWHOQHVYV RI KDFNLQJ DFWLYLWLHV
. BRFLDO (QJLQHHULQJ

~N o ok WN



$ 7\SHV Rl VRFLDO HQJLQHHULQJ

% 6RFLDO QHWZRUNLQJ

& 7HFKQRORJ\ DVVLVWLQJ VRFLDO QHWZRUNLQJ
" '"HIHQVLYH VWUDWHJILHYV

( SBHQWHVWLQJ LVVXHV






$VVHVVPHQW 7HVW

'KDW LV WKH IRFXV RI D VHFXULW\ DXGLW RU YXOQ
$ /RFDWLQJ YXOQHUDELOLWLHYV
% /RFDWLQJ WKUHDWYV
& (QDFWLQJ WKUHDWYV
([SORLWLQJ YXOQHUDELOLWLHV

:KDW NLQG RI SK\VLFDO DFFHVV GHYLFH UHVWULFW
WLPH"

$ &KHFNSRLQW

% 3HULPHWHU VHFXULW\
& B6HFXULW\ JRQHYV

' 0ODQWUDS

KLFK RI WKH IROORZLQJ LV D PHFKDQLVP IRU PDQL
VI\IVWHP RI WUXVW"

$ 3.,
% 3.&6
& ,6%
' 66/

KLFK SURWRFRO LV XVHG WR FUHDWH D VHFXUH HC
$ :$3

% :3%
& 716
0/

'KDW W\SH Rl H[HUFLVH LV FRQGXFWHG ZLWK IX0O
$ :KLWH ER]
% *UD\ ER]
& %ODFN ER]J
*ODVV ER]

<RX ZzDQW WR HVWDEOLVK D QHWZRUN FRQQHFWLRC
KLFK WHFKQRORJ\ ZRXOG EHVW DFFRPSOLVK WKDW

$ ,36HF



% [ 73
& 333
6/,3

KLFK GHVLJQ FRQFHSW OLPLWY DFFHVV WR V\VWHEF
XVHUVY DQG VA\VWHPV LQVLGH WKH /$1"

$ '0=

% 9/%1

& , $
SRXWHU

,Q WKH NH\ UHFRYHU\ SURFHVYVY ZKLFK NH\ PXVW EH
$ 5ROORYHU NH\

% O6HFUHW NH\

& 3UHYLRXV NH\

" (VFURZ NH\

KLFK NLQG RI DWWDFN LV GHVLIJQHG WR RYHUORDC
WHPSRUDULO\ RU SHUPDQHQWO\ RITOLQH"

$ B6SRRILQJ
% 7URMDOQ
& 0DQ LQ WKH PLGGOH
' 6<1 IORRG
'KLFK FRPSRQHQW RI DQ 1,'6 FROOHFWYVY GDWD"
$ 'DWD VRXUFH
% 6HQVRU
& (YHQW
$QDO\]HU
'KDW LV WKH SURFHVV Rl PDNLQJ DQ RSHUDWLQJ V'
$ +DUGHQLQJ
% 7XQLQJ
& 6HDOLQJ
IRFNLQJ GRZQ
7KH LQWHJULW\ FRPSRQHQW SURYLGHV ZKLFK IHDW



$ 9HULILFDWLRQ WKDW LQIRUPDWLRQ LV DFFXUDWF
% 9HULILFDWLRQ WKDW HWKLFV DUH SURSHUO\ PDL
& (VWDEOLVKPHQW RI FOHDU DFFHVV FRQWURO RI ¢

SHULILFDWLRQ WKDW GDWD LV NHSW SULYDWH DQ

KLFK PHFKDQLVP LV XVHG E\ 3., WR DOORZ LPPHGL
YDOLGLW\"

$ &5/
% 0

& 66+3
' 2&63

KLFK RI WKH IROORZLQJ LV XVHG WR FUHDWH D 9/%
$ +XE

% 6ZLWFK

& BSHRXWHU

' J)LUHZDOO

$ XVHU KDV MXVW UHSRUWHG WKDW KH GRZQORDGH
7KH XVHU LQGLFDWHYV W KDAWRWIWH GIHKAHHVZ D W HFD GO M GE
XQXVXDOO\ VLQFH KH GRZQORDGHG WKH ILOH :KDW

$ <RXU XVHU LQDGYHUWHQWO\ GRZQORDGHG D PDF

% <RXU XVHU PD\ KDYH GRZQORDGHG D URRWNLW

& <RXU XVHU PD\ KDYH DFFLGHQWO\ FKDQJHG D VH'
7KH VA\VWHP LV XQVWDEOH GXH WR WKH XVH RI ,0

KLFK PHFKDQLVP RU SURFHVV LV XVHG WR HQDEOH
EDVHG RQ DWWDFNV WKDW KDYH EHHQ GHWHFWHG"

$ 1,'6

% 1,36
& 1,76
1$'6

KLFK RI WKH IROORZLQJ ZRXOG SURYLGH DGGLWLR
$ &KDQJLQJ WKH GHIDXOW SRUW IRU WUDIILF WR
%% &KDQJLQJ WKH GHIDXOW SRUW IRU WUDIILF WR
& &KDQJLQJ WKH GHIDXOW SRUW IRU WUDIILF WR



' &KDQJLQJ WKH GHIDXOW SRUW IRU WUDIILF WR

:KDW W\SH RI SURJUDP H[LVWV SULPDULO\ WR SURS
DQRG FDQ GR VR ZLWKRXW LQWHUDFWLRQ IURP XVHU

$ 9LUXV

% T7URMDQ KRUVH

& /RJLF ERPE

" RUP

$Q LQGLYLGXDO SUHVHQWY KHUVHOI DW \RXU RIILF
DWWHPSWLQJ WR GLVFXVV WHFKQLFDO GHWDLOV RI

KDUGZDUH DQG SHUVRQQHO XVHG WR PDQDJH LW 7
DWWDFN"

$ 6RFLDO HQJLQHHULQJ
% $FFHVV FRQWURO
& 3HULPHWHU VFUHHQLQJ
%HKDYLRUDO HQJLQHHULQJ
'KLFK Rl WKH IROORZLQJ LV D PDMRU VHFXULW\ SUF
$ 3DVVZRUG ILOHV DUH VWRUHG LQ DQ XQVHFXUH L
% OHPRU\ WUDFHV FDQ FRUUXSW ILOH DFFHVV
& 8VHU ,'V DQG SDVVZRUGY DUH XQHQFU\SWHG
)73 VLWHV DUH XQUHJLVWHUHG
'KLFK VAVWHP ZRXOG \RX LQVWDOO WR SURYLGH GH
$ 1,'6
% +,'6
& 1,36
' 4,36

7KH SURFHVV RI PDLQWDLQLQJ WKH LQWHJULW\ RI F
SRVVHVVLRQ RFFXU LV NQRZQ DV ZKDW"

$ 6HFXULW\ LQYHVWLJIJDWLRQ

% &KDLQ RI FXVWRG\

& 7KUHH $V RI LQYHVWLJDWLRQ

" B6HFXULW\ SROLF\

:KDW HQFU\SWLRQ SURFHVYV XVHV RQH SLHFH RI LQI



$ 6WHJIDQRJUDSK\
% +DVKLQJ
& 0'$
&U\SWRLQWHOOLJHQFH
'KLFK SROLF\ GLFWDWHV KRZ DVVHWY FDQ EH XVHG
$ BHFXULW\ SROLF\
% 8VHU SROLF\
& 8VH SROLF)\
' (QIRUFHPHQW SROLF\
( $FFHSWDEOH XVH SROLF\
'KLFK DOJRULWKP LV DQ DV\PPHWULF HQFU\SWLRQ
$ 563

% $(6
& '(6
(6
KLFK RI WKH IROORZLQJ LV DQ H[DPSOH RI D KDVKI
$ (&&
% 3.,
& 6+9%
0"

KLFK RI WKH IROORZLQJ FUHDWHYV D ILIHG OHQJWK
$ 0

% 0
& 6+9%
' 6+9%

*UubQwLQJ DFFHVV WR D V\VWHP EDVHG RQ D IDFWR
VFEDQ LV DQ HIDPSOH RI ZKDW W\SH RI DXWKHQWLFD

$ 6PDUW FDUG
% , $
& %LRPHWULFV
&+ $3



:KDW LWHP LV DOVR UHIHUUHG WR DV D SK\VLFDO D

$ 0%&
% '$&
& 5%$&
' 67%&

KDW LV WKH SURFHVYVY RI LQYHVWLJDWLQJ D FRPSX!'
VHEXULW\ LQFLGHQW"

$ &RPSXWHU IRUHQVLFV
% 9LUXV VFDQQLQJ
& B6HFXULW\ SROLF\
' (YLGHQFH JDWKHULQJ
'KLFK Rl WKH IROORZLQJ LV VHHQ DV D UHSODFHPH
$ 66/

% 6&3
& T7HOQHW
66+

KLFK RI WKH IROORZLQJ LV FRPPRQO\ XVHG WR FUI
FHUWLILFDWHYV"™

$ O

% 0

& 6+9%
6+9$

*UbDQWLQJ DFFHVV WR D VA\VWHP EDVHG RQ D IDFWR
ZKDW"

$ B6RPHWKLQJ \RX KDYH

% B6RPHWKLQJ \RX NQRZ

& 6RPHWKLQJ \RX DUH

' BRPHWKLQJ \RX VPHOO

:KDW LWHP LV DOVR UHIHUUHG WR DV D ORJLFDO D(
$ ,3 DGGUHVV

% ,3; DGGUHVYV



& 0%$& DGGUHVYV

' 60%$& DGGUHVYV

+RZ PDQ\ ELWV DUH LQ DQ ,3Y DGGUHVV"
$

%

&






$QVZHUV WR $VVHVVPHQW 7HVW

$ $ YXOQHUDELOLW\ DVVHVVPHQW LV IRFXVHG RQ
LO DQ HOYLURQPHQW EXW E\ GHILQLWLRQ GRHV QRV

' ODQWUDSY DUH SKRQH ERRWK+VL]J]HG GHYLFHV GH
SLJJ\EDFNLQJ DQG WDLOJDWLQJ

$ 3XEOLF NH\ LQIUDVWUXFWXUH 3., LV D VI\VWHP (
NH\V DQG PDQDJHPHQW RI GLIJLWDO FHUWLILFDWHYV

% :L )L SURWHFWHG $FFHVV :3% LV GHVLIJQHG WR .

$ KLWH ER[ WHVWLQJ LV GRQH ZLWK IXOO NQRZOH
WHVWLQJ LV GRQH ZLWK YHU\ OLWWOH RU QR LQIRU
LQIRUPDWLRQ VRPHZKHUH EHWZHHQ EODFN DQG ZKL

% /D\HU 7TXQQHOLQJ 3URWRFRO [/ 73 LV D 931 WHI
FROQOQHFWLRQV RYHU DQ LQVHFXUH PHGLXP VXFK DV

$ 'HPLOLWDUL]JHG JRQH '0= VWUXFWXUHV DFW DV
DQ LQWUDQHW HVWDEOLVKLQJ D SURWHFWHG EDUU
SXEOLFO\ DFFHVVLEOH UHVRXUFHV VXFK DV ZHE VHI

7KH HVFURZ NH\ LV D NH\ KHOG E\ D WKLUG SDUW'
RSHUDWLRQV

' 6<1 IORRGYVY DUH D IRUP RI GHQLDO RI VHUYLFH 'F
RYHUZKHOP D UHVRXUFH IRU D SHULRG RI WLPH

% G6HQVRUV FDQ EH SODFHG LQ GLIIHUHQW ORFDWL
FROOHFWLQJ LOQIRUPDWLRQ DQG UHWXUQLQJ LW WR

$ +DUGHOQLQJ LV GHVLJQOHG WR UHPRYH QRQHVVHOQ
LWHPV IURP D VIVWHP ZLWK WKH LQWHQW RI PDNLQ
LWV DWWDFN VXUIDFH

$ . QWHJULW\ HQVXUHYVY WKDW LQIRUPDWLRQ LV NHSE
SDUW\ WR HIDPLQH WKH LQIRUPDWLRQ WR GHWHFW

' 7KH 2QOLQH &HUWLILFDWH 6WDWXV 3URWRFRO 2
YHULILFDWLRQ RI FHUWLILFDWHVY YDOLGLW\ DV RSES
&5/ PHWKRG ZKLFK DOORZV IRU ODJV LQ GHWHFWL

% $ VZLWFK DOORZV IRU WKH FUHDWLRQ RI 9/%$1V

$ 7KH ILOH LV D OLFURVRIW :RUG ILOH DQG DV VXF
WKDW FDQ EH XVHG WR GHOLYHU PDFUR YLUXVHYV

% $ QHWZRUN LOWUXVLRQ SUHYHQWLRQ V\VWHP 1
VIVWHP EXW LW DGGV WKH DELOLW\ WR UHDFW WR



& &KDQJLQJ WKH GHIDXOW SRUW IRU ZHE VHUYHU \
DQG IURP WKH ZHE VHUYHU ZRXOG EH HQFU\SWHG X'

' $ ZRUP SURSDJDWHYV E\ VHHNLQJ RXW YXOQHUDEL
WKHQ UHSOLFDWLQJ DW DQ HIWUHPH UDWH

$ ,0 D FDVH OLNH WKLV DQ LQGLYLGXDO VKRZLQJ
RI DQ HQYLURQPHQW PD\ EH DWWHPSWLQJ WR REWD

& )73 LV QRW GHVLIJQHG WR SURYLGH HQFU\SWLRQ
QDPHY DUH QRW SURWHFWHG DV WKH\ DUH ZLWK 66+

$ $ QHWZRUN LOWUXVLRQ GHWHFWLRQ V\VWHP 1,
GHWHFWV DWWDFNV DW WKDW OHYHO 8QOLNH D QH
1,36 DQ 1,'6 FDQQRW VWRS DQ DWWDFN EXW LW FI
DGPLQLVWUDWRU VR WKDW DSSURSULDWH DFWLRQV

% &KDLQ RI FXVWRG\ LV XVHG LQ LQYHVWLIJDWLRQ)\
WKDW QR JDSV LQ SRVVHVVLRQ RFFXU 6XFK JDSV L

$ 6WHJIJDQRJUDSK\ LV XVHG WR FRQFHDO LQIRUPDW
PDNLQJ LW GLIILFXOW WR GHWHFW

( $SFFHSWDEOH XVH SROLF\ LV DQ DGPLQLVWUDWLY |
FRPSDQ\ DVVHWYV ZKDW LV DQG LVQYW FRQVLGHUHG

$ 56 LV DQ HI[DPSOH RI DQ DV\PPHWULF HQFU\SWLI
SULYDWH NH\ 7KH RWKHUV DUH H[DPSOHV RI V\PPH\

& 6+%$ LV DQ H[DPSOH RI RQH W\SH RI KDVKLQJ DOJI
$QRWKHU H[DPSOH ZRXOG EH 0

$ 0' LV D KDVKLQJ DOJRULWKP WKDW FUHDWHV D I
DOJRULWKPV 7KLV IL[IHG OHQJWK RXWSXW LV UHIHU

& %LRPHWULFV LV FRQFHUQHG ZLWK PHDVXULQJ SK
ELRORJLFDO RUJDQLVP

$ OHGLD DFFHVV FRQWURO 0%$& LV D /D\HU FRQVYV
DGGUHVYVY LV FRGHG LQWR WKH QHWZRUN DGDSWHU 1

$ &RPSXWHU IRUHQVLFV LV WKH SURFHVV RI PHWKF
D VHEXULW\ LQFLGHQW RU FULPH

66+ LV D PRGHUQ SURWRFRO GHVLJQHG WR EH PR
DV )73 DQG 7THOQHW $V VXFK WKH 66+ SURWRFRO L'
HQYLURQPHQWYV

$ 0' LV D KDVKLQJ DOJRULWKP WKDW FUHDWHYV D |
RU PHVVDJH GLJHVW ,Q WKH 3., ZRUOG 6+%$ DQG O
IRU FUHDWLQJ WKXPESULQWYV IRU GLJLWDO FHUWLIL



% 3DVVZRUGY DUH WKH VLPSOHVW IRUP RI DXWKHQ
IDOO XQGHU ILUVW IDFWRU DXWKHQWLFDWLRQ DQG

$ $Q , 3 DGGUHVYV LV D ORJLFDO DGGUHVV DVVLJQHC
EDVHG V\VWHP 7KH VDPH ,3 DGGUHVYV FDQ EH DVVLJ
GLITHUHQW WLPHV XQOLNH 0%$& DGGUHVVHYV

& $Q ,3Y DGGUHVV KDV ELWV DV RSSRVHG WR ,3
LQFUHDVHG QXPEHU RI ELWV DOORZV IRU WKH JHQH
SRVVLEOH ZLWK ,3Y






&KDSWHU
, QWURGXFWLRQ WR (WKLFDO +DFNLQJ

&(+ (:$0 2%-(&7,9(6 &29(5(' ,1 7+,6 &+$37(5
v ., $QDO\VLV $VVHVVPHQW
& 5LVN DVVHVVPHQWYV
7HFKQLFDO DVVHVVPHQW PHWKRGYV
., BHEXULW\
/ 3ULYDF\ FRQILGHQWLDOLW\ ZLWK UHJDUG WR
v/ 9 3URFHGXUHV OHWKRGRORJ\
+ 6HFXULW\ WHVWLQJ PHWKRGRORJ\
v/ 9,, (WKLFV
$ 3URIHVVLRQDO FRGH RI FRQGXFW
% $SSURSULDWHQHVV RI KDENLQJ DEFWLYLWLHYV

v

*HOFRPH WR WKH EHJLQQLQJ RI \RXU MR’
(WKLFDO +DFNHU ,Q WKLV ERRN \RX ZLOO OHDUQ WKH
QHHGHG WR HDUQ WKH (& &RXQFLOYV &HUWLILHG (WKl
WKLYV ERRN ZLOO JLYH \RX ZKDW \RX QHHG WR EH SUH
DOVR VWULYH WR JLYH \RX WKH DGGLWLRQDO NQRZOH
SHOQOHWUDWLRQ WHVWHU

,Q WKLV ERRN \RX ZLOO OHDUQ H[DFWO\ ZKDW LW WD
UHVSRQVLELOLWLHY DQG H[SHFWDWLRQV WKDW JR ZL)\
TXHVWLRQV WKDW JR ZLWK WKH WHFKQRORJ\ DQG WKl

(WKLFDO KDFNHUV RU SHQHWUDWLRQ WHVWHUV KDY}
LQFUHDVHV LQ F\EHUFULPH DQG UHJXODWLRQV RYHU \
SRSXODU WKDQ LQ WKH SDVW 7KH UHDOL]DWLRQ LV W
VIVWHPV DQG DGGUHVVLQJ WKHP SURDFWLYHO\ LV OH
FRPHV DIWHU WKH IDFW ,Q UHVSRQVH RUJDQL]DWLRC
SHQHWUDWLRQ WHVWLQJ WHDPV LQWHUQDOO\ DV ZHO
WKH\ DUH QHHGHG

[vww allitebooks.cond
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'5"" ,Q WKLV ERRN \RX ZLOO H QSR QW b \WIREG W
A TE

HWKLFDO BROWKKHRXJIJK ERWK DUH FRUUHFW DQG ERWK|I
LQGXVWULHYV WKH IRUPHU WHQGY WR EH PRUH SRS
ZLOO UXQ LQW R QMRNHU /\M LR LWHNYV DWHMR F L DSMIEQGV M K R/

&

7DNLQJ RQ WKH VNLOOVHW DVVRFLDWHG ZLWK HWKLF]
LOWR WKH UROH RI HYDOXDWLQJ HQYLURQPHQWYV WR
FRUUHFWLYH DFWLRQV WR EH WDNHQ LQ UHVSHFW WR
SHQWHVWHUV XVXDOO\ GR QRW GR FRUUHFWLYH DFWL
PXVW GHFLGH WR SHUIRUP RU QRW EXW LQ VRPH FDV

TKURXJK D UREXVW DQG HIITHFWLYH FRPELQDWLRQ RI )
PHDVXUHY WKHVH RUJDQL]DWLRQV KDYH OHDUQHG W
PDMRU SUREOHPYV ZKHUHYHU DQG ZKHQHYHU SRVVLEO
QHWZRUNV 931V FU\SWRJUDSKLF SURWRFROV LQWU:
SUHYHQWLRQ V\VWHPV ,36V DFFHVV FRQWURO OLVW
GHYLFHVY KDYH KHOSHG VHFXULW\ $GPLQLVWUDWLYH |
SURFHGXUHV DQG RWKHU UXOHYVY KDYH DOVR EHHQ VW
GHFDGH 3K\WLFDO PHDVXUHVY LQFOXGH FDEOH ORFNYV
GHYLFHV <RXU QHZ UROH DV DQ HWKLFDO KDFNHU ZL!
PRUH

$V DQ HWKLFDO KDFNHU \RX PXVW NQRZ QRW RQO\ Wit
DOVR KRZ WR ILQG ZHDNQHVVHY DQG DGGUHVV WKHP
WKLV FKDSWHU GLVFXVVHV WKH KLVWRU\ Rl KDFNLQJ
‘HfOO DOVR ORRN DW WKH SURFHVV Rl SHQHWUDWLRC
FRQWUDFWYV




+DFNLQJ WKH (YROXWLRQ

+DFNHVY RQH Rl WKH PRVW PLVXQGHUVWRRG DQG RYHL
(YHU\RQH IURP WKH QLJKWO\ QHZV WR DXWKRUV WR +
WKH WHUP IUHTXHQWO\ 7KDQNV WR RYHUXVH RI WKH
FRQVWDQWO\ DWWDFKHG WR DFWLYLWLHV WKDW DUH
SXEOLF ORRNV DW DQ\R DQFNBMAMKS WKRH QCRD ERIRG  +DFNH L
WKRVH RSHUDWLQJ LQ WKH VKDGRZV DQWLVRFLDO DC
PHPEHUV Rl WKH SXEOLF KDYH HYHQ FRPH WR HPEUDF
WKZDUWLQJ SROLWLFLDQV JRYHUQPHQWY ODUJH FRLU
ORRVHO\ RUJDQL]HG JURXSV VXFK DV $QRQ\PRXV DQG
SXEOLF SHUFHSWLRQ RI WKH KDFNHU

( )

)’ :KLOH PDQ\ KDYH WDNHQ GLITHUHQW VWDQFH
Ad’TE

ZKHWKHU KDFNHUV DUH JRRG RU EDG WKLV ERRN ZL
RQ PDQ\ RI WKRVH ZKR HQJDJH LQ KDFENLQJ *URXSV
WKHLU VXSSRUWHUY DQG GHWUDFWRUV I|IRU H[DPSO|t
EXW ZLOO XVH LW WR LOOXVWUDWH SRLQWYVY DQG Wk
JURXSV XS WR \RX

N J

6R ZKDW LV D KDFNHU H[DFWO\ DQG KRZ GLG ZH JHW '
EHVW DGGUHVV WKLV TXHVWLRQ E\ ORRNLQJ LQWR WK

/KH (DUO\ 'D\V RI +DFNLQJ

7KH LGHD RI KDFNLQJ DQG KDFNHUV JRHV ZD\ EDFN WEF
ZDQWHG WR OHDUQ DERXW QHZ WHFKQRORJ\ DQG ZHU
WKH VDPH W\SHV Rl SHRSOH ZKR WRGD\ DUH LQWHUHYV
WHFKQRORJ\ EXW DOVR LQ OHDUQLQJ KRZ WR FXVWRP
RULJLQDO GHVLIJQHUYVY QHYHU LQWHQGHG ,Q WKH HDU
EHHQ IRXQG WDNLQJ DSDUW DQG OHDUQLQJ DERXW WEk
FRPSXWHUV $V WHFKQRORJ\ SURJUHVVHG WKHVH LQC(
DGYDQFHG V\VWHPYVY DYDLODEOH DW WKH WLPH )DVW |
WKDW ZHUH SUHVHQW RQ FROOHJH FDPSXVHYV DQG FRI
LOQWHUHVW E\ QHZ JHQHUDWLRQV RI KDFNHUV /DWHU
RI WHFKQRORJ\ ZLWK KDFNHUV PRYLQJ WR WKLV HQY!
VWDUWLQJ WR HQJDJH LQ PRUH PLVFKLHYRXV DQG OD
VLWXDWLRQ ZDV WKDW IDFW WKDW WKHLU DWWDFNYV F
EHFDXVH PRUH SHRSOH KDG DFFHVV WR 3&V ,Q WKH

WKH SXEOLF DQG V\VWHPV EHFDPH LQWHUFRQQHFWH(
HDVLO\ VSUHDG EH\RQG D VPDOO FROOHFWLRQ RI V\V)
VPDUWSKRQHY WDEOHWYV %OXHWRRWK DQG RWKHU V



DQG WHFKQRORJLHVY WKDW KDFNHUV WDUJHW $V \RX |
DWWDFNV LQ UHVSRQVH WR ZKDWYV DYDLODEOH DW W

‘KHQ WKH , QWHUQHW EHFDPH DYDLODEOH WR WKH SXE
WRR IDU EHKLQG :KHQ WKH ILUVW JHQHUDWLRQV RI E

V DWWDFNV JUHZ LQ WKH IRUP RI ZHEVLWH GHIDFH
ILUVW IRUD\V RI KDFNLQJ LQ F\EHUVSDFH UHVXOWHG 1
EXW ODWHU PRUH DJJUHVVLYH DWWDFNV VWDUWHG WI
PRYLH DQG JRYHUQPHQW ZHEVLWHY ZHUH VRPH RI WK
ZHEVLWH GHIDFLQJ ZDV VR FRPPRQ WKDW PDQ\ LQFLG

( N

é;: ODNLQJ WKLQJY HDVLHU IRU KDFNHUV LV WK|

.

WHFKQRORJLHVY VXFK DV WKH L OWHUQHW ZHUH QHYH
JRDO ZDV WKH VKDULQJ RI LQIRUPDWLRQ

. J

&EXUUHQW "HYHORSPHQWYV

,Q WKH HDUO\ V. PRUH PDOLFLRXV DFWLYLW\ VWDU\
DGYDQFHG DWWDFNV ,Q WKH ILUVW IHZ \HDUV RI WKH
DWWDFNV LQFUHDVHG ZLWK PDQ\ DWWDFNV FULPLQDC
RFFXUUHG LQFOXGH WKH IROORZLQJ DOWKRXJK WKHL

'HQLDO RI VHUYLFH DWWDFNYV

e ODQLSXODWLRQ RI VWRFN SULFHYV
e . GHQWLW\ WKHIW

e 9DQGDOLVP

e &UHGLW FDUG WKHIW

e 3LUDF\

e 7KHIW RI VHUYLFH

$PRQJ WKH PDQ\ VLWXDWLRQV WKDW KDYH FRQWULEX
F\EHUFULPH DUH WKH DPRXQW RI LQIRUPDWLRQ EHLQJ
WKH QWHUQHW DQG GLJLWDO GHYLFHYV 2YHU WKH OD
RQOLQH KDV LQFUHDVHG FUHDWLQJ D WHPSWLQJ WDL
GHYLFHV VXFK DV VPDUWSKRQHY DQG WHFKQRORJLHYV
VWHDOLQJ LQIRUPDWLRQ PRUH SUHYDOHQW /DVWO\ ¢
FROQQHFWHG GHYLFHYV VXFK DV WDEOHWYV DQG RWKHU
LQFUHDVLQJ QXPEHUYV (DFK RI WKHVH GHYLFHV KDV D
WKH WHPSWDWLRQ RI VWHDOLQJ QHYHU EHIRUH KHDU!
UHVRXUFHVY $V FRPSXWHU FULPH ODZV EHJDQ WR EH ¢
ZHEVLWH EHFDPH OHVV DWWUDFWLYH 3UDQN DFWLYL\




FULPLQDO DFWLYLW\ KDV LQFUHDVHG :LWK RQOLQH F

ELGGHU ZLWK FULPH ULQJV

RUJDQL]J]HG FULPH DQG Q

, QWHUQHW DV DQ DWWDFN YHFWRU

.

d’ SHPHPEHU WKDW D JRRG QXPEHU RI DWWDFN)
4 TE

~

-

DWWULEXWHG WR ERWK FULPH DQG SHRSOH SXOOLQ:.
XQGHUO\LQJ PRWLYDWLRQ RI WKH DWWDFN WKH HQ|C
DUH GHQLHG XVH RI WKHLU DVVHWY DQG WKH ODZ L

J

+DFNLQJ )XQ RU &ULPLQDO $FWLYLW\"

$V VWDWHG HDUOLHU KDFNLQJ LV E\ QR PHDQV D QHZ
RUDQRWKHU VLQFH WKH V J)RU RQO\ D SRUWLRQ RI
YLHZHG DV D FULPH DQG D VLWXDWLRQ WKDW QHHGYV )

+HUHYV D ORRN DW VRPH IDPRXV KDFNV RYHU WLPH

Q &RUQHOO 8QLYHUVLW\ VWXGHQW 5REHUW 7 ¢
EH WKH ILUVW ,QWHUQHW ZRUP 'XH WR DQ RYHUVLJ
HIWUHPHO\ TXLFNO\ LQGLVFULPLQDWHO\ UHVXOWLC
ZKROH ,QWHUQHW

Q HYLQ /HH 3RXOVHQ JRLQJ E\ WKH QDPH 'DUN
OLQHV RI WKH HQWLUH /RV $QJHOHV EDVHG UDGLR \
QG FDOOHU LQ RUGHU WR ZLQ D 3RUVFKH 6 3R
EHLQJ WKH ILUVW WR EH EDQQHG IURP XVLQJ WKH 1
WKRXJK WKH EDQ ZDV IRU RQO\ D OLPLWHG WLPH

Q 'DYLG / 6PLWK FUHDWHG WKH OHOLVVD YLUX)\
WR HQWULHV LQ D XVHUYV DGGUHVV ERRN DQG ODW
Q -DQ GH :LW DXWKRUHG WKH $QQD .RXUQLNRY
DOO WKH HQWULHY RI D XVHUYV 2XWORRN DGGUHVYV
Q *DU\ OF.LQQRQ FRQQHFWHG WR GHOHWHG FUL
LOFOXGLQJ LQIRUPDWLRQ RQ ZHDSRQV DQG RWKHU
FRPSURPLVLQJ URXJKO\ FRPSXWHU V\VWHPV LQV
,Q $GDP %RWE\O WRJHWKHU ZLWK WZR IULHQGV
LOQIRUPDWLRQ IURP WKH /RZHYV KDUGZDUH FKDLQ

Q &DPHURQ /DFURL[ KDFNHG LQWR WKH SKRQH |

SDUWLFLSDWHG LQ DQ DWWDFN DJDLQVW WKH VLWH
DJJUHIJDWRU XOWLPDWHO\ H[SRVLQJ WKRXVDQGV RI

, Q .ULVWLQD 90DGLPLURYQD 6YHFKLQVND\D D \I
VHYHUDO SORWYV WR GHIUDXG VRPH RI WKH ODUJHV)\



%ULWDLQ 6KH XVHG D 7TURMDQ KRUVH WR DWWDFN [
%DQN RI $PHULFD WKURXJK ZKLFK VKH ZDV DEOH W
LOWHUHVWLQJ IRRWQRWH WR WKLV VWRU\ 6YHFKLQ
RQH SRLOQW GXH WR KHU VWXQQLQJ JRRG ORRNV , F
WKDW WKH LPDJH RI D KDFNHU OLYLQJ LQ D EDVHPH
QHUG\ ORRNLQJ LV JRQH ,Q WKLV FDVH WKH KDFNHI
GDQJHURXV EXW DOVR GLG QRW ILW WKH VWHUHRW\

e . Q WKH PLG V. WKH 6WX[QHW YLUXV ZDV XQFRYHU
VSHFLILFDOO\ GHVLIJQHG WR DWWDFN WKH V\VWHPV
PDGH WKH YLUXV XQLTXH LV WKH IDFW WKDW LW WD
DQG DQ\WKLQJ QRW PHHWLQJ WKHVH UHTXLUHPHQW

e 2ULJLODWLQJ LQ WKH KDFNLQJ JURXS $QRQ\PRX
LQFOXGLQJ ORFDO JRYHUQPHQW QHWZRUNV QHZV D
DFWLYH DQG KDV FRPPLWWHG VHYHUDO RWKHU KLJK

7KH SUHYLRXV H[DPSOHV UHSUHVHQW VRPH RI WKH KL
EXW IRU HYHU\ QHZV LWHP RU VWRU\ WKDW PDNHV LW
QHYHU GR 1RWH WKDW IRU HYHU\ LQFLGHQW WKDW LY\
LQGLYLGXDOV ZKR FDUU\ WKHP RXW DUH FDXJKW DQG
IRU F\EHUFULPH ,Q DQ\ FDVH KDFNLQJ LV LQGHHG D t
DFWLYLWLHY FDQ EH SURVHFXWHG XQGHU ODZV WKDW
IUHTXHQF\ DQG VHULRXVQHVV RI DWWDFNV KDYH RQO
WHFKQRORJ\ HYROYHYV

+HUH DUH VRPH JHQHULF H[DPSOHV RI F\EHUFULPH

e 6OWHDOLQJ SDVVZRUGYVY DQG XVHUQDPHY RU XVLQJ Y
IDOOV XQGHU WKH FDWHJRU\ RI WKHIW RI DFFHVV D
WKDW WKH SDUW\ ZRXOG QRW RWKHUZLVH EH JLYHQ
FUHGHQWLDOV EXW QRW XVLQJ WKHP LV HQRXJK WR
HYHQ VKDULQJ XVHUQDPHY DQG SDVVZRUGV ZLWK D

e ITHWZRUN LQWUXVLRQV DUH D IRUP RI GLJLWDO WUH
WKH\ ZRXOG QRW RWKHUZLVH KDYH DFFHVV WR $FF
ZKLFK D SDUW\ ZRXOG QRW QRUPDOO\ EH JLYHQ DFF
QHWZRUN DQG WKHUHIRUH D F\EHUFULPH ,Q VRPH F
LQYROYH KDFNLQJ WRROV WKH YHU\ DFW RI ORJJLQ
PD\ EH VXIILFLHQW WR EH FRQVLGHUHG DQ LQWUXVI

e 6RFLDO HQJLQHHULQJ LV ERWK WKH VLPSOHVW DQG
HISORLWLQJ D V\VWHP E\ JRLQJ DIWHU LWV ZHDNHV)
KDQG WKLV LV HDVN\ WR DWWHPSW EHFDXVH WKH KX
DFFHVVLEOH FRPSRQHQW RI D VI\VWHP DQG WKH VLP
KDQG LW FDQ EH HIWUHPHO\ GLIILFXOW WR UHDG EI
LQIRUPDWLRQ WKDW PD\ EH XVHIXO WR WKH DWWDF



e 3RVWLQJ DQG RU WUDQVPLWWLQJ LOOHJDO PDWHUL
VROYH DQG GHDO ZLWK RYHU WKH ODVW GHFDGH :L
RWKHU QWHUQHW UHODWHG VHUYLFHYVY LOOHJDO PI
JOREH WR DQRWKHU LQ D YHU\ VKRUW SHULRG RI WlI

e JUDXG LV WKH GHFHSWLRQ RI DQRWKHU SDUW\ RU SI
WASLFDOO\ IRU ILQDQFLDO JDLQ RU WR FDXVH GDPD.

e 6RIWZDUH SLUDF\ LV WKH SRVVHVVLRQ GXSOLFDWLI
RI' D OLFHQVH DJUHHPHQW RU WKH DFW RI UHPRYLQ.
HQIRUFLQJ PHFKDQLVPV $JDLQ WKLV KDV EHFRPH D
VKDULQJ VHUYLFHVY DQG RWKHU PHFKDQLVPV GHVLJI(
PDQ\ FDVHV WKH V\VWHPYV DUH XVHG IRU GLVWULEX)

e 'XPSVWHU GLYLQJ LV WKH ROGHVW DQG VLPSOHVW Z
GLVFDUGHG RU OHIW LQ XQVHFXUHG RU XQJXDUGHG
SLHFHG WRIJHWKHU WR UHFRQVWUXFW VHQVLWLYH L

e ODOLFLRXV FRGH UHIHUV WR LWHPV VXFK DV YLUXVI
RWKHU W\SHV RI PDOZDUH 7KLV FULPH FRYHUV DQ\
ZUHDN KDYRF DQG GHVWUXFWLRQ RU GLVUXSWLRQ

e 8QDXWKRUL]HG GHVWUXFWLRQ RU DOWHUDWLRQ RI |
RU WDPSHULQJ ZLWK LQIRUPDWLRQ ZLWKRXW SHUPL

e (PEH]]JOHPHQW LV D IRUP RI ILQDQFLDO IUDXG WKDW
DV D UHVXOW RI YLRODWLQJ D SRVLWLRQ RI WUXVW
WKURXJK WKH XVH RI PRGHUQ GLJLWDO PHDQV

e 'DWD GLGGOLQJ LV WKH XQDXWKRUL]J]HG PRGLILFDWL

e 'HQLDO RI VHUYLFH 'R6 DQG GLVWULEXWHG GHQLDC(
RYHUORDG D V\VWHPYV UHVRXUFHYV VR LW FDQQRW !
XVHUV

e 5SDQVRPZDUH LV D UHODWLYHO\ QHZHU FODVV RI PD¢
HQFU\SW ILOHV RQ D WDUJHW VA\VWHP 2QFH VXFK IL
GDWD DQG WKHQ WHOO WKH YLFWLP WKDW WKH\ P X\
EDFN

7TKH (YROXWLRQ DQG *URZWK RI +DFENLQJ

$V \RX ZLOO VHH LQ WKLV ERRN DWWDFNV DQG VWUD)
\HDUV LQ zZzD\V \RX PD\ QRW EH DZDUH RI $WWDFNHUYV
ZLWK QHZ WDFWLFVY DQG VWUDWHJILHY WR LQFOXGH YI
VS\ZDUH DGZDUH DQG HYHQ URRWNLWY $OWKRXJIK W
LUULWDWH WKH SXEOLF LQ UHFHQW \HDUV WKH\ KDYH
RXU FRQQHFWHG OLIHVW\OH



+DFNHUV KDYH DOVR VWDUWHG WR UHDOL]H WKDW LW
LQ PDQ\ LQWHUHVWLQJ ZD\V )RU H[DPSOH DWWDFNHL
EURZVHUV WR VSHFLILF SDJHV WKDW JHQHUDWH UHYH
VSDPPHU VHQGLQJ RXW WKRXVDQGY XSRQ WKRXVDQG)
SURGXFW RU VHUYLFH %HFDXVH VHQGLQJ RXW EXON |
VPDOO QXPEHU RI SXUFKDVHUV WR PDNH D QLFH SURI

7KH ILHOG \RX DUH HQWHULQJ RU PD\ DOUHDG\ EH ZR
HQJLQHHU LV RQH WKDW FKDQJHV UDSLGO\ ,Q WKLYV
VWUXJIJOH WR JDLQ GRPLQDQFH %HFDXVH DWWDFNHU
VR PXVW \RX EH DV DQ HWKLFDO KDFNHU <RXU DELOL
ZHOO DV \RX HQYLVLRQ QHZ VWUDWHILHY DQG SRWHAQ

( N

P

éf *KHQHYHU \RX HOFRXQWHU D QHZ WHFKQRORJ\

WKLQN RI GLIITHUHQW ZD\V WKH VLWXDWLRQ RU WHF|k
KRZ D GHYLFH VXFK DV D WDEOHW RU VPDUWSKRQH [F
WKH GHVLJQHU RU DUFKLWHFW HQYLVLRQHG $OVR N
YXOQHUDELOLWLHY WKDW FDQ EH H[SORLWHG 7UDL[C
WKLQN OLNH VRPHRQH ZKR LV WU\LQJ WR FDXVH KD
HWKLFDO KDFNHU \RX ZLOO EH H[SHFWHG WR WKLQN
PDQQHU

. J

ODNLQJ \RXU OLIH DV D VHFXULW\ PDQDJHU HYHQ KDU!
QHZ SDFN PHQWDOLW\ WKDW PDNHYVY GHIHQVLYH PHDV>
HDUO\ GD\V WKH DWWDFNLQJ SHUVRQ ZDV MXVW WKDW
$QRQ\PRXV DQG /XO]6HF KDYH VKRZQ XV TXLWH FRQYL
PDNHV D GLIITHUHQFH HYHQ LQ WKH F\EHUZRUOG 7KH

UHDSHG KXJH EHQHILWYVY IRU DWWDFNHUV ZKR DUH DEC
SHULRG RI WLPH WR REWDLQ LPSUHVVLYH UHVXOWYV 6
WKHLU HITHFWLYHQHVY E\ KDYLQJ D ZLGH UDQJH RI Q>
VHWYVY DQG DOVR E\ WKH ODFN RI DQ\ FOHDU OHDGHUV|
WKDW VRPH JURXSY FDQ EH OLQNHG WR FULPLQDO RU

,Q WKLV ERRN \RX ZLOO OHDUQ WKHVH PHWKRGV DQG
SHUSHWUDWH LQFUHDVLQJO\ FRPSOH[ DQG GHYDVWDW
DWWDFNV KDYH HYROYHG KRZ WHFKQRORJ\ KDV SOD\!
DQ HYHU PRUH FRPSOLFDWHG ODQGVFDSH

<RX ZLOO DOVR OHDUQ PRUH DERXW WKH PRWLYDWLR"
ROQH RI WKH FKDOOHQJHVY WKDW \RX ZLOO KDYH DV DQ
HPSDWKL]LQJ ZLWK \RXU DWWDFNHUV 8QGHUVWDQGLC
YDOXDEOH LQVLIJKW LQWR ZK\ D JLYHQ DWWDFN KDV E
DQ DVVHW )RU QRZ \RX VKRXOG NHHS LQ PLQG WKDW




RXW D FULPH

e OHDQV RU WKH DELOLW\ WR FDUU\ RXW WKHLU JRDC
KDYH WKH VNLOOV DQG DELOLWLHYVY QHHGHG WR FRP

e ORWLYH RU WKH UHDVRQ WR EH SXUVXLQJ WKH JLY!
e 2SSRUWXQLW\ RU WKH RSHQLQJ RU ZHDNQHVV QHHC



6R :KDW ,V DQ (WKLFDO +DFNHU"

KHQ \RX H[SORUH WKLV ERRN DQG WKH WRROV LW KD
KDFNHU %XW ZH FDQTW OHDYH LW DWHWKD®WD (E W RB-®INI
HISORUH ZKDW WKDW PHDQV

(WKLFDO KDFNHUVY DUH HPSOR\HG HLWKHU WKURXJK F
VHEXULW\ RI DQ RUJDQL]DWLRQ 7KH\ XVH WKH VDPH V
SHUPLVVLRQ IURP WKH VA\VWHP RZQHU WR FDUU\ RXW
DGGLWLRQ HWKLFDO KDFNHUV GR QRW UHYHDO WKH 2
RWKHU WKDQ WKH V\VWHP RZQHU )LQDOO\ HWKLFDO
RU FOLHQW DQG WKHLU FRQWUDFWYV VSHFLI\ ZKDW LV
/KHLU UROH GHSHQGYVY RQ WKH VSHFLILF QHHGV RI D J
RUJDQL]DWLRQV NHHS WHDPV RQ VWDII VSHFLILFDOO\

( N

7\SHVY RI +DFNHUV

/KH IROORZLQJ DUH FDWHJRULHY RI KDFNHUV

BFULSW .LGE&HNWW KDFNHUV KDYH OLPLWHG RU QR WU
EDVLF WHFKQLTXHV RU WRROV (YHQ WKHQ WKH\ PD
DUH GRLQJ

KLWH +DW +DFMHVYW KDFNHUV WKLQN OLNH WKH DW
JRRG JX\V 7KH\ DUH W\A\SLFDOO\ FKDUDFWHUL]HG E\
HVVHQWLDOO\ WKH\ ZLOO FDXVH QR KDUP 7KLV JUR
SHQWHVWHUV

*UD\ +DW +DFRKIWYH KDFNHUV VWUDGGOH WKH OLQH|I
GHFLGHG WR UHIRUP DQG EHFRPH WKH JRRG VLGH 2
QRW EH IXOO\ WUXVWHG

%ODFN +DW +DKNMNWUWVKDFNHUYVY DUH WKH EDG JX\V ZK|F
VLGH RI WKH ODZ 7KH\ PD\ RU PD\ QRW KDYH DQ DJH
KDFENLQJ DQG RXWULJKW FULPLQDO DFWLYLW\ DUH Q

6XLFLGH +DFMKHYW KDFNHUV WU\ WR NQRFN RXW D WI
QRW VWHDOWK\ EHFDXVH WKH\ DUH QRW ZRUULHG D

\ J

KDW $UH <RXU 5HVSRQVLELOLWLHV"

2QH RI WKH GHWDLOV \RX QHHG WR XQGSUVW®DOWRDJY
HWKLFDO KDFNHU \RX VKRXOG QHYHU WDUJHW D V\VW
SHUPLVVLRQ WR WHVW ,I \RX GR VR \RX DUH JXLOW\
GHWULPHQWDO QRW RQO\ WR \RXU FDUHHU EXW SHUKI
WDUJHW \RX VKRXOG KDYH D FRQWUDFW LQ KDQG IUR

—

“ X <




$OVR UHPHPEHU WKDW \RX VKRXOG WHVW RQO\ WKRV}
WKH FXVWRPHU RU FOLHQW GHFLGHV WR DGG RU UHPF
DOWHUHG WR NHHS ERWK SDUWLHYV RXW RI OHJDO WU
KDFNHUV RSHUDWH ZLWK FRQWUDFWY LQ SODFH EHWZ
ZLWKRXW SHUPLVVLRQ LV XQHWKLFDO RSHUDWLQJ ZL
LOOHJDO

,Q DGGLWLRQ D FRQWUDFW PXVW LQFOXGH YHUELDJH
DQG SULYDF\ ,W LV SRVVLEOH WKDW GXULQJ D WHVW
RU GHYHORS DQ LQWLPDWH NQRZOHGJH RI \RXU FOLHC
ZLOO QHHG WR DGGUHVV ZKRP \RX ZLOO EH DOORZHG
\RX ZLOO QRW *HQHUDOO\ FOLHQWY ZLOO ZDQW \RX V
QR RQH HOVH

$FFRUGLQJ WR WKH ,QWHUQDWLRQDO &RXQFLO RI (OH
\RX DV D &(+ PXVW NHHS SULYDWH DQ\ FRQILGHQWLD
SURIHVVLRQDO ZRUN LQ SDUWLFXODU DV LW SHUWDL
LOIRUPDWLRQ <RX FDQQRW FROOHFW JLYH VHOO R
QDPH HPDLO DGGUHVV 6RFLDO BHFXULW\ QXPEHU RU
ZLWKRXW \RXU FOLHQWYTV SULRU FRQVHQW .HHS WKL\
QRW RQO\ FDXVH \RX WR ORVH WUXVW IURP D FOLHQW

( A

e‘: &RQWUDFWY DUH DQ LPSRUWDQW GHWDLO WR

HDVLO\ PHDQ OHJDO SUREOHPY ODWHU 7KH SUREOH
WKH OHJDOHVH QHDUO\ LPSRVVLEOH WR XQGHUVWD
LOQWLPLGDWLQJ WR VD\ WKH OHDVW , VWURQJO\ UHF
ODZ\HU H[SHULHQFHG LQ WKH ILHOG WR KHOS \RX ZL

$ FRQWUDFW LV HVVHQWLDO IRU DQRWKHU H[WUHPH!
LWKRXW D FRQWUDFW \RX KDYH QR UHDO SURRI WK|L
RZQHU WR SHUIRUP DQ\ WHVWYV

. J

2Q0FH HWKLFDO KDFNHUV KDYH WKH QHFHVVDU\ SHUPL
HQJDJBHQHWUDWLRIDWRI\WQRZD DV SHQ WHVWLQJ 7KL
PHWKRGLFDO PHDQV RI LQYHVWLJDWLQJ XQFRYHULQJ
DQG YXOQHUDELOLWLHY RI D WDUJHW V\VWHP 8QGHU
SURYLGH D ZHDOWK RI LQIRUPDWLRQ WKDW WKH RZQH
GHIHQVHV




%DG *X\V DQG *RRG *X\V RU +DFNHUV DQG (Wt

7KH GLIIHUHQFH HM KW ZAHDHO@K@®E A NIHW VRPHWKLQJ WK
JHW \RX LQWR DQ DUJXPHQWK BXFWHQV/\D KH) Z WRKH] B
LOWR DQ KRXUV ORQJ FRQYHUVDWLRQ RI WKH KLVWJR
JRRG JX\V ZKR PHDQ QRWKLQJ EXW WKH EHVW IRU
KDFNHUV DUH DOO HYLO DQG KDYH QRWKLQJ EXW E
WKDW KDFNHUV ZHUH RULJLQDOO\ PRGHO WUDLQ H
FRPSXWHUYV

<RX PXVW XQGHUVWDQG WKDW IRU XV KDFNHUV DU
ZRUOGYLHZ KDFNHUV ZKR LOQWHQG WR FDXVH KDUP
WKHLU DFWLYLWLH\ODEM EEGVHONUMKGRVH ZKR GR K[C
ZKRVH DFWLYLWLH Y KLWHH EKSOYNQ. @ RRRD Q IGGW K HE R
PD\ EH FRQWURYHUVLDO EXW LQ WKLV ERRN ZH ZL

%ODFN +DXWHY GR QRW KDYH SHUPLVVLRQ RU DXWKR
WASLFDOO\ WKHLU DFWLRQV IDOO RXWVLGH WKH OD

‘KLWH +DAMW\ KDYH SHUPLVVLRQ WR SHUIRUP WKHLU
LQIRUPDWLRQ DERXW D FOLHQW ZLWK DQ\RQH RWK

*UD\ +DWKHVH KDFNHUV FURVV LQWR ERWK RIITHQVL
WLPHYV

SQRWKHU W\SH R KKIDFFN\VAY EWWVIKYH/ VIPQ\ DFWLRQ WKD\
XVHV WR SXVK RU SURPRWH D SROLWLFDO DJHQGD
JRYHUQPHQW DJHQFLHVY DQG ODUJH FRUSRUDWLRQV

&

&RGH RI &RQGXFW DQG (WKLFV

$V DQ HWKLFDO KDFNHU \RX ZLOO QHHG WR PDNH VXU
HWKLFV WR HQVXUH \RX UHPDLQ WUXVWZRUWK\ DQG |
&(+ FUHGHQWLDO \RX DUH H[SHFWHG WR DGKHUH WR W
\RX EH GHFHUWLILHG

,Q RUGHU WR PDNH VXUH \RX IXO0O\ XQGHUVWDQG ZKD
\RX EHFRPH D &(+ , KDYH SURYLGHG WKH RIILFLDO (&
VOLIJIKW UHZRUGLQJ IRU FODULW\ 5HDG LW DQG NQRZ
HYHU\WKLQJ H[SHFWHG RI \RX DV D &(+

e .HHS SULYDWH DQG FRQILGHQWLDO LQIRUPDWLRQ JI
SDUWLFXODU DV LW SHUWDLQV WR FOLHQW OLVWV L
JLYH VHOO RU WUDQVIHU DQ\ SHUVRQDO LQIRUPDW
BHFXULW\ QXPEHU RU RWKHU XQLTXH LGHQWLILHU
FRQVHQW




SURWHFW WKH LQWHOOHFWXDO SURSHUW\ RI RWKHLU
HITRUWY WKXV HQVXULGJ WKDW DOO EHQHILWYV YHYV

‘'LVFORVH WR DSSURSULDWH SHUVRQV RU DXWKRULMW
FOLHQWYV WKH ,QWHUQHW FRPPXQLW\ RU WKH SXEC
DVVRFLDWHG ZLWK D SDUWLFXODU VHW RU W\SH RI
KDUGZDUH

3URYLGH VHUYLFH LQ \RXU DUHDV RI FRPSHWHQFH
OLPLWDWLRQV RI \RXU H[SHULHQFH DQG HGXFDWLRC
SURMHFW RQ ZKLFK \RX ZRUN RU SURSRVH WR ZRUN
HGXFDWLRQ WUDLQLQJ DQG H[SHULHQFH

I1HYHU NQRZLQJO\ XVH VRIWZDUH RU D SURFHVV WKI
RU XQHWKLFDOO\

1RW HQJDJH LQ GHFHSWLYH ILQDQFLDO SUDFWLFHYV
LPSURSHU ILQDQFLDO SUDFWLFHYV

8VH WKH SURSHUW)\ RI D FOLHQW RU HPSOR\HU RQO\
RZQHUTV NQRZOHGJH DQG FRQVHQW

‘'LVFORVH WR DOO FRQFHUQHG SDUWLHYV WKRVH FRQ
DYRLGHG RU HVFDSHG

(QVXUH JRRG PDQDJHPHQW IRU DQ\ SURMHFW \RX O}
SURPRWLRQ RI TXDOLW\ DQG IXOO GLVFORVXUH RI U

$GG WR WKH NQRZOHGJH RI WKH H FRPPHUFH SURIH’
OHVVRQV RI \RXU H[SHULHQFH ZLWK IHOORZ (& &RX(
DZDUHQHVYV RI EHQHILWY RI HOHFWURQLF FRPPHUFF

&RQGXFW \RXUVHOI LQ WKH PRVW HWKLFDO DQG FRF
SURIHVVLRQDO VHUYLFH RU VHHNLQJ HPSOR\PHQW
NQRZOHGJH DQG LQWHJULW\

(QVXUH HWKLFDO FRQGXFW DQG SURIHVVLRQDO FDU
DVVLIQPHQWYV ZLWKRXW SUHMXGLFH

1RW DVVRFLDWH ZLWK PDOLFLRXV KDFNHUV QRU HQ

1RW SXUSRVHIXOO\ FRPSURPLVH RU FDXVH WR EH FF
VI\IVWHPV LQ WKH FRXUVH RI \RXU SURIHVVLRQDO GH

(QVXUH DOO SHQHWUDWLRQ WHVWLQJ DFWLYLWLHYV

1RW WDNH SDUW LQ DQ\ EODFN KDW DFWLYLW\ RU Et
WKDW VHUYHV WR HQGDQJHU QHWZRUNYV

1RW EH SDUW RI DQ\ XQGHUJURXQG KDFNLQJ FRPPX(
HISDQGLQJ EODFN KDW DFWLYLWLHYV



e IRW PDNH LQDSSURSULDWH UHIHUHQFH WR WKH FHU
PDUNV RU ORJRV LQ SXEOLFDWLRQV FDWDORJXHV

e IRW EH LQ YLRODWLRQ RI DQ\ ODZ RI WKH ODQG RU

( WKLFDO +DFNLQJ DQG 3HQHWUDWLRQ 7HVWLQ

(WKLFDO KDFNHUV HQJDJH LQ VDQFWLRQHG KDFNLQJ?2\
VI\VWHPTV RZQHU ,Q WKH ZRUOG RI HWKLFD OSKIQFMNH\QV
ZKLFK LV VKRUW IRU SHQHWUDWLRQ WHVWHU 3HQWH\
KDFNHU EXW IRU EHQLJQ SXUSRVHYV

$V DQ HWKLFDO KDFNHU DQG IXWXUH WHVW FDQGLGDYV
WKH WUDGH +HUH DUH VRPH RI WKH WHUPV \RX ZLOO

+DFN 9DOGXHY WHUP GHVFULEHYVY D WDUJHW WKDW PD\ I
DWWHQWLRQ IURP DQ DWWDFNHU 3UHVXPDEO\ EHFDX)
WR DQ DWWDFNHU EHFDXVH RI ZKDW LW PD\ FRQWDLQ

7DUJHW Rl (YDGXWWULRHW RI HYDOXDWLRQ 72( LV D V)
HYDOXDWHG IRU YXOQHUDELOLWLHYV $ 72( ZRXOG EH )

SWWDANLY LV WKH DFW RI WDUJHWLQJ DQG DFWLYHO\
([SORKYWLY LV D FOHDUO\ GHILQHG ZD\ WR EUHDFK WK

=HUR 'DANKLVY GHVFULEHV D WKUHDW RU YXOQHUDELOLMW
QRW EHHQ DGGUHVVHG W LV FRQVLGHUHG D VHULRX)\

6HFXUIWLYVY LV D VWDWH RI ZHOO EHLQJ LQ DQ HQYLUR
GHILQHG DUH DOORZHG

KUHDWLY LV FRQVLGHUHG WR EH D SRWHQWLDO YLRO

9XOQHUDELIOUMWLY D ZHDNQHVYV LQ D VIVWHP WKDW FD!
SRLQW LQWR DQ HQYLURQPHQW

'‘DLV\ &KDLQ/KQY LV WKH DFW RI SHUIRUPLQJ VHYHUDO
HDFK EXLOGLQJ RQ RU DFWLQJ RQ WKH UHVXOWYV RI W

$vV DQ HWKLFDO KDFNHU \RX ZLOO EH H[SHFWHG WR W
VNLOOV RI DQ DWWDFNHU WR VLPXODWH D PDOLFLRXYV
XQGHUVWDQG ERWK VLGHV WKH JRRG DQG WKH EDG I
%\ XQGHUVWDQGLQJ ERWK VLGHVY RI WKH HTXDWLRQ \
\RXUVHOI VXFFHVVIXOO\ +HUH DUH VRPH WKLQJV WR

e <RX PXVW KDYH H[SOLFLW SHUPLVVLRQ LQ ZULWLQJ
VWDUWLQJ DQ\ DFWLYLW\ /HIJDOO\ WKH SHUVRQ RU
FKDQJHVY WR WKH SODQ PXVW EH WKH RZQHU RI WKk
UHSUHVHQWDWLYH ,I| WKH VFRSH FKDQJHV \RX PXV
FKDQJHY EHIRUH SHUIRUPLQJ WKH QHZ WDVNYV



e <RX ZLOO XVH WKH VDPH WDFWLFVY DQG VWUDWHILH

e <RX KDYH WKH SRWHQWLDO WR FDXVH WKH VDPH KD
VKRXOG DOzZzD\V FRQVLGHU WKH HIIHFWV RI HYHU\ D

e <RX PXVW KDYH NQRZOHGJH RI WKH WDUJHW DQG WI

e <RX PXVW KDYH FOHDUO\ GHILQHG UXOHV RI HQJDJH
MRE

e <RX PXVW QHYHU UHYHDO DQ\ LQIRUPDWLRQ SHUWD
e .| WKH FOLHQW DVNV \RX WR VWRS D WHVW GR VR L

e <RX PXVW SURYLGH D UHSRUW RI \RXU UHVXOWYV DQ
IRXQG GXULQJ D WHVW

e <RX PD\ EH DVNHG WR ZRUN ZLWK WKH FOLHQW WR |
GLVFXVV VHYHUDO WLPHV LQ WKLV WH[W QHYHU DF
SDUDPHWHUYVY $ YHUEDO DJUHHPHQW KDV QR UHFRU!
VRPHWKLQJ JRHV ZURQJ DQG WKHUHYV QR UHFRUG

8QGHU WKH ULJKW FLUFXPVWDQFHY DQG ZLWK SURSHL
SURYLGH D ZHDOWK RI YDOXDEOH LQIRUPDWLRQ WR \F
FOLHQW \RX VKRXOG DQDO\]H \RXU UHVXOWV WKRUR X
DWWHQWLRQ DQG ZKLFK QHHG QRQH DW DOO <RXU FO
VHFEXULW\ YHUVXV FRQYHQLHQFH ,I WKH SUREOHPV \FR
FKDOOHQJH LV WR HQVXUH WKDW H[LVWLQJ XVDELOLW
DUH PRGLILHG RU LI QHZ RQHV DUH SXW LQ SODFH 6H
PRUH VHFXUH D VA\VWHP EHFRPHV WKH QIHNXW FLRIQOMNQN
WKLV SRLQW

Security Convenience

JLIXUH 6HFXULW\ YHUVXVY FRQYHQLHQFH DQDO\VLYV

$OWKRXIK HWKLFDO KDFNLQJ VRPHWLPHY RFFXUV ZLW
SHQ WHVWLQJ GRHVY UHTXLUH UXOHV WR EH DJUHHG R
SHUIRUP D SHQ WHVW ZLWKRXW KDYLQJ FHUWDLQ SDU
EH WKH HQG RI \RXU FDUHHU LI VRPHWKLQJ SURIRXQG
WKH UXOHV HVWDEOLVKHG EHIRUH HQJDJLQJ LQ D WH"
GHSHQGLQJ RQ WKH LQMXUHG SDUW\ DQG WKH DWWDF
ZLWKRXW FOHDUO\ GHILQHG UXOHV DQ DWWDFN PD\ U
DQG VWRSSLQJ WKH IXQFWLRQLQJ RI D FRPSDQ\ FRPS(
OHJDO DQG RWKHU LVVXHV IRU \RX



'KHQ D SHQ WHVW LV SHUIRUPHG LW W\SLFDOO\ WDNH
EODFN ER[] 7KH WKUHH IRUPV RI WHVWLQJ DUH LPSRU’
DVNHG WR SHUIRUP DQ\ RQH RI WKHP DW VRPH SRLQW
PRPHQW WR GHVFULEH HDFK

%ODFN %PRJ\SH RI WHVWLQJ LQ ZKLFK WKH SHQWHVWH!I
WDUJHW 7KLV VLWXDWLRQ LV GHVLIJQHG WR FORVHO\
HOQOFRXQWHU EHFDXVH WKH\ ZRXOG SUHVXPDEO\ KDYH
WKH WDUJHW JRLQJ LQ

*UD\ %R} IRUP Rl WHVWLQJ ZKHUH WKH NQRZOHGJH JLY
WKLV W\SH RI WHVW WKH WHVWHU DFTXLUHV NQRZOH
DQG WKH QHWZRUN HQYLURQPHQW EXW WKDW LQIRUP
FORVHO\ HPXODWH WKH W\SH RI NQRZOHGJH WKDW VR
SHUVRQ ZRXOG KDYH VRPH NQRZOHGJH RI D WDUJHW

KLWH %®[RUP RI WHVWLQJ LQ ZKLFK WKH LQIRUPDWL|
/KLY PHDQV WKDW WKH SHQWHVWHU LV JLYHQ DOO LQ
RI WHVW LV W\SLFDOO\ GRQH LQWHUQDOO\ RU E\ WHD|I

$QRWKHU ZzD\ WR ORRN DW WKH GLIITHUHQW W\SHV RI V
/(DEOH

/DEOH $YDLODEOH W\SHV RI SHQ WHVWYV

7\SH .QRZOHGJIH
'KLWH ER[)XO0O
*UD\ ER[ /LPLWHG
%ODFN ER[ 1RQH

-

e’; 'R QRW IRUJHWOWR N ZHR[WRVDRIG D\ ERFFFDXVH \

EH VHHLQJ WKHP DJDLQ ERWK LQ WKLV ERRN DQG L
QRW WKDW GLIILFXOW WR XQGHUVWDQG EXW \RX V
WR PHPRU\

.

,Q PDQ\ FDVHV \RX ZLOO EH SHUIRUPLDY MW §V RFQIF
WR HYDOXDWH DQG FRQILUP WKDW WKH FRQWUROV Wk
$Q ,7 DXGLW LV XVXDOO\ FRQGXFWHG DJDLQVW VRPH
SURWRFROV VRIWZDUH GHYHORSPHQW DGPLQLVWUDYV
SDVVLQJ DQ ,7 DXGLW GRHV QRW PHDQ WKDW WKH V\V
SDVVLQJ DQ DXGLW PD\ EH RXW Rl GDWH FRPSDUHG ZL
LQGXVWU\

$Q HWKLFDO KDFNHU WULHVY WR SUHVHUYH ZKDW LV N




LOQWHJULW\ DQG DYDLODELOLW\ 7KH IROORZLQJ OLVV
FRQFHSWV LQ PLQG ZKHQ SHUIRUPLQJ WKH WDVNV DQ:

&SRQILGHQWLWHW FWUH SULQFLSOH WKDW UHIHUV WR WK
NHHSLQJ LW DzZD\ IURP WKRVH QRW DXWKRUL]JHG WR S
SUHVHUYH FRQILGHQWLDOLW\ DUH SHUPLVVLRQV DQG

,QWHJUHWOV ZLWK NHHSLQJ LQIRUPDWLRQ LQ D IRUPD
RULJLQDO SXUSRVHV PHDQLQJ WKDW WKH GDWD WKD\
LOWHQGHG WKHP WR KDYH

$SYDLODEL®OHWLQDO DQG SRVVLEO\ RQH RI WKH PRVW L
SHUIRUP DYDLODELOLW\ GHDOV ZLWK NHHSLQJ LQIRU
QHHG WR XVH LW ,QIRUPDWLRQ RU UHVRXUFHV QR PI
WKH\ DUH DYDLODEOH ZKHQ FDOOHG XSRQ

( A

e: &,$ LV SRVVLEO\ WKH PRVW LPSRUWDQW VHW |F

DVVHVVLQJ DQG SODQQLQJ VHFXULW\ IRU D V\VWHP
GLVUXSW WKHVH JRDOV ZKHQ WDUJHWLQJ D V\VWHP
DVVHVV DQG UHPHG\ WKHVH LVVXHV ZKHQHYHU WKH
DJJUHVVRU IURP GRLQJ KDUP

N J

$QRWKHU ZD\ RI ORRNLQJ DW WKLY EDODQFH LV WR RI
WKH EDODQFH LV ORVW $Q\ RI WKH IROORZLQJ EUHDN

e 'LVFORVXUH LV WKH LOQDGYHUWHQW DFFLGHQWDO
LQIRUPDWLRQ RU UHVRXUFHVY WR DQ RXWVLGH SDUW
WR DQ REMHFW \RX VKRXOG QHYHU KDYH DFFHVV W

e SOWHUDWLRQ LV WKH FRXQWHU WR LQWHJULW\ LW
LQIRUPDWLRQ 7KLV PRGLILFDWLRQ FDQ EH FDXVHG
OHDGV WR PRGLILFDWLRQ RU PRGLILFDWLRQV WKD\

e 'LVUXSWLRQ DOVR NQRZQ DV ORVV PHDQV WKDW D
UHVRXUFHV KDV EHHQ ORVW ,QIRUPDWLRQ LV XVHO
$OWKRXJK LQIRUPDWLRQ RU RWKHU UHVRXUFHV FDC
RUJDQL]DWLRQV VSHQG WKH WLPH DQG PRQH\ WR H(
VIVWHPY ZKLFK DYHUDJHV DERXW VL[ PLQXWHV RI (

( A

e‘: 7KLQN Rl WKHVH ODVW QWU RH$SRRUQYKGE DY YW KR

&,$ WULDG 7KH &,$ WULDG GHDOV ZLWK SUHVHUYLQ
WKH DQWL &,$ WULDG GHDOV ZLWK YLRODWLQJ WKRNV
&,$ WULDG DV GHDOLQJ ZLWK WKH DJJUHVVRUTV SHI

. J

—




$Q HWKLFDO KDFNHU ZLOO EH HQWUXVWHG ZLWK HQV>
WLPHVY DQG WKUHDWY DUH GHDOW ZLWK LQ WKH PRVW
WKH RUJDQL]DWLRQYV RZQ JRDOV OHJIJDO UHTXLUHPH(¢
ZKDW FRXOG KDSSHQ LI DQ LQYHVWPHQW ILUP RU GHII
LQFLGHQW DW WKH KDQGV RI D PDOLFLRXV SDUW\ 7K}t
IURP FXVWRPHUV DQG LQYHVWLJDWLRQ E\ ODZ HQIRUF
QDWXUH VXFK DV KHDOWK RU ILQDQFLDO

W LV DOVR LPSRUWDQW WR FRQVLGHU WZR VXSSRUW.L
UHSXGLDWLRQ DQG DXWKHQWLFDWLRQ

1RQ UHSXGLOWQRUHSXGLDWLRQ LV WKH FRQFHSW WKD
SDUW\ LW FDQQRW EH GHQLHG E\ WKDW SDUW\ )RU HJ[
VLIQDWXUHV LW LV SRVVLEOH WR GHILQLWLYHO\ VD\ :
GHQLDO WKDW WKH\ ZHUH WKH RULJLQDWRU RI WKH P

SXWKHQWERXWWHQWLFLW\ LV WKH DELOLW\ WR VWDWH
PHVVDJH FDPH IURP D OHIJLWLPDWH DQG LGHQWLILDEC
DQ LWHP WR KDYH EHFDXVH LW VWDWHY WKDW WKH VI
WKH VHQGHU KDV VLIQHG WKHLU GLJLWDO VLIQDWXUF
YHULILFDWLRQ RI WKH VLIQDWXUH XVLQJ WKHLU SXEC
DXWKHQWLFDWHY WKH VHQGHU DQG WKH RULJLQ RI W

( )

é’; ,Q WKLV ERRN \RX ZLOO HQFRXQWHU OHJDO L\

UHVSRQVLEOH IRU FKHFNLQJ WKH GHWDLOV RI ZKDW
JHW D ODZ\HU WR GR WKDW <RX VKRXOG EH FRQVFLI
ZKHQ \RX PD\ EH FURVVLQJ LQWR D OHJDO DUHD WKDP

\ J

+DFNLQJ OHWKRGRORJLHV

$ KDFNLQJ PHWKRGRORJ\ UHIHUV WR WKH VWHS E\ VW|
D WDUJHW VXFK DV D FRPSXWHU QHWZRUN 7KHUH LV
DOO KDFNHUV $V FDQ EH H[SHFWHG ZKHQ D JURXS RS
UXOHV GR QRW DSSO\ WKH VDPH zZzD\ $ PDMRU GLIIHUF
KDFNHU LV WKH FRGH Rl HWKLFV WR ZKLFK HDFK VXEYV

7KH IROORZLQJ VWHISNIX OO WYSMFDWBRE LRMNH XS WKH K

e )RRWSULBRMOL@QV WKDW \RX DUH XVLQJ SULPDULO\ SD)\
LQIRUPDWLRQ IURP D WDUJHW SULRU WR SHUIRUPLQ
NHHS LQWHUDFWLRQ ZLWK \RXU WDUJHW WR D PLQL
WDUJHW WKDW VRPHWKLQJ LV FRPLQJ LQ WKHLU GLI
WR SHUIRUP WKLY WDVN VXFK DV :KRLV TXHULHV *
GLVFEFXVVLRQ JURXSV ‘H ZLOO H[DPLQH WKLV WRSLF




6FDQQLYIWKH SKDVH LQ ZKLFK \RX WDNH WKH LQIRU
IRRWSULQWLQJ SKDVH DOQG XVH LW WR WDUJHW \RXL
36FDQQLQJ" 7KH LGHD KHUH LV WR DFW RQ WKH LQ
EOXQGHU DURXQG ZLWKRXW SXUSRVH DQG VHW RII [
OLNH SLQJ VZHHSVY SRUW VFDQV DQG REVHUYDWLR
XVH LV 1PDS ZKLFK LV YHU\ XVHIXO IRU WKLV SXUS

(QXPHUDWVY.RMXH QH[W SKDVH VHH &KDSWHU S(QXP
PXFK PRUH GHWDLOHG LQIRUPDWLRQ DERXW ZKDW \
GHWHUPLQH LWV XVHIXOQHVY 7KLQN RI WKH LQIRUI
ZDONLQJ GRZQ D KDOOzZD\ DQG UDWWOLQJ WKH GRR
DQG ZKLFK RQHV GR QRW -XVW EHFDXVH D GRRU LV
LV EHKLQG LW ,Q WKLV SKDVH \RX DUH ORRNLQJ EH
YDOXH EHKLQG LW 5HVXOWV RI WKLV VWHS FDQ LQF
DSSOLFDWLRQY EDQQHU VHWWLQJY DQG DXGLWLQJ

6\WWHP KDRNKIOBWHU  36\WWHP +DFNLQJ" IROORZV I
SODQ DQG H[HFXWH DQ DWWDFN EDVHG RQ WKH LQIF
H[DPSOH VWDUW FKRRVLQJ XVHU DFFRXQWVY WR DW
HQXPHUDWLRQ SKDVH <RX FRXOG DOVR VWDUW FUD
LQIRUPDWLRQ XQFRYHUHG E\ UHWULHYLQJ EDQQHUV

(VFDODWLRQ RUVSUWIKH-BBFHLQJ SKDVH ZKHUH \RX FIL
WKDW DUH JUDQWHG WR KLIJKHU SULYLOHJHG DFFRX
'"HSHQGLQJ RQ \RXU VNLOOV LW PLJKW EH SRVVLEOI
DV D JXHVW DFFRXQW DOO WKH ZD\ XS WR DGPLQLV)\

&RYHULQJ WUWKMVSKDVH ZKHQ \RX DWWHPSW WR UH
LQ D VIVWHP <RX SXUJH ORJ ILOHV DQG GHVWUR\ R
YDOXDEOH FOXHVY QHHGHG IRU WKH VA\VWHP RZQHU \
LW WKLV zZzD\ ,I VRPHRQH ZHUH WR SLFN D ORFN WR
EULFN WKURXJK WKH ZLQGRZ WKH FOXHV DUH PXFK
ODWWHU ,Q WKH ODWWHU FDVH \RX ZRXOG ORRN IR
WKH IRUPHU FDVH \RX PLIJKW QRWLFH WKH EUHDN L

30DQWLQJ RI PIHHAINBRWRBVOHDYH VRPHWKLQJ EHKLQG
FRPH EDFN ODWHU LI \RX ZDQWHG ,WHPV VXFK DV V
WR PLQG



Footprinting

Scanning

Enumeration

System Hacking

Escalation of Privilege

Covering Tracks

Planting Backdoors

JLIXUH 7KH KDFNLQJ SURFHVYV

-

"r':: %RWK HWKLFDO KDENHUV DQG KDFENHUV IRO

r

RXWOLQHG KHUH WKRXJK LQ OHVV RU VWULFWHU ZD\
UXOHV DQG XVH WKH SURFHVV KRZHYHU WKH\ ZDQW
WKRVH WKDW PDNH VHQVH WR WKHPVHOYHV (WKLF
DV VHHQ KHUH ZLWK OLWWOH PRGLILFDWLRQ EXW
QRW KDYH (WKLFDO KDFNHHWUBRWS RERU WIRO OWKCDIWL
SKDVH EXW ZU6 Q HUDWRL € BVWK D WSWKW\ ZLOO SUHVHQ
SURFHVV 7KH HWKLFDO KDFNHU ZLOO EH H[SHFWHG
SURFXUHG DW HDFK SKDVH IRU ODWHU JHQHUDWLR

-

KHQ \RX GHFLGH WR FDUU\ RXW WKLYV SURFHVYVY VHHN
IROORZLQJ TXHVWLRQV DORQJ ZLWK DQ\ RWKHUV WKD
\RXU JRDO LV WR FOHDUO\ GHWHUPLQH ZK\ D SHQ WHYV

e :K\ GLG WKH FOLHQW UHTXHVW D SHQ WHVW"




KDW LV WKH IXQFWLRQ RU PLVVLRQ RI WKH RUJDQL
KDW ZLOO EH WKH FRQVWUDLQWY RU UXOHV RI HQJ
KDW GDWD DQG VHUYLFHYV ZLOO EH LQFOXGHG DV S
‘KR LV WKH GDWD RZQHU"

:KDW UHVXOWY DUH H[SHFWHG DW WKH FRQFOXVLRC(C
KDW ZLOO EH GRQH ZLWK WKH UHVXOWY ZKHQ SUH\
KDW LV WKH EXGJHW"

:KDW DUH WKH H[SHFWHG FRVWV"

KDW UHVRXUFHYVY ZLOO EH PDGH DYDLODEOH"

KDW DFWLRQV ZLOO EH DOORZHG DV SDUW RI WKH )
KHQ ZLOO WKH WHVWYV EH SHUIRUPHG"

LOO LQVLGHUV EH QRWLILHG"

LOO WKH WHVW EH SHUIRUPHG DV EODFN RU ZKLWH
KDW FRQGLWLRQV ZLOO GHWHUPLQH WKH VXFFHVYV
KR ZLOO EH WKH HPHUJHQF\ FRQWDFWV"

SHQ WHVWLQJ FDQ WDNH VHYHUDO IRUPV <RX PXVW G
DUH DSSURSULDWH DQG ZLOO \LHOG WKH GHVLUHG UH
LQFOXGH WKH IROORZLQJ

e $Q LOQVLGHU DWWDFN LV LOWHQGHG WR PLPLF WKH I

HPSOR\HHV RU SDUWLHV ZKR KDYH DXWKRUL]JHG DFF

e $Q RXWVLGHU DWWDFN LV LQWHQGHG WR PLPLF WKF

XQGHUWDNHQ E\ DQ RXWVLGH SDUW\

e $ VWROHQ HTXLSPHQW DWWDFN LV D W\SH RI DWWDF

HTXLSPHQW DQG XVHV LW WR JDLQ DFFHVV RU H[WU
HTXLSPHQW LWVHOI

e $ VRFLDO HQJLQHHULQJ DWWDFN LV D IRUP RI DWWECL

D VIVWHP VHHNLQJ WR H[WUDFW WKH QHHGHG LQIRL
LOKHUHQW LQ KXPDQ QDWXUH

2QFH \RX GLVFXVV HDFK WHVW GHWHUPLQH WKH VXLV
DGYDQWDJHY DQG VLGH HIITHFWV \RX FDQ ILQDOL]JH W

'KHQ \RX DUH XQGHUWDNLQJ DQ DFWXDO WHVW DJDLQ
SUHSDUHG WR WKLQN DV D PDOLFLRXV SDUW\ ZRXOG L
SHQWHVWHU \RX PXVW XQGHUVWDQG WKH WRROV DQG
EDG JX\ ZRXOG KRZHYHU \RX WHPSHU WKDW ZLWK WK



WKH FOLHQW DQG RQO\ ZLWK WKHLU SHUPLVVLRQ ZRX
SUREOHPV WR DULVH DQG URDGEORFNV WR HPHUJH GX
HDFK DFFRUGLQJO\ PXFK OLNH D PDOLFLRXV SDUW\ ZR
XQGHUVWDQG KRZ DQ DWWDFN FDQ RU ZRXOG KDSSHQ
KRZ WR GHIHDW LW <RX PXVW XQGHUVWDQG ERWK VL
NQRZOHGJH WR KHOS WKH FOLHQWY DQG FXVWRPHUYV

SHQHWUDWLRQ WHVWLQJ GRHVY UHTXLUH UXOHV WR EH
SHQHWUDWLRQ WHVWHU FKRRVHVY WR SHUIRUP D SHQF
SDUDPHWHUY GHWHUPLQHG DKHDG RI WLPH LW PD\ EF
VRPHWKLQJ SURIRXQGO\ EDG RFFXUV )RU H[DPSOH Q
HQJDJLQJ LQ D WHVW FRXOG UHVXOW LQ FULPLQDO RL
DQG WKH DWWDFN LQYROYHG ,W LV DOVR HQWLUHO\ ¢
DWWDFN PD\ UHVXOW LQ VKXWWLQJ GRZQ V\VWHPV RU
FRPSDQ\ FRPSOHWHO\ ZKLFK DJDLQ FRXOG UHVXOW L
WHVWHU

'LWK WKHVH JRDOV LQ PLQG DQG D JRRG SODQ D SHOQ
H[WUDFW YDOXDEOH LQIRUPDWLRQ IURP WKH WDUJHW
RWKHU SUREOHPV \RX ILQG GXULQJ \RXU WHVW VKRXO
RI VHULRXVQHVV RU LPSRUWDQFH 2QFH WKLV LV FRP!
SUHVHQW D GHWDLOHG UHSRUW RI WKHLU ILQGLQJV W
WKH ODVW WDVN WKH WHVWHU KDV RU WKHUH PD\ EH
IROORZLQJ RXWFRPHV WR RFFXU XSRQ FRPSOHWLRQ R

e 3UHVHQWDWLRQ RI WKH UHSRUW WR WKH FOLHQW?27I
JHQHUDWHG DQG KDQGHG RYHU WR WKH FOLHQW DQC(
GLVFEFXVVLRQ WKH\ ZLOO UHTXHVW LW I QR H[SODQI
UHSRUWLQJ SURFHVYVY LV FRPSOHWH DQG WKH MRE L

e 3UHVHQWDWLRQ SOXV UHFRPPHQGDWLRQV?2,| WKH F(
WKH UHVXOWYV RI WKH WHVW DQG WKHQ SURSRVH UF
GLVFRYHUHG 7KH FOLHQW PD\ QRW XOWLPDWHO\ XV
WKH\ ZLOO UHTXHVW WKHP WR VHH ZKDW QHHGV WR

e S3UHVHQWDWLRQ SOXV UHFRPPHQGDWLRQ ZLWK UHPI
WHVW LV FRPSOHWHG DQG WKH UHYLHZ DQG UHFRPF
WKLV RXWFRPH IURP WKH RWKHUV LV WKDW WKH FO
OHYHO ZLWK DFWXDOO\ LPSOHPHQWLQJ IL[HV

SOWLPDWHO\ WKH FOLHQW ZLOO GHWHUPLQH ZKDW Wk
WKH WHVWLQJ SDUW\ RU QRW 7KH FOLHQW ZLOO GHFL
FROYHQLHQFH LV LQ WKHLU HQYLURQPHQW DQG LI WK
GHVLUHG EDODQFH ,Q RWKHU ZRUGV WKH FOLHQW VK
VWDUW WKLQNLQJ WKDW WKH\ PXVW IL[ HYHU\ SUREOF
XVHIXOQHVV RI WKH V\VWHP ,I| WKH SUREOHPV XQFRY
FKDOOHQJH LV WR HQVXUH WKDW LI VHFEXULW\ FRQWU



HILVWLQJ XVDELOLW\ LV QRW DGYHUVHO\ DITHFWHG

<RXU UROH DV D SHQHWUDWLRQ WHVWHU LV WR SURYI
DQVZHU WKHLU TXHVWLRQV %H SURDFWLYH DQG DWW
DKHDG RI WLPH DQG DOzZD\V EH DYDLODEOH WR DQVZI
TXHVWLRQVY ODWHU RQ DERXW \RXU UHSRUW

IOXOQHUDELOLW\ 5HVHDUFK DQG 7RROV

$Q LPSRUWDQW SDUW RI \RXU WRRONLW DV DQ HWKLF]|
IJURP YXOQHUDELOLW\ UHVHDUFK 7KLV SURFHVV LQYR
YXOQHUDELOLWLHY LQ D VIVWHP DQG GHWHUPLQLQJ W
WR FODVVLI\ HDFK YXOQHUDELOLW\ DV KLJK PHGLXP

XVH WKLY UHVHDUFK WR NHHS XS WR GDWH RQ WKH O
KDUGZDUH DQG HQYLURQPHQWYV

/KH EHQHILW RI KDYLQJ WKLV LQIRUPDWLRQ LV WKDW
XVH WKLV LQIRUPDWLRQ WR SRVLWLRQ GHIHQVHV 7K}
QHZ UHVRXUFHYVY RU EH XVHG WR SODQ PRQLWRULQJ

9XOQHUDELOLW\ UHVHDUFK LV QRW WKH VDPH DV HWK
VHEXULW\ LVVXHVY ZKHUHDV WKH SURFHVV RI HWKLFD
YXOQHUDELOLWLHY +RZHYHU YXOQHUDELOLW\ VFEDQC(C
E\ LWVHOI

'KDW ,V ,QFLGHQW 5HVSRQVH"

$V D SHQHWUDWLRQ WHVWHU \RXU MRE LV WR SURYLG
VHFXULW\ EUHDFK RU LQFLGHQW WR WKH ORZHVW SRV
UHVSRQVLELOLW\" $EVROXWHO\ QRW XVHUV KDYH DQ
SUHSDUHG LQGLYLGXDO \RX PXVW SODQ KRZ \RX ZLOC
IROORZ WKH SODQV WKH FRPSDQ\ RU FOLHQW SURYLG
RWKHUV KDYH PDGH ZLOO EH EHQHILFLDO EHFDXVH LW
ZKDW WR GR DIWHU DQ LQFLGHQW DQG KRZ WR GR LW
GHWHUPLQH LI DQ LQFLGHQW LV GHDOW ZLWK VZLIWO'
FRQWURO

20H Rl WKH ILUVW WKLQJV WR NHHS LQ PLQG ZKHQ WK
WKDW \RX PD\ YHU\ ZHOO EH GHDOLQJ ZLWK VRPHWKL!
DQG DV VXFK ZLOO UHTXLUH WKDW \RX WDNH VSHFLDC
FULPH FDQ EH SDUWLFXODUO\ FKDOOHQJLQJ DQG VKR>
HYLGHQFH WKDW QHHGVY WR EH FROOHFWHG LV LQWDQ
SURVHFXWHG LI \RX GDPDJH LW

HIRUH JRLQJ WRR IDU KRZHYHU LW LV ZRUWKFRHSIXG
FULPERPSXWHU FULPH LV GHILQHG DV DQ\ FULPLQDO L
FRPSXWLQJ GHYLFH LV XVHG LQ WKH FRPPLVVLRQ RI LC



EH DQ\WKLQJ WKDW QHJDWLYHO\ LPSDFWV LQ VRPH ZLC
FRPSDQ\ LQGLYLGXDO RU JRYHUQPHQW %\ LWV YHU\
GLVFULPLQDWH DJDLQVW DFWLYLWLHYV WKDW DUH LQL
DJDLQVW D SULYDWH QHWZRUN

,QFLGHQW 5HVSRQVH 3ROLFLHV

7KH QH[W GHWDLO WKDW LV LPSRUWDQW ZKHQ FRQVLC(
SROLF\ ,53 7KH ,53 GHILQHV WKH FRXUVH RI DFWLRQ
WDNH LQ WKH WLPH IROORZLQJ D VHFXULW\ LQFLGHQYV
IROORZLQJ DUH XVXDOO\ DOZD\V LQFOXGHG

e :KR ZLOO GHWHUPLQH ZKHQ DQG LI D VHEXULW\ LQF
KLFK LQGLYLGXDOV DQG RU GHSDUWPHQWY DUH WR
7KH PHDQV WKURXJK ZKLFK WKH\ ZLOO EH QRWLILHC
KR ZLOO EH UHVSRQVLEOH IRU UHVSRQGLQJ WR WK
$SSURSULDWH UHVSRQVH JXLGHOLQHYV

:KDW \RX DV D VIVWHP DGPLQLVWUDWRU ZLOO EH U}
LOFLGHQW

6R ZKR ZLOO EH LQYROYHG LQ WKH LQFLGHQW UHVSRC
RUJDQL]DWLRQ DVVHWVY LQYROYHG DQG WKH RYHUDO
GHSDUWPHQWY ZLWKLQ DQ RUJDQL]DWLRQ FDQ ZRUN \
UHODWLRQV LQIRUPDWLRQ WHFKQRORJ\ FRUSRUDWH
DSSURSULDWH SHUVRQQHO DQG GHSDUWPHQWYV LQYRC
VLWXDWLRQ DW KDQG 7KH SHUVRQQHO LQYROYHG FD(
UHOHDVHG DQG WR ZKRP )RU H[DPSOH HPSOR\HHV PL
VHFXULW\ LQFLGHQW DQG PD\ EH LQIRUPHG RQO\ RQ D

7\SLFDOO\ \RX ZLOO QRW EH LQFOXGHG LQ WKH GHYHC
LQFOXGHG DV VRPHRQH ZKR PXVW IROORZ LW ZKHQ W
GHFODUHG E\ WKH SHUVRQ LQ FKDUJH

3KDVHV RI DQ ,QFLGHQW DQG 5HVSRQVH

7KHUH H[LVW D QXPEHU RI SKDVHV LQ WKH LQFLGHQW
WUDYHUVH WKHVH SKDVHV DV WKH LOQFLGHQW RFFXUV
'KLOH DQ HQG XVHU ZLOO QRW EH WUXO\ DZDUH RI HD
KDYLQJ VRPH LGHD RI WKH ELJ SLFWXUH PD\ KHOS \RX
\RX DUH EHLQJ DVNHG WR GR LW (DFK SKDVH KDV GLV
ZKLFK \RX ZLOO OHDUQ PRUH DERXW DV \RX PRYH RQ

DW WKH LQFLGHQW UHVBREXVHFBYRBW\VAKDWWHOIJHQHUL
1DWLRQDO ,QVWLWXWH RI 6WDQGDUGY DQG 7THFKQROR
LOQFLGHQW UHVSRQVH



[DEOH 7KH SKDVHV RI LQFLGHQW UHVSRQVH

3KDVH '"HVFULSWLRQ

5HVSRQVH ,W LV LPSRUWDQW WR HDUO\ RQ HVWDEO
LOQFLGHQW DQ DFWXDO VHFXULW\ LQFLGHQW |
UHVSRQVH WHDP ZLOO EH WKH RQHV UHVSRQ.
DV ZHOO DV PDNLQJ WKH GHWHUPLQDWLRQ R

7ULDJH 7KH QH[W VWHS DIWHU WKH GHWHUPLQDW

LV WR GHWHUPLQH KRZ VHULRXVO\ WKH LQFL
SHPHPEHU QRW DOO V\VWHPV RU VHUYLFHYV 2z
VR VRPH ZLOO UHTXLUH PRUH DWWHQWLRQ W
VI\VWHPYVY DUH PRUH PLVVLRQ FULWLFDO WKDC(
DWWHQWLRQ DV ZHOO ,Q D FRPSXWHU FULPH
LQFLGHQW UHVSRQVH WHDP KDV HYDOXDWHG
HIWHQW RI WKH LQFLGHQWY D WULDJH DSSUI
VLWXDWLRQ ZLOO EH UHVSRQGHG WR DFFRUG
KDYH RFFXUUHG WKH PRVW VHULRXV HYHQW
UHPDLQLQJ HYHQWY ZLOO EH LQYHVWLJDWHG

, QYHVWLIJDWLRQ 2QFH WKH UHVSRQVH WHDP GLVFRYH

LOQYHVWLIJDWLYH SURFHVVY FDQ VWDUW 7KH L
PHWKRGLFDOO\ FROOHFW HYLGHQFH ZLWKRX\
7KLV SURFHVV FDQ EH SHUIRUPHG E\ LQWHUQ
WHDP ZKHUH DSSURSULDWH 7KH NH\ SRLQW L
LOYROYHG LQ WKH LQYHVWLJDWLYH SURFHVV
HYLGHQFH SURSHUO\ EHFDXVH WKH HQG UHV >
FROOHFWHG LQIRUPDWLRQ WR FRXUW 6R ZKF
PD\ YDU\ GHSHQGLQJ RQ WKH H[WHQW DQG W\
FDVHVY LQWHUQDO WHDPV RU FRQVXOWDQWYV
DQG DQDO\VH D FULPH VFHQH KRZHYHU LQ V
HQRXJK ,W LV SRVVLEOH XQGHU FHUWDLQ FR
HQIRUFHPHQW LQYROYHG LQ WKH LQYHVWLJD
GHSHQGLQJ RQ WKH VNLOOV WKDW WKH ORFD
GHSDUWPHQWY DUH DGHSW DW GHDOLQJ ZLW|
DOZD\V WKH FDVH ,QYHVWLJDWLRQV VKRXOG
ORFDO ODZ HQIRUFHPHQW LV LOQYROYHG RWK
PD\ QRW EH DEOH WR UHVSRQG LQ D WLPHO\
SUREOHPY DUH QRW SDUW RI WKH SROLFH PL!

&RQWDLQPHQW ,W LV QHFHVVDU\ HDUO\ RQ LQ WKH SU

FROWURO WKH FULPH VFHQH DV PXFK DV SRV
VFHOH LW LV LPSRUWDQW WKDW QR DOWHUDV
DYRLG GDPDJLQJ RI HYLGHQFH 7KLV PHDQV V
EH WDPSHUHG ZLWK LQ DQ\ ZD\ LQFOXGLQJ Gl



SHULSKHUDOV RU HYHQ VKXWWLQJ GRZQ WKH
SURIHVVLRQDOV GR WKHLU MRE DW WKH FULP

$QDO\WVLYYD@GHBQFH WKDW KDV EHHQ JDWKHUHG LV XVH

WUDFNLQ@QLVVHFWHG WR GHWHUPLQH ZKDW KDV RFFXU
HLWKHU EH LQYROYLQJ HIWHUQDO SURIHVVLE
HPSOR\LQJ LWV RZQ LQWHUQDO WHDPV 7KHV
GHWHUPLQLQJ ZKDW HYLGHQFH LV UHOHYDQMW
$GGLWLRQDOO\ WKH WHDP PXVW PDLQWDLQ W
WKDW HYLGHQFH PXVW EH DFFRXQWHG IRU D(
DW DOO WLPHYV

SHFRYHU\ 'XULQJ WKH UHFRYHU\ SKDVH LW LV DVVX
FROOHFWHG DQG WKH FULPH VFHQH KDV EHH(
VFHQH LQYHVWLIJDWLRQ KDV EHHQ FRPSOHWE
UHVWRUHG DQG UHWXUQHG WR VHUYLFH 7KL
UHEXLOGLQJ RSHUDWLQJ VA\VWHPV ZLWK WKHI
EDFNXSV RU GULYH LPDJHYV

SHSDLU ,Q WKH HYHQW WKDW D VA\VWHP KDV H[SHL
FRXUVH RI bQ DWWDFN LW EHFRPHYVY QHFHVVI
UHFRYHU\ SURFHVYV LV GHVLJQHG WR GHDO Zl1
HYLGHQFH KDV EHHQ FROOHFWHG EXW LW GKF
GRQH WKDW PD\ QHHG WR EH UHSDLUHG $0OVI
KDYH UHTXLUHG WKH UHPRYDO RI FRPSRQHQV
WKRVH FRPSRQHQWY ZLOO QHHG WR EH UHSO

'"HEULHIL&HQ WKH VLWXDWLRQ LV XQGHU FRQWURO \|
DQG IHHGHEBGEDFN IURP DOO LQYROYHG 7KH LQFLGHOQ
SUHVXPDEO\ DW WKLV SRLQW \RX KDYH GHWH
LQO VRPH SDUW 7KH JRDO RI WKLV SKDVH LV \
ULJKW ZKDW LW GLG ZURQJ DQG KRZ WR LPS
WKH FULPH LW PD\ EH QHFHVVDU\ WR VWDUW
RWKHU DJHQFLHY DQG UHJXODWRU\ ERGLHV F
WKH PRVW LPSRUWDQW RQH EHFDXVH IDLOXU
UHJXODWRU\ ERGLHV FDQ PHDQ \RX RU \RXU F

, W LV LPSRUWDQW WR QRWH WKDW WKH DFWXDO SKDV
RUJDQL]DWLRQV EHFDXVH WKH\ ILQH WXQH WKH LQFLC
<RX PD\ ZRUN LQ DQ LQGXVWU\ WKDW LV KHDYLO\ UHJ.
WKDW GLFWDWH D XQLTXH LQFLGHQW UHVSRQVH SURF

,QFLGHQW 5HVSRQVH 7HDP

$V RUJDQL]DWLRQV JURZ LQ VL]H DQG LPSRUWDQFH LV
KDYH D JURXS NQRZQ DV DQ LQFLGHQW UHVSRQVH WH
ZKR KDYH WKH WUDLQLQJ DQG H[SHULHQFH WR SURSH



DQG WKH DVVRFLDWHG FRPSRQHQWV RI WKH UHVSRQV
HISHULHQFH DQG EDFNJURXQG EH DVNHG WR SDUWLFI1
LOQFLGHQW RFFXUV 21 FRXUVH \RX ZLOO NQRZ DKHDG
ZKHQ DQG LI WKH FDOO HYHU FRPHV $V SDUW RI WKH
SURSHUO\ WUDLQHG DQG KDYH WKH UHTXLVLWH H[SHU
VHEXULW\ LQFLGHQW

20H RI WKH FRPSRQHQWYV RI LQFLGHQW UHVSRQVH LV
LQFLGHQW LV UHSRUWHG ,Q WKH EURDGHVW VHQVH W
VHEXULW\ LQFLGHQW LQFOXGLQJ WKH IROORZLQJ

e ,7 SHUVRQQHO

e +XPDQ UHVRXUFHV

e 3XEOLF UHODWLRQV

e /IRFDO ODZ HQIRUFHPHQW
e BHFXULW\ RIILFHUV

e &KLHI VHFXULW\ RIILFHU

7KH JRDO Rl VHFXULW\ UHVSRQVH LV WR KDYH D WHDF
KRZ WR GHDO ZLWK VHFXULW\ LQFLGHQWY 7KHVH PHP
GULOOHG RQ KRZ WR GR LW LQ WKH HYHQW DQ LQFLGH}
PHPEHU Rl WKH WHDP WR FRQWDFW FHUWDLQ LQGLYL
GHWHUPLQH ZKDW LQIRUPDWLRQ WR SURYLGH WKHVH
WKHLU MRE SURSHUO\

,QFLGHQW 5HVSRQVH 30DQV

2QFH D VHFXULW\ LQFLGHQW KDV EHHQ UHFRJQL]JHG D
SODQ WR IROORZ 7KLV SODQ ZLOO LQFOXGH DOO WKH
FULPH DV QHFHVVDU\

6RPH RI WKH HOHPHQWY UHTXLUHG WR LQYHVWLJDWH
e .| DQ ,53 H[LVWV DQG LV UHOHYDQW IROORZ WKH Sl

e .| DQ ,53 GRHV QRW FXUUHQWO\ HI[LVW LV RXW RI G
HIDPLQHU IRU WKH SURFHVVY VR WKHUH LV D FRRUGL

e ([IDPLQH DQG HYDOXDWH WKH QDWXUH RI WKH HYHQ"
GHWHUPLQH WKH GDPDJH WKDW KDV EHHQ LQFXUUH:
LWHPV LQYROYHG

e 'RFXPHQW DQG LGHQWLI\ DOO LQYROYHG FRPSRQHQ
SRVVLEOH

e SQGHUWDNH D FRPSOHWH DQDO\VLV WR GHWHUPLQH
VA\VWHPYVY VHUYLFHV DQG RWKHU SURFHVVHV LQYRO



e (YDOXDWH WKH QHHG IRU RXWVLGH H[SHUWLVH RU F
e HWHUPLQH LI ORFDO ODZ HQIRUFHPHQW LQYROYHPI

e '"HWHUPLQH KRZ WR FRQWDLQ WKH FULPH VFHQH LQ
DUWLIDFWV SUHVHQW

e ' HFLGH KRZ WR FROOHFW WKH UHTXLUHG HYLGHQFH
IRU HOHFWURQLF HYLGHQFH KDUGZDUH DQG RWKHL

e 6HW XS D SURFHGXUH IRU LOQWHUYLHZLQJ SHUVRQQF
RWKHU LQIRUPDWLRQ WR VKDUH WKDW ZRXOG EH EH

e 3IXW LQ SODFH D UHSRUWLQJ PHFKDQLVP IRU WKH FLl
WKH UHSRUW VXFK DV UHJXODWRU\ ERGLHYV

%XVLQHVYV &RQWLQXLW\ 30DQ

$W VRPH SRLQW \RX PD\ EH DVNHG WR IROORZ D EXVL!
GHILQHV KRZ WKH RUJDQL]DWLRQ ZLOO PDLQWDLQ ZKI
EXVLQHVV LQ WKH HYHQW RI D VHFXULW\ LQFLGHQW R
SODQ ZLOO EH FDOOHG LQWR SOD\ LQ WKH HYHQW WK
DQG FDXVHV WKH EXVLQHVV WR EHFRPH XQDYDLODEO|
FXVWRPHUV RU FOLHQWY DQG WKH EXVLQHVV EHFRPH
PRQH\ DQG WKH IDLWK RI LWV FXVWRPHUV2VRPHWKLQ.
7KH LPSRUWDQFH RI WKH %&3 FDQQRW EH XQGHUVWDYV
WKH EXVLQHVV FRQWLQXHVY WR SHUIRUP DQG FDQ FRQ
D GLVDVWHU $ %&3 LV GHVLJQHG WR HQVXUH WKDW Y
VXSSRUW WKH EXVLQHVV UHPDLQ DYDLODEOH WR DOH
ZKHQ WKH EXON RI FULWLFDO V\WVWHPV DUH GRZQ

1H[W WR D %&3 DQG FORVHO\ LQWHUWZLQHG ZLWK LW
GRFXPHQW RXWOLQHV D SROLF\ WKDW GHILQHYV KRZ S
WKH HYHQW RI D GLVDVWHU DQG KRZ WKRVH DVVHWYV
RSHUDWLQJ VWDWH RQFH WKH GLVDVWHU SDVVHV 7Kt
UHVSRQVLEOH LQGLYLGXDOV ZKR ZLOO EH LQYROYHG
KDUGZDUH DQG VRIWZDUH VWHSV WR UHVSRQG WR DC
DIITHFWHG V\VWHPYV

6XSSRUWLQJ % XVLQHVV &RQWLQXLW\ DQG 'LVDVWHU 5t

6HYHUDO WHFKQLTXHY FDQ EH XVHG WR NHHS WKH RU
RI D GLVDVWHU ZKHQ LW RFFXUV 6RPH RI WKHVH WHF
VRPH RU DOO RI WKHVH WHFKQLTXHY PD\ EH RXW R \F
WR XQGHUVWDQG ZKDW ,7 ZLOO GR WR NHHS VHUYLFH

)DXOW WROHUDQFH LV D YDOXDEOH WRRO LQ WKH FRP
ZHDWKHU SRWHQWLDO IDLOXUHYV ZKLOH SURYLGLQJ VF



PD\ QRW EH RSWLPDO LW VKRXOG EH HQRXJK WR PDL!
QRW DW WKH QRUPDO OHYHO RI SHUIRUPDQFH )DXOW
LQIUDVWUXFWXUH GXSOLFDWLRQ GHVLIQHG WR KDQGC

$QRWKHU PHFKDQLVP FRPPRQO\ XVHG E\ FRPSDQLHV L
LV VLPSO\ D JDXJH RI KRZ ZHOO WKH VA\VWHP LV SURY|
DYDLODEOH WKH VA\VWHP DFWXDOO\ LV ,GHDOO\ D V\V
WLPH EXW LQ SUDFWLFH WKLV LV XVXDOO\ QRW SRVYV
+LJK DYDLODELOLW\ VLPSO\ VWDWHY DV D SHUFHQWD
VI\VWHPTV DYDLODELOLW\ LV WR SHUFHQW WKH OH"'
EH DWWDLQHG E\ KDYLQJ UHGXQGDQW V\VWHPV DQG U
LPSOHPHQWHG SURSHUO\ LW PHDQV WKDW WKH VHUYI
VHUYLFH WR FOLHQWY DUH DYDLODEOH DQG UHDG\ WR

$ GRFXPHQW WKDW LV FRPPRQO\ PHQWLRQHG ZKHQ GL
WROHUDQFH LV D VHUYLFH OHYHO DJUHHPHQW 6/$ 7
WKH VHUYLFH SURYLGHU WR \RX WKH FOLHQW 6SHFLI
ZKDW WKH VHUYLFH SURYLGHU ZLOO SURYLGH DW ZKEL
WDNHQ LQ WKH HYHQW RI DQ RXWDJH )RU DQ LGHD RI
FROQWUDFW \RX VLJQHG ZLWK \RXU FHOO SKRQH SURYL
GRFXPHQW WR GHVFULEH ZKDW WKH\ ZLOO SURYLGH D
RFFXU 7KLV GRFXPHQW FDQ LQFOXGH VSHFLILF SHUIR
H[SHFWHG DQG WKH DVVRFLDWHG SHQDOWLHV IRU QR)
VSHOO RXW WKH SDUWLHV UHVSRQVLEOH DQG WKH HJ[\
GLVDVWHU VXFK DV ZKR ZLOO WDNH FDUH RI WKH SUF

$OWHUQDWH VLWHY DUH DQRWKHU WHFKQLTXH XVHG 1
LGHD LV WR KDYH DQRWKHU ORFDWLRQ WR FRQGXFW t
GLVDVWHU 8QGHU LGHDO FRQGLWLRQV DOO RSHUDWL
SULPDU\ RU QRUPDO VLWH LV QR ORQJHU DEOH WR SU

1RW DOO DOWHUQDWH VLWHV DUH FUHDWHG HTXDO K
RUJDQL]DWLRQ FDQ XVH

e 8ROG VLWH?27KLV LV WKH PRVW EDVLF W\SH RI DOWH
RSHUDWH $ FROG VLWH E\ QRUPDO GHILQLWLRQ Gl
FRQILIXUDWLRQ GDWD IURP WKH SULPDU\ ORFDWLRC
KDUGZDUH VHW XS DQG LQ SODFH 7KH ODFN RI WKH
FKHDSHVW RSWLRQ EXW DOVR FROQWULEXWHV WR JU
LQIUDVWUXFWXUH ZLOO QHHG WR EH EXLOW DQG WK

e :DUP VLWH?27KLV LV WKH PLGGOH RI WKH URDG RSWL
DQG RXWDJH WLPH $ ZDUP VLWH W\SLFDOO\ KDV VR
ZLWK RWKHU LWHPV VXFK DV SRZHU DQG ,QWHUQHW
QRW WR WKH GHJUHH WKDW WKH SULPDU\ VLWH KDV
EDFNXSV RQ KDQG WKRXJK WKH\ PD\ EH RXW RI GDV



e +RW VLWH?27KLV LV WKH WRS RSWLRQ DV IDU DV FDS
DQG WKH JUHDWHVW H[SHQVH 7KLV W\SH RI VLWH W
VIQFKURQL]DWLRQ ZLWK WKH SULPDU\ VLWH XS WR \
SULPDU\ VLWH 7KH VHWXS UHTXLUHV D KLJK GHJUHI
QHWZRUN OLQNV DQG RWKHU VA\VWHPV DQG VHUYLFF
OHYHO RI FRPSOH[LW\ DGGV WR WKH H[SHQVH RI WK
VXEVWDQWLDOO\ UHGXFHG RU HOLPLQDWHG GRZQV

%HIRUH DQ DOWHUQDWH VLWH FDQ ZRUN KRZHYHU W
WKLV EDFNXS PXVW EH NHSW VHFXUH EHFDXVH LW FR(
FOLHQWYV DQG LWV LQIUDVWUXFWXUH %DFNXSV VKRX
NHSW ERWK RQVLWH DQG RIIVLWH WR JLYH RSWLPDO ¢
EH VWRUHG RQ VHSDUDWH PHGLD DQG LGHDOO\ LQ D C
WKHVH EDFNXSV DUH HQFU\SWHG IRU IXUWKHU SURWH
2WKHU VDIHIJIXDUGYVY VKRXOG EH WDNHQ WR SURWHFW \
VXFK DV ILUH ITORRGV DQG HDUWKTXDNHYVY WR QDPH |

SHFRYHULQJ 6\VWHPV

6HFXUH UHFRYHU\ UHTXLUHV D QXPEHU RI LWHPV WR
UHTXLUHPHQW WR KDYH DQ DGPLQLVWUDWRU GHVLJQL
DGPLQLVWUDWRU PD\ FRPH WR \RX DV D WUDLQHG HPES
7KH\ PD\ DVN \RX WR IROORZ VSHFLILF VWHSYVY WKDW \|
ZKDW QHHGV WR EH UHVWRUHG $V LV WKH FDVH ZLWK
QHHG WR UHYLHZ WKH VWHSY DQG UHOHYDQFH RI WKH
QHFHVVDU\ RU DW OHDVW FRQVXOW ZLWK H[SHUWYV RC(C

30DQQLQJ IRU 'LVDVWHU DQG 5HFRYHU\

,Q RUGHU WR SURSHUO\ SODQ IRU GLVDVWHU UHFRYHL
VSHFLILFDOO\ ZKHUH WKH FRPSDQ\ VWDQGYV <RX QHH!
SUHSDUHGQHVV RI WKH RUJDQL]DWLRQ DQG XQGHUVW
SUHSDUHG

,Q RUGHU WR SURSHUO\ SODQ IRU GLVDVWHU UHFRYHL
JXLGHOLQHY DQG EHVW SUDFWLFHYV

e 2QFH \RXU RUJDQL]DWLRQ KDV HVWDEOLVKHG D %&3
UHJXODU WHVWLQJ DQG UHYLHZ &RQVLGHU FRQGXF
HYDOXDWH WKH HIILFDF\ RI WKH SODQ

e .| WKH FRPSDQ\ KDV QRW UHFHQWO\ WHVWHG WKH 't
&3V FRQVLGHU WKH XVH RI GULOOV DQG RWKHU V|
ZHOO WKH '53 IXQFWLRQV

e $O0zZD\V FRQVLGHU DQG HYDOXDWH WKH SURSHU UHG
UHVRXUFHY /RRN IRU DGHTXDWH SURWHFWLRQ IRU



RWKHU GHYLFHYVY LQ WKH HYHQW WKH\ DUH QHHGHG

e &4 KHFN ZLWK DOO FULWLFDO VHUYLFH SURYLGHUV W|
SUHFDXWLRQV WR JXDUDQWHH WKDW WKH VHUYLFH\

e &KHFN IRU WKH H[LVWHQFH RU WKH DELOLW\ WR RE\
(QVXUH WKDW WKH GHYLFHV DUH QRW RQO\ DSSURS!
TXLFNO\ LQ DQ HPHUJHQF\

e (YDOXDWH DQ\ H[LVWLQJ 6/$V FXUUHQWO\ LQ SODFH
DFFHSWDEOH GRZQWLPH

e (VWDEOLVK PHFKDQLVPV IRU FRPPXQLFDWLRQ WKDW
ZKLFK PD\ EH XQDYDLODEOH 6XFK FRPPXQLFDWLRQ
DFFRXQW WKDW SRZHU PD\ EH XQDYDLODEOH

e (QVXUH WKDW WKH RUJDQL]DWLRQTYVY GHVLJQDWHG K

e  GHQWLI\ DQG GRFXPHQW DQ\ DQG DOO SRLQWV RI I
UHGXQGDQF\ PHDVXUHV WKDW KDYH EHHQ SXW LQ S

e (QVXUH WKDW WKH FRPSDQ\fV UHGXQGDQW VWRUDJ|

20FH WKH LQFLGHQW UHVSRQVH SURFHVV KDV EHHQ G
WXUQ \RXU DWWHQWLRQ WR WKH FROOHFWLRQ RI HYL
LOQYROYHG LQ WKLV SURFHVV LW LV SRVVLEOH WKDW
FRQVXOWDQWY IRU WKLV WDVN

,Q PDQ\ FDVHV FRPSDQLHV ZLOO KDYH VSHFLDOO\ WUTL
FROQOWUDFWHG WR UHVSRQG WR VHFEXULW\ LQFLGHQWYV
NQRZ ZKLFK LW LV RU DW WKH YHU\ OHDVW ZKR WR FR

(YLGHQFH &ROOHFWLRQ 7THFKQLTXHV

3URSHU FROOHFWLRQ RI HYLGHQFH LV HVVHQWLDO DV
EHVW OHIW WR SURIHVVLRQDOV ,Q DGGLWLRQ ZKHQ |
PDQGDWRU\ WR KDYH WUDLQHG SURIHVVLRQDOV LQYR
\RX VKRXOG QRW GLVWXUE WKH FULPH VFHQH UDWKH
LQ FKDUJH IRU JXLGDQFH RQ KRZ WR SURFHHG 7KH Sl
PHWKRGLFDO DQG GHIHQVLEOH SURFHVYVY RI FROOHFWI
SURFHVYV LV EHVW OHIW WR WKRVH SURIHVVLRQDOV W
LODGYHUWHQWO\ GDPDJH HYLGHQFH LQ VXFK D ZD\ Wk
LQGHIHQVLEOH LQ FRXUW 7UDLQHG SHUVRQQHO ZLOO
SURSHUO\ FROOHFW HYHU\WKLQJ UHOHYDQW

(YLGHQFH 7\SHYV

(YLGHQFH LV WKH NH\ WR SURYLQJ D FDVH DQG QRW I
EH WUHDWHG DV VXFK &ROOHFWLQJ WKH ZURQJ HYLG
KDYH DQ XQWROG LPSDFW RQ \RXU FRPSDQ\YVY FDVH Z



/DEOHOLVWY VRPH RI WKH GLITHUHQW W\SHV RI HYLGF
PDNHV HDFK XQLTXH

/DEOH 7\SHV RI HYLGHQFH

(YLGHQFH '"HVFULSWLRQ

%YHVW 7KH EHVW HYLGHQFH LV FDWHJRU\ HYLGHQFI
LQ DQ\ FRXUW RI ODZ 7KH H[LVWHQFH RI EH
WR XVH DQ\ FRSLHVY RI WKH VDPH HYLGHQFH

6HFRQGDU\ 6HFRQGDU\ HYLGHQFH LV D FRS\ RI WKH
VXFK DV EDFENXSVY DQG GULYH LPDJHV 7KLV |
EH DGPLVVLEOH LQ D FRXUW RI ODZ DQG LV
WKH LWHP H[LVWYV

'‘LUHFW ‘'LUHFW HYLGHQFH LV UHFHLYHG DV WKH
LQGLYLGXDO 7KLV LQGLYLGXDO FRXOG KDYt
RI REVHUYDWLRQ (YLGHQFH LQ WKLV FDWHJ
EDVHG RQ LWV H[LVWHQFH

&RQFOXVLYH &RQFOXVLYH HYLGHQFH LQFOXGHV WK
HYLGHQFH LV FRQVLGHUHG VR VWURQJ WKD\
HYLGHQFH W\SHV E\ LWV H[LVWHQFH

2SLQLRQ 2SLQLRQ HYLGHQFH LV GHULYHG IURP DG
HYLGHQFH LV GLYLGHG LQWR WKH IROORZLQ
EDVHG RQ NQRZQ IDFWV H[SHULHQFH DQG [
H[SHUW$Q\ HYLGHQFH WKDW LV GHULYHG IL
QRQ H[SHUW LQ WKH ILHOG

&RUURERUDWLYH &RUURERUDWLYH HYLGHQFH LV REW
VXSSRUWLYH LQ QDWXUH 7KLV W\SH RI HYLC(
LV XVHG WR EROVWHU WKH VWUHQJWK RI RW

&LUFXPVWDQWLDO &LUFXPVWDQWLDO HYLGHQFH FDQ |
XQOLNH FRUURERUDWLYH HYLGHQFH LW LV K

&KDLQ RI &XVWRG\

'KHQ FROOHFWLQJ HYLGHQFH WKH FKDLQ RI FXVWRG\
RI FXVWRG\ GRFXPHQWY WKH ZKHUHDERXWY Rl WKH H
WLPH LW LV SUHVHQWHG LQ FRXUW DQG WKHQ ZKHQ L
FKDLQ LV HVYVHQWLDO EHFDXVH DQ\ EUHDN LQ WKH FK
DW DQ\ SRLQW FDQ UHVXOW LQ D FDVH EHLQJ WKURZQ
HYHU\ GHWDLO DERXW WKH HYLGHQFH IURP KRZ LW Z|

$ FKDLQ RI FXVWRG\ FDQ EH WKRXJKW RI DV HQIRUFLC
SRLQWYV ZLOO HQVXUH WKDW \RX IRFXV RQ KRZ LQIRU]I

e :KDW HYLGHQFH KDV EHHQ FROOHFWHG"



+RZ 2DV WKH HYLGHQFH REWDLQHG"

'KHQ 2DV WKH HYLGHQFH FROOHFWHG"

KR KDV KDQGOHG WKH HYLGHQFH"

KDW UHDVRQ GLG HDFK SHUVRQ KDYH IRU KDQGOLQ
e :<KHUH KDV WKH HYLGHQFH WUDYHOHG DQG ZKHUH Z|

$OVR UHPHPEHU LI \RX DUH LQYROYHG WR NHHS WKH
DOO WLPHV (YHU\ WLPH DQ\ HYLGHQFH LV KDQGOHG E
UHFRUG WR UHIOHFW WKLV <RX PD\ EH DVNHG DW VRF
RU WKDW LW ZDV FROOHFWHG IURP \RX WKLV ZRXOG |
UHJDUG WR WKH FKDLQ RI FXVWRG\ 7KLV LQIRUPDWLR
WKH HYLGHQFH DFWXDOO\ FRQVLVWY RI ZKHUH LW RU
LPSRUWDQW WKDW QR JDSV H[LVW DW DQ\ SRLQW

JRU DGGHG OHJDO SURWHFWLRQ HYLGHQFH FDQ EH YIL
WKDW LW KDV QRW EHHQ DOWHUHG ,GHDOO\ WKH HYL
VDPH HYLGHQFH \RX SUHVHQW LQ FRXUW

SHPHPEHU D YHULILDEOH RU QRQ YHULILDEOH FKDLQ

5XOHV RI (YLGHQFH

$O00 HYLGHQFH QR PDWWHU WKH W\SH PD\ QRW EH D(
SUHVHQWHG LQ FRXUW XQOHVV FHUWDLQ UXOHYV DUH
DKHDG RI WLPH 7KH ILYH UXOHV RI HYLGHQFH SUHVH(
QRW FRQVLVWHQW DFURVV MXULVGLFWLRQV

e SHOLDEOH?27KH HYLGHQFH SUHVHQWHG LV FRQVLVWE

e 3UHVHUYHG?2&KDLQ RI FXVWRG\ FRPHVY LQWR SOD\ DC
WKH SUHVHUYDWLRQ RI WKH HYLGHQFH LQ TXHVWLR

e S HOHYDQW?27KH HYLGHQFH GLUHFWO\ UHODWHV WR \

e 3URSHUO\ LGHQWLILHG25HFRUGY FDQ SURYLGH SURS
LGHQWLILFDWLRQ RI WKH HYLGHQFH

e /HIDOO\ SHUPLVVLEOH?27KH HYLGHQFH LV GHHPHG E\
IRU WKH FRXUW DQG FDVH DW KDQG

SHFRYHULQJ IURP D 6HFXULW\ ,QFLGHQW

'KHQ D VHFXULW\ LQFLGHQW KDSSHQV DQG LW ZLOO kK
UHVWRUH EXVLQHVY RSHUDWLRQV DV TXLFNO\ DQG HI
DQG SRVVLEO\ \RXU WHDP WR FRUUHFWO\ DVVHVV WK*#
WKHQ LQLWLDWH WKH UHFRYHU\ SURFHVV )URP WKH V
WKH RUJDQL]DWLRQ SUHVXPDEO\ KDV EHHQ RSHUDWLC



QHHG WR UHFRYHU WKH VA\VWHPY DQG HQYLURQPHQW
EXVLQHVY RSHUDWLRQV 2WKHU NH\ UHTXLUHPHQWYV D
KDSSHQHG DQG WKH DELOLW\ WR FRPPXQLFDWH ZLWK

SHSRUWLQJ D 6HFXULW\ ,QFLGHQW

2Q0FH DQ LQFLGHQW KDV EHHQ UHVSRQGHG WR DQG D
GDPDJH DQG VWDUW WKH FOHDQXS WKH UHTXLUHG SO
ZLOO EH UHVSRQVLEOH IRU JHWWLQJ WKH EDOO UROO
SURFHVV RU RWKHU UHTXLUHPHQWY DV QHFHVVDU\

KHQ FRQVLGHULQJ KRZ WR UHSRUW D VHFEXULW\ LQFL
NHHSLQJ LQ PLQG DQG FDQ SURYH KHOSIXO DW WKH W

$GKHUH WR NQRZQ EHVW SUDFWLFHVY DQG JXLGHOLQ
KHVH EHVW SUDFWLFHY DQG JXLGHOLQHYV ZLOO GH'
LPSOHPHQW ORVV FRQWURO DV QHFHVVDU\

KHUHYHU IHDVLEOH UHIHU WR SUHYLRXVO\ HVWDEO
GHVFULEHG LQ WKH FRPSDQ\ ,53 7KH ,53 VKRXOG L(C
UHSRUW DQG ZKR WR UHSRUW WR )XUWKHUPRUH W
JXLGHOLQHV IRU SXWWLQJ WKH UHSRUW WRJHWKHU
DFWXDOO\ XVDEOH E\ LWV LQWHQGHG DXGLHQFH

&RQVLGHU WKH VLWXDWLRQV ZKHUH LW LV QHFHVVE
HQIRUFHPHQW LQ DGGLWLRQ WR WKH FRPSDQ\ RIILF

&RQVLGHU WKH VLWXDWLRQV DQG FRQGLWLRQV DER
EH UHSRUWHG WR UHJXODWRU\ ERGLHY DV UHTXLUH

,Q VLWXDWLRQV ZKHUH VHFXULW\ LQFLGHQWY DUH
LQ WKH FRPSDQ\ LQFLGHQW UHSRUW

'XULQJ WKH SUHSDUDWLRQ RI D VHFXULW\ LQFLGHQW !
WR GHWDLO bDQG GHVFULEH WKH LQFLGHQW 7KH IROO

$ WLPHOLQH RI WKH HYHQWYV RI WKH VHFXULW\ LQFL
GXULQJ WKH SURFHVYV

$ ULVN DVVHVVPHQW WKDW LQFOXGHYV H[WHQVLYH G
DIWHU WKH VHFEXULW\ LQFLGHQW RFFXUUHG

$ GHWDLOHG OLVW RI DQ\ DQG DOO ZKR WRRN SDUW
UHVROXWLRQ LI WKLV KDV RFFXUUHG RI WKH VHEFX
HYHU\ SHUVRQ ZKR WRRN SDUW LQ WKLV SURFHVV U
XQLPSRUWDQW WKHLU UROH PD\ EH SHUFHLYHG

"‘"HWDLOHG OLVWLQJ RI WKH PRWLYDWLRQV IRU WKH
SURFHVV 'RFXPHQW WKHVH DFWLRQV LQ D IRUPDW
ZKDW IDFWRUV OHG WR WKH GHFLVLRQ WR WDNH WK



e SHFRPPHQGDWLRQ DV WR ZKDW FRXOG EH GRQH WR
ZKDW FRXOG EH GRQH WR UHGXFH DQ\ GDPDJH WKDV

e /ZR VHFWLRQV LQ WKH UHSRUW WR HQVXUH WKDW L
ORQJ IRUPDW UHSRUW WKDW LQFOXGHYV VSHFLILF Gt
VHEXULW\ LQFLGHQW O6HFRQG LQFOXGH DQ H[HFXW
OHYHO VKRUW IRUPDW GHVFULSWLRQ RI ZKDW RFFX

(WKLFV DQG WKH /DZ

$V DQ HWKLFDO KDFNHU \RX QHHG WR EH DZDUH RI W
L JORUDQFH RU ODFN Rl XQGHUVWDQGLQJ Rl WKH ODZ ¢
\RX RXW Rl EXVLQHVV2RU HYHQ LQ SULVRQ ,Q IDFW X
VHULRXV HQRXJK WR JHW \RX SURVHFXWHG LQ VHYHUI
RUHYHQ FRXQWULHY GXH WR WKH KLJKO\ GLVWULEXW
SURVHFXWLRQ RI D FULPH FDQ DOVR EH GLIILFXOW FR
LQ SOD\ $ PL[ Rl FRPPRQ PLOLWDU\ DQG FLYLO ODZ |
OHJDO V\WVWHP WR EH VXFFHVVIXO LQ DQ\ PRYH WRZD!I

$V DQ HWKLFDO KDFNHU \RX PXVW DOVR REH\ WKH &R
2QH WKLQJ WR UHPHPEHU WKRXJK DERXW HWKLFV LV )
YLRODWLQJ D ODZ EUHDNLQJ D FRGH RI HWKLFV ZRQY
RWKHU DFWLRQV VXFK DV JHWWLQJ GHFHUWLILHG

( )

%:_: '"HSHQGLQJ RQ ZKHQ DQG ZKHUH \RXU WHVWIL!

A

IRU \RX WR EUHDN UHOLJLRXV ODZV $OWKRXJK \RX [F
VRPHWKLQJ WKDW \RX VKRXOG EH DZDUH RI2\RX QHY
EUHDN

- J

$0ZD\V HQVXUH WKDW \RX H[HUFLVH WKH XWPRVW FDL
SURSHU VDIHW\ DQG DYRLG OHJDO LVVXHV :KHQ \RXU
ZLWK \RXU LQSXW WRJIJHWKHU \RX PXVW SXW WKH FRQ
SRLQWV ZKHQ GHYHORSLQJ D FRQWUDFW DQG HVWDEO

7UXVMH FOLHQW LV SODFLQJ WUXVW LQ \RX WR XVH S
SHQHWUDWLRQ WHVW I \RX EUHDN WKLV WUXVW LW
DV WKH UHVXOWYV RI WKH WHVW

/[HIDO ,PSOLFDWHDN\VLQJ D OLPLW SODFHG RQ D WHVW
FOLHQW WR WDNH OHJDO DFWLRQ DJDLQVW \RX

7KH IROORZLQJ LV D VXPPDU\ RI ODZV UHJXODWLRQV
EDVLF NQRZOHGJH RI

J 28 6 &RGH Rl )DLU ,QIRUPDWLRQ 3UDFWLFHV JRY}




SHUVRQDO LQIRUPDWLRQ E\ GDWD V\VWHPV VXFK DV

28 6 3ULYDF\ $FW JRYHUQV WKH KDQGOLQJ RI SHL
JRYHUQPHQW

28 6 OHGLFDO &RPSXWHU &ULPH $FW DGGUHVVHYV
PHGLFDWLRQ GDWD

DPHQGHG LQ 28 6 &RPSXWHU )UDXG DQG $EX
DOWHULQJ GDPDJLQJ RU GHVWUR\LQJ LQIRUPDWLR
FRPSXWHU SDVVZRUGV LI LW DIIHFWV LQWHUVWDWH
XQDXWKRUL]JHG DFFHVV WR JRYHUQPHQW FRPSXWHU

28 6 (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW
LOQOWHUFHSWLRQ RI PHVVDJH FRQWHQWYV ZLWKRXW G
VI\VWHPYV

28 6 &RPPXQLFDWLRQV $VVLVWDQFH IRU /DZ (QIR
FRPPXQLFDWLRQV FDUULHUV WR PDNH ZLUHWDSV SF

28 6 .HQQHG\ .DVVHEDXP +HDOWK ,QVXUDQFH DQ¢
+,3%$ ZLWK DGGLWLRQDO UHTXLUHPHQWYV DGGHG L
LVVXHV Rl SHUVRQDO KHDOWKFDUH LQIRUPDWLRQ S
SQLWHG BWDWHV

28 6 1DWLRQDO ,QIRUPDWLRQ ,QIUDVWUXFWXUH 2

DV SDUW RI 3XEOLF /DZ LW DPHQGHG WKH «
ZKLFK LV FRGLILHG LQ 8 6 & T /KLY DFW DGGL
FRQILGHQWLDOLW\ LQWHJULW\ DQG DYDLODELOLW\
HQFRXUDJH RWKHU FRXQWULHY WR DGRSW D VLPLOIL
DSSURDFK WR DGGUHVVLQJ FRPSXWHU FULPH LQ WK
LQIUDVWUXFWXUH

26DUEDQHV2[OH\ $FW 62; RU 6DU%R[ LV D ODZ S
SXEOLF FRPSDQLHYVY UHODWLQJ WR ILQDQFLDO LQIRU

2)HGHUDO ,QIRUPDWLRQ 6HFXULW\ ODQDJHPHQW $
SURWHFW WKH VHFEXULW\ RI LQIRUPDWLRQ VWRUHG
IHGHUDO OHYHO



6 XPPDU\

'KHQ EHFRPLQJ DQ HWKLFDO KDFNHU \RX PXVW GHYH(
PLOG VHW 7KURXJK D UREXVW DQG HIIHFWLYH FRPELC
DQG SK\WLFDO PHDVXUHV RUJDQL]DWLRQV KDYH OHDL
KHDG RIl PDMRU SUREOHPVY WKURXJK GHWHFWLRQ DQC
SULYDWH QHWZRUNV 931V FU\SWRJUDSKLF SURWRFR
LOQWUXVLRQ SUHYHQWLRQ V\VWHPV ,36V DFFHVV FRC(
DQG RWKHU GHYLFHV KDV KHOSHG VHFXULW\ EHFRPH |
WKH QHHG IRU YLJLODQFH $GPLQLVWUDWLYH FRXQWH
RWKHU UXOHVY KDYH DOVR EHHQ VWUHQJWKHQHG DQG
PHDVXUHV LQFOXGH GHYLFHV VXFK DV FDEOH ORFNYV

VLPLODU GHYLFHV <RXU QHZ UROH DV DQ HWKLFDO KI
PDQ\ PRUH

$V DQ HWKLFDO KDFNHU \RX PXVW NQRZ QRW RQO\ WK
DOVR KRZ WR ILQG ZHDNQHVVHY DQG DGGUHVYV WKHP
XQGHUVWDQG WKH ODZV DQG HWKLFV LQYROYHG DQG
WKH YDOXH RI JHWWLQJ WKH SURSHU FRQWUDFWYV LQ

+DFNLQJ WKDW LV QRW SHUIRUPHG XQGHU FRQWUDFW
%\ LWV YHU\ QDWXUH KDFNLQJ DFWLYLWLHV FDQ HDVI
PXOWLSOH OHJDO MXULVGLFWLRQV %UHDNLQJ RXW R/
SUREOHPVY DQG EHFRPH D FDUHHU HQGLQJ EOXQGHU



([DP (VWVHQWLDOV

.QRZ WKH SXUSRVH RI DQ HWWKAFO & KXPNFNWHUYV SHUIRU
D WDUJHW g oAWK WKH H[SOLFLW SHUPLVVLRQ RI WKH
SHUPLVVLRQ LV D YLRODWLRQ RI HWKLFVY DQG WKH OD

. QRZ WKH GLITHUHQFH EHWZHHQ EODFN ZKLWRZDQKEHJ!
GLITHUHQFHYV LQ WKH W\SHV RI WHVWV \RX FDQ RIIHU
1RW DOO WHVWYV DUH WKH VDPH QRU ZLOO WKH\ \LHOC
\RXU FOLHQWYV H[SHFWDWLRQV DUH VR \RX FDQ FKRR

8QGHUVWDQG \RXWoWWDMXIHWVRX NQRZ ZKDW WKH FOLHC(
SHQ WHVW HDUO\ LQ WKH SURFHVYVY 7KH FOLHQW PXVW
WKH\ DUH WU\LQJ WR DFFRPSOLVK DV D UHVXOW RI \R

8QGHUVWDQG WKH &RAHHRY XWHLARWY NQRZ ZKDW LV UHT
EHKDYLRU ZKHQ \RX EHFRPH D &(+ 9LRODWLRQV RI Wk
GHFHUWLILHG E\ WKH (& &4RXQFLO LI VHULRXV HQRXJK

.QRZ \RXU RSSRQHQBMWVWDQG WKH GLIIHUHQFHV EHW:
KDFNHUV <RX VKRXOG NQRZ ZKDW PDNHV D JUD\ KDW
KDFNHU DV ZHOO DV WKH GLIIHUHQFHYV EHWZHHQ DOC

.QRZ \RXU WRROV DQGHN&EHWPN[DP LV GUHQFKHG ZLWK \
WKDW FDQ HOLPLQDWH HYHQ WKH PRVW VNLOOHG WH)
LV HYHQ WDONLQJ DERXW )DPLOLDUL]H \RXUVHOI ZLW
WKH QDPHV RI WKH GLITHUHQW WRROV RQ WKH H[DP






SHYLHZ 4XHVWLRQV

, ] \RX KDYH EHHQ FRQWUDFWHG WR SHUIRUP DQ DW
W\SH RI KDFNHU"

$ :KLWH KDW

% *UD\ KDW

& %ODFN KDW
SHG KDW

KLFK RI WKH IROORZLQJ GHVFULEHY DQ DWWDFNHL
WR D FDXVH"

$ 7HUURULVW
% &ULPLQDO
& +DFNWLYLVW
" B6FULSW NLGGLH
KDW OHYHO RI NQRZOHGJH DERXW KDFNLQJ GRHV [
$ /RZ
% S$YHUDJIH
& +LJK
' $GYDQFHG
KLFK RI WKH IROORZLQJ GRHVY DQ HWKLFDO KDFNHI
$ 7UDLQLQJ
% 3HUPLVVLRAQ
& 30DQQLQJ
1IRWKLQJ
$ ZKLWH ER[ WHVW PHDQV WKH WHVWHU KDV ZKLFK
$ 1R NQRZOHGJIH
% O6RPH NQRZOHGJH
& &RPSOHWH NQRZOHGJH
SHUPLVVLRQ

KLFK RI WKH IROORZLQJ GHVFULEHV D KDFNHU ZKR
RU SXQLVKHG"

$ +DFNWLYLVW



% 7HUURULVW
& &ULPLQDO
6XLFLGH KDFNHU
'KDW LV D FRGH Rl HWKLFV"
$ $ ODZ IRU H[SHFWHG EHKDYLRU
% $ GHVFULSWLRQ RI H[SHFWHG EHKDYLRU
& $ FRUSRUDWH SROLF\
$ VWDQGDUG IRU FLYLO FRQGXFW
7KH JURXS $QRQ\PRXV LV DQ H[DPSOH RI ZKDW"
$ 7HUURULVWYV
% 6FULSW NLGGLHV
& +DFNWLYLVWYV
' *UD\ZDUH
&RPSDQLHV PD\ UHTXLUH D SHQHWUDWLRQ WHVW IR
$ /HIJDO UHDVRQV
% S5HJXODWRU\ UHDVRQV
& 7R SHUIRUP DQ DXGLW
' 7R PRQLWRU QHWZRUN SHUIRUPDQFH
:KDW VKRXOG D SHQWHVWHU GR SULRU WR LQLWLD\
$ 30DOQ
% 6WXG\ WKH HQYLURQPHQW
& *HW SHUPLVVLRQ
6WXG\ WKH FRGH RI HWKLFV
'KLFK Rl WKH IROORZLQJ EHVW GHVFULEHV ZKDW D
$ 'HIDFHV ZHEVLWHV
% 3HUIRUPV VRFLDO HQJLQHHULQJ
& +DFNV IRU SROLWLFDO UHDVRQV
+DFNV ZLWK EDVLF VNLOOV
'KLFK Rl WKH IROORZLQJ EHVW GHVFULEHV ZKDW D
$ +DFNV ZLWK SHUPLVVLRQ
% +DFNV ZLWKRXW VWHDOWK



& +DFNV ZLWKRXW SHUPLVVLRQ
+DFNV ZLWK VWHDOWK

KLFK W\SH RI KDFNHU PD\ XVH WKHLU VNLOOV IRU
GLITHUHQW WLPHV"

$ :KLWH KDW
% *UD\ KDW
& %ODFN KDW
6XLFLGH KDFNHU

KDW VHSDUDWHY D VXLFLGH KDFNHU IURP RWKHU I
$ $ GLVUHJIDUG IRU WKH ODZ
% $ GHVLUH WR EH KHOSIXO
& 7KH LQWHQW WR UHIRUP
' $ ODFN RI IHDU RI EHLQJ FDXJKW

KLFK RI WKH IROORZLQJ ZRXOG PRVW OLNHO\ HQJCL
UHVHDUFK"

$ :KLWH KDW
% *UD\ KDW
& %ODFN KDW
' B6XLFLGH KDFNHU
9XOQHUDELOLW\ UHVHDUFK GHDOV ZLWK ZKLFK RI V
$ $FWLYHO\ XQFRYHULQJ YXOQHUDELOLWLHYV
% 3DVVLYHO\ XQFRYHULQJ YXOQHUDELOLWLHYV
& 7HVWLQJ WKHRULHYV
$SSO\LQJ VHFXULW\ JXLGDQFH
+RZ LV EODFN ER[ WHVWLQJ SHUIRUPHG"
$ :LWK QR NQRZOHGJH
% :LWK IXOO NQRZOHGJH
& :LWK SDUWLDO NQRZOHGJH
%\ D EODFN KDW
$ FRQWUDFW LV LPSRUWDQW EHFDXVH LW GRHV ZKEL
$ *LYHV SHUPLVVLRQ



% *LYHV WHVW SDUDPHWHUYV
& *LYHV SURRI
*LYHV D PLVVLRQ
:KDW GRHV 72( VWDQG IRU"
$ 7DUJHW RI HYDOXDWLRQ
% 7LPH RI HYDOXDWLRQ
& 7\SH RI HYDOXDWLRQ
7HUP RI HYDOXDWLRQ
'KLFK Rl WKH IROORZLQJ EHVW GHVFULEHV D YXOQtF
$ $ ZRUP
% $ YLUXV
& $ ZHDNQHVYV
' $ URRWNLW






&KDSWHU
6\WWHP )XQGDPHQWDOV

&(+ (:$0 2%-(&7,9(6 &29(5(' ,1 7+,6 &+$37(5
v/, %DFNJURXQG
$ IHWZRUNLQJ WHFKQRORJLHYV
& 6\WWHP WHFKQRORJLHV
' 7JUDQVSRUW SURWRFROV
* 7THOHFRPPXQLFDWLRQV WHFKQRORJLHYV
+ %DFNXS DQG UHVWRUH
., BHFXULW\
$ 6\WWHPV VHFXULW\ FRQWUROYV
% $SSOLFDWLRQ ILOHVHUYHU
& JLUHZDOOV
( 1HWZRUN VHFXULW\
2 7UXVWHG QHWZRUNYV
3 9XOQHUDELOLWLHYV
v/ ,9 7TRROV 6\WWHPV 3URJUDPYV
* %RXQGDU\ SURWHFWLRQ DSSOLDQFHYV
+ 1HWZRUN WRSRORJLHYV
v/, BXEQHWWLQJ
'RPDLQ 1DPH 6\WWHP '16
/| 5RXWHUV PRGHPV VZLWFKHYV
2 2SHUDWLQJ HQYLURQPHQWYV
v/ 9 3URFHGXUHV OHWKRGRORJ\
* 7&3 ,3 QHWZRUNLQJ

v



(YHU\ VNLOO VHW FRPHV ZLWK D KLVWRU
WKRVH IRXQGDWLRQDO FRQFHSWVY WKDW DOORZ \RX W
DUH DERXW WR HPEDUN RQ D MRXUQH\ WKURXJK RQH I
DQG WUXH LQYHVWPHQW LQ WKH PDWHULDO FDQ LPSU
FDUHHU DQG \RXU RGGV RI SDVVLQJ WKH &(+ H[DP 7K
XQGHUVWDQGLQJ WKRVH NH\ IXQGDPHQWDO FRQFHSW:'
PRUH FRPSOH[ VXEMHFWYV FDQ ILUPO\ UHVW

,Q WKLV FKDSWHU \RXfOO GHOYH LQWR VRPH EDVLF F
DGPLQLVWUDWRUYV DQG QHWZRUN DGPLQLVWUDWRUV \
IXQGDPHQWDOV DUH FULWLFDO WR EXLOGLQJ D VROLC
FRPH <RXJOO OHDUQ DERXW NH\ FRQFHSWV VXFK DV '
VXEQHWWLQJ QHWZRUN DSSOLDQFHV DQG GHYLFHV F
FOLHQW V\VWHP FRQFHSWYV DQG DUFKLWHFWXUHV (YF
URDG " :HOO FRQVLGHU WKLV D EXUQRXW DFURVV D T
GHYRXU WKLV PDWHULDO



([SORULQJ 1HWZRUN 7RSRORJLHYV

'KHWKHU \RX DUH D YHWHUDQ RU D QRYLFH?RU MXVW |
QHWZRUNLQJ WHFKQRORJLHYVY LV KHOSIXO DQG DQ LPS
DQG GHIHQVHV WKDW ZHT0OO H[SORUH ODWHU RQ

I1HWZRUN WRSRORJLHV UHSUHVHQW WKH SK\VLFDO VL
IRXQGDWLRQ RI RXU RYHUDOO VA\VWHP %HIRUH ZH HJS
XQGHUVWDQG LV WKDW \RX PXVW FRQVLGHU WZR RSSF
WKH SK\VLFDO OD\RXW RI WKH QHWZRUN DQG WKH OR.
OD\RXW RI D QHWZRUN UHODWHY GLUHFWO\ WR WKH Z
RI WKH FRPPRQ OD\RXWV ZHYOO FRYHU DUH WKH EXV
7KH ORJLFDO OD\RXW RI WKH QHWZRUN HTXDWHYV WR \
WKH VWXII \RX FDQTW UHDGLO\ VHH RU WRXFK RU WK
JHW WR WKH ORJLFDO VLGH EXW ILUVW OHWTTYVY EUHDN

%XWKH EXV WRBRORJOD\V RXW DOO FRQQHFWLQJ QRG
DV WKH FRPPRQ EDFNERQH FRQQHFWLRQ IRU DOO FRQ
WUDQVSRUW RI WKH VDPH QDPH VLJQDOV JHW RQ WU
LV WKH FRPPRQ OLQN WR DOO GHYLFHV DQG FDEOHV

YXOQHUDELOLW\ DOO FRQQHFWLYLW\ LV ORVW LI WKF
HQYLVLRQ WKLV YXOQHUDELOLW\ LV WR WKLQN RI WKI
FRPSOHWHO\ RXW ZKHQ RQH OLJKW EXUQV RXW RU LV
IRUP LQ WRGD\TV QHWZRUNV WKH FRQFHSW VWLOO D¢

JLIXUH %XV WRSRORJ\

SLQHPLQI WRSHRORIUHWUH DV WUXH WR WKHLU QDPHYV |
WKH EDFNERQH RU FRPPRQ FRQQHFWRU RI WKH QHWZ
OD\RXWV XVH D FRQFHQWULF FLUFOH GHVLJQ WR SUR"



RU QRGH DWWDFKHV WR WKH ULQJ DQG GHOLYHUV SDF
DYDLODELOLW\ RI WKH W RMKBXQU I \D \RKQFBIQ W H HFLIBL U F C
UHGXQGDQF\ WKRXJK D JRRG LGHD D UHGXQGDQW VH
WR IXQFWLRQ SURSHUO\ 7KH UHGXQGDQW ULQJ DUFKL
JLEHU 'LVWULEXWHG 'DWD ,QWHUIDFH )',

Ring Topology

JLIXUH 5LQJ WRSRORJ\

6 WDAKH VWDU) OIX\BXWY RQH RI WKH PRVW FRPPRQ EHF
DQG LVRODWLRQ RI FRQQHFWLYLW\ SUREOHPV VKRXO(
PXOWLSOH QRGHV WR D FHQWUDOL]HG QHWZRUN GHYL
DV ORRNLQJ OLNH DQ ROG VW\OH ZDJRQ ZKHHO RU WK
FHOQWHUSLHFH RI WKH ZKHHO DQG WKH VSRNHV RI WK
FRXOG EH D KXE RUD VZLWFK DV ORQJ DV LW DFWYV D
VWDU WRSRORJ\ 6WDUV DUH SRSXODU IRU QXPHURXYV
EHHQ LWV UHVLVWDQFH WR RXWDJHV 8QOLNH QRGHYV
VWDU FDQ JR RIIOLQH ZLWKRXW DIIHFWLQJ RWKHU QR
HYHU\WKLQJ WRIJHWKHU IDLOV WKHQ WKH QHWZRUN Z



JLIXUH 6WDU WRSRORJ\

OHVK$ PHVK WRBRIXRH LV HVVHQWLDOO\ D ZHE RI FDEC
FOLHQWYV RU QRGHV WR HDFK RWKHU W FDQ ORRN D
PDNH WURXEOHVKRRWLQJ D EHDU +RZHYHU WKLV VH)
VHUYLFHVY EHFDXVH RI LWV KLJK OHYHO RI UHGXQGDQ
QHWZRUN LQ WKH ZRUOG WKH ,QWHUQHW ZKLFK ZDV
DV RQH ODUJH PHVK QHWZRUN



JLIXUH OHVK WRSRORJ\

+\EUL&G6\EULG WRSRORJLHY DUH E\ IDU WKH PRVW FRPP
\RX HQFRXQWHU D SXUH VHWXS WKDW VWULFWO\ IROO
QHWZRUNV RI WRGD\ DUH FRPSOH[ DQG PXOWLIDFHWH
DUH WKH RIIVSULQJ RI PDQ\ DGGLWLRQVY DQG DOWHUD
ORJLVWLFDO FKDQJHV $ K\EULG OD\RXW FRPELQHV GL
LW WDNHV WKH EHVW RI RWKHU OD\RXWNJIRQBVXRZY R
SRVVLELOLW\



JLIXUH +\EULG WRSRORIJ\

~

é:’ *RQH DUH WKH GD\V ZKHQ DQ DWWDFNHU FRX
4 TE

RQ D QHWZRUN RQO\ WKURXJK WKH XVH RI YDPSLUH
URJXH ZLUHOHVYV DFFHVYVY SRLQWYV D ORVW VPDUWSK
ORJLFDOO\ SXW DQ\ KDFNHU ULJKW WKURXJK WKH |U

SK\VLFDO DFFHVYV

N

vww allitebooks.conl



http://www.allitebooks.org

'RUNLQJ ZLWK WKH 2SHQ 6\VWHPV ,QWl

1R QHWZRUN GLVFXVVLRQ RU QHWZRUN GHYLFH H[SOD
RYHUYLHZ RI WKH 2SHQ 6\WWHPV ,QWHUFRQQHFWLRQ

VHHP RYHUO\ FRPSOH[ LW GRHV KDYH YDOXH LQ RXU

LQIUDVWUXFWXUH DV \RX ZLOO VHH 7KH 26, PRGHO L
QHWZRUN SURWRFROV VRIWZDUH DQG V\VWHPV WR E
JXLGHOLQHV &RPPRQ JXLGHOLQHV DOORZ KLJKHU SUF
ORJLFDO WUDIILF IORZ ,Q RWKHU ZRUGV LI ZH DOO S
ZLWK DV IHZ HUURUV DV SRVVLEOH

7KH 26, PRGHO VKRZQ LQLWKWHHOKHHIW WHEGHQROD\HUV $)
HDFK OD\HUYV IXQFWLRQ NHHS LQ PLQG WKDW ZH DU}
(DFK OD\HU LV FRQQHFWHG WR WKH QH[W WKLV FRQFI
PRUH DGYDQFHG GDWD DQDO\VLYV

Application Layer

: Application
Presentation Layer
Y Layer
Session Layer
Transport Layer Host-to-Host Transport
Network Layer Internet Layer

Data Link Layer
Network Interface

Layer

Physical Layer

JLIXUH 26, 7&3 ,3 FRPSDUDWLYH PRGHO




( )

%:’ <RX PD\ DOUHDG\ KDYH VRPH H[SHULHQFH ZL\
A TE

, I \RX DUH LQ WKH ODWWHU JURXS \RX PD\ KDYH DY|F
VHHPV QRQ DSSOLFDEOH WR \RXU GD\ WR GD\ RSHUD'
LV HVVHQWLDO WR IXUWKHULQJ \RXU FDUHHU?2DQG W

J

é:’ 7KH &(+ H[DP ZLOO IRFXV RQ \RXU XQGHUVW
4 TE

DSSOLHV WR VSHFLILF DWWDFNV *HQHUDO NQRZOH
IORZ ZLWKLQ LW ZLOO KHOS \RX ILJXUH RXW ZKDW
PRGHO DV D UHIHUHQFH ZKHQ DQVZHULQJ TXHVWLR
KHOS GHWHUPLQH ZKDW WHFKQRORJLHV \RX DUH GHI

.

/ID\HU 3K\VEZRB®BK\VLFDO OD\HU FRQVLVWYVY RI WKH Sk
WKDW PDNH XS WKH LQIUDVWUXFWXUH RI RXU QHWZRL
FRQQHFWLRQV VXFK DV &DWHJRU\ H DQG 5- FRQQHF
OLJKW DQG UD\V ZKLFK SHUWDLQ WR PHGLD VXFK DV
HTXLSPHQW $WWDFN FRQVLGHUDWLRQV DUH DOLJQHG
$OWKRXJK QRW IODVK\ SK\VLFDO VHFXULW\ VWLOO EF
DQG UHDO ZRUOG VFHQDULRYV

( )

6WX[QHW

$ IHZ \HDUV DJR DQ LQWHUHVWLQJ OLWWOH ZRUP QD
ZUHDNLQJ KDYRF DQG GHVWUR\LQJ LQGXVWULDO HT
LPSRUWDQW KHUH WKH LOWHUHVWLQJ SDUW ZDV LQ
UHSOLFDWH RQ WKH ORFDO /$1 WKH RULJLQDO LQIHI
SULPDU\ YHFWRU ZDV DFWXDOO\ SK\VLFDO LQ QDWX|[L
RU SHUKDSVY DQ RXWVLGHU 7KH WDNHDZD\ LV QHYHU
FDQ RFFXU IURP D SXUHO\ SK\VLFDO SHUVSHFWLYH

- J

/ID\HU '‘DWD 7KK@GN'DWD /LQN OD\HU ZRUNV WR HQVXUH
RI HUURUV $W WKLV OD\HU GDWD LV FRQWDLQHG LQ
FROQWURO DQG OLQN HVWDEOLVKPHQW RFFXU DW WKL\
VXFK DV IRU (WKHUQHW DQG IRU :L )L

/ID\HU IHWZRKWHN1IHWZRUN OD\HU GHWHUPLQHYV WKH SI
GLITHUHQW IDFWRUVY DV GHILQHG E\ WKH SURWRFRO X'
URXWLQJ RI GDWD SDFNHWYV 7KLV OD\HU DOVR LQFOX:
,QIRUPDWLRQ 3URWRFRO 5,3 DQG WKH ,QWHULRU *DW
WKH NQRZ ZKHUH WR JR OD\HU




/ID\HU TUDQWVKRHUYWDQVSRUW OD\HU HQVXUHYV WKH WI
VXFFHVVIXO 7KLV IXQFWLRQ FDQ LQFOXGH HUURU FK
GDWD PHVVDJHV LQ VHTXHQFH $W WKLV OD\HU ZH ILQ
DQG WKH 8VHU 'DWDJUDP 3URWRFRO 8'3

/ID\HU 6HVVKRIQG6HVVLRQ OD\HU LGHQWLILHY HVWDEOI
GLITHUHQW QHWZRUN HQWLWLHY :KHQ \RX DFFHVV D \
FUHDWLQJ D VHVVLRQ EHWZHHQ \RXU FRPSXWHU DQG
PRQLWRUV DQG FRQWUROV VXFK FRQQHFWLRQV DOOR
GLITHUHQW UHVRXUFHYV &RPPRQ XVH LQFOXGHV 1HW%

( N

é:’ $V \RX SURJUHVV WKURXJK WKH FKDSWHUYV
4 TE

DWWDFN VXUIDFH UHVLGHV ZLWKLQ OD\HUYV DQG
SODFH RXWVLGH WKHVH OD\HUV .HHS WKLV LQ PLQG
DWWDFNV DW VSHFLILF OD\HUV RU ZKHQ WU\LQJ WR|.
LWV GHIHQVH 8QGHUVWDQGLQJ ZKDW WKH OD\HU D
D VSHFLILF DWWDFN ZRUNV DQG ZKDW LW PD\ EH WDI

. J

/ID\HU SUHVHQWMOHNREBKWVHQWDWLRQ OD\HU SURYLGHYV
XQGHUVWDQGDEOH E\ WKH QH[W UHFHLYLQJ OD\HU 7U
EH FRQVXPHG E\ WKH UHFHLYHU DQG FDQ RSWLRQDOO
6HFXUH 6RFNHWYVY /D\HU 66/

IDV\HU $SSOLFIXWMLRSBOLFDWLRQ OD\HU IXQFWLRQV D)\
XVHU DQG WKH VRIWZDUH SURFHVVHV ZLWKLQ WKH V\'
UHVRXUFHV $SSOLFDWLRQV DQG VRIWZDUH VXLWHV W
OD\HU &RPPRQ H[DPSOHV LQFOXGH SURWRFROV ZH LC
DQG +773

/ZR PQHPRQLFV WKDW , XVH WR UHPHPEHU WKH RUGH

e $O00 3HRSOH 6HHP 7R 1HHG 'DWD 3URFHVVLQJ ZKLFK
IURP WKH WRS GRZQ DV WKH ILUVW OHWWHU RI HD
SUHVHQWDWLRQ 6HVVLRQ 7UDQVSRUW 1HWZRUN ‘|

¢ 3OHDVH 'R 1RW 7THDFK 6WXSLG 3HRSOH $FURQ\PV ZK
RUGHU2WKDW LV ITURP WKH JURXQG XS

.QRZLQJ WKH RSHUDWLRQDO VHTXHQFH RI WKHVH OD\I
WURXEOHVKRRWLQJ WRRO %HLQJ DEOH WR WUDFN GD
ZLOO SURYH WR EH D XVHIXO VNLOO GXULQJ \RXU HJ[S(




&

%:’ 8VvVLQJ WKH 26, PRGHO DV D EDVLF IUDPHZRU
A TE

N

UHIHUHQFH WKDW ZLOO DSSO\ WR PDQ\ &(+ SURFHV\

EDFN WR D VSHFLILF OD\HU RU OD\HUV RI WKH 26, P

J

N



'LVVHFWLQJ WKH 7&3 ,3 6 XLWH

&RPSOHPHQWDU\ WR WKH 26, PRGHO LV WKH 7&3 ,3 SU
D GLUHFW RIIVKRRW EXW LWV D SURJUHVVLYH VWHS
(DFK OD\HU RI WKH 7&3 ,3 VXLWH PDSV WR RQH RU VH)
7&3 ,3 VXLWH LV LPSRUWDQW IRU SURWRFRO UHIHUHAQ
ZKHUH GDWD LV LQ WKH WUDIILF IQRZXE U RBRNOW HIK HQU
VKRZV WKH 7&3 ,3 VXLWH OD\HUVY DQG KRZ WKH\ PDS W

7&3 LV NQRZQ DV D FRQQHFWLRQ RULHQWHG SURWRFR
YHULILHVY WKDW SDFNHWV VHQW DFURVV WKDW FRQQH
VHHIXUH VWDUWYV ZLWK D 6<1 SDFNHW 7KLV 6<1 SDFNM
E\ WHOOLQJ WKH UHFHLYLQJ V\VWHP WKDW DQRWKHU
FRXUVH 7KH UHFHLYLQJ VI\VWHP WKHQ UHSOLHV WR \
UHVSRQVH $ 6<1 $&. UHVSRQVH LV DQ DFNQRZOHGJPH
SDFNHW 2QFH WKH RULJLQDO VHQGHU UHFHLYHV WKH
DQ $&. SDFNHW WR YHULI\ WKDW LW KDV UHFHLYHG Wk
7&3

Sending Sysiem Receiving System
System 1 SYN System 2
System 1 SYN-ACK System 2
System 1 ACK System 2

JLIXUH 7&3 WKUHH ZD\ KDQGVKDNH




( )

%:’ /&3 SDFNHW VHTXHQFH QXPEHUYVY DUH LPSRUV
A TE

XQGHUVWDQGLQJ DWWDFNV VXFK DV VHVVLRQ KLMDF
HISORLWY <RXYJY00O VHH KRZ WKLV FRPHY LQWR SOD\|
QRZ NHHS LQ PLQG KRZ 7&3 ZRUNV DQG KRZ LW XVHYV
QXPEHUV WR JXDUDQWHH GDWD GHOLYHU\

7R IXUWKHU H[SODLQ WKH VHTXHQFH D 6<1 SDFNHW
QXPEHU WKDW ZLOO EH VHQW WR WKH WDUJHW KRV
UHFHLYLQJ KRVW ZLOO UHVSRQG ZLWK D 6<1 $&. WK
QXPEHU 7KH $&. UHVSRQVH SDFNHW IURP WKH ILUVW
QXPEHU XS DFFRUGLQJO\ WR VLJQLI\ WKH RUGHUXRJH\
_ VKRZV WKH VHTXHQFH QXPEHUYV

Sending System Receiving System

System 1 Seq. No. 884562 (SYN) System 2

System 1 @Nﬂ. 776825 (SYN-ACK) System 2

System 1 Seq. No. 884563 (SYN-ACK) System 2

System 1 Seq. No. 884563 (DATA) System 2

System 1 @u 776826 (RESPONSE) System 2

JLIXUH 7&3 VHTXHQFLQJ




%:’ <RXT00O0 ZzDQW WR EHFRPH FRPIRUWDEOH ZL
A TE

SURFHVV 7KH VXUIDFH OHYHO SURFHVV LV IDLUO\ HI
SDFNHW VHTXHQFH QXPEHUV 7KH\ ZLOO GHILQLWHQ\

(&




'3 6XEQHWWLQJ

6R IDU ZHYYH HVWDEOLVKHG WKH EDVLFV WKURXJK DC(C
FRPPRQ QHWZRUN WRSRORJLHV /HWYVY JHW D OLWWO}
DGGUHVVLQJ DQG LWV VXEQHWWLQJ FDSDELOLWLHV 2
PXVFOHY DQG JHW RXU EUDLQV EDFN WR WKLQNLQJ DE
QXDQFHV :K\" 8QGHUVWDQGLQJ WKH EDVLFV RI VXEQF
\RXU HITRUWY DQG WR KDYH D PRUH FRPSOHWH XQGHL
UHVRXUFHYV

6XEQHWWLQJ LV WKH ORJLFDO EUHDNGRZQ RI D QHWZ
VXEQHWZRUNYV $V \RX EUHDN GRZQ \RXU DGGUHVYV VSI
GHWHUPLQH WKH QXPEHUV RI QHWZRUN ELWYV DQG KR)
QHWZRUN 1HWZRUN ELWYV DQG KRVW ELWYVY DUH PDQLS
, TP KRSLQJ \RXfUH VD\LQJ WR \RXUVHOI 32K \HDK , U
LOWR WKH GHWDLOV RQ \RXU RZQ :H DUH ORRNLQJ DV
RI KRZ LW ZLOO DLG RXU HIIRUW DV KDFNHUYV

1RZ WKDW \RX JUDVS WKH EDVLFV RI WKH VXEQHW PD\
DGGUHVV VSDFH \RX FDQ VHH KRZ NQRZLQJ D IHZ ,3 D
DQ RUJDQL]DWLRQYV QHWZRUN LV ODLG RXW 7KHUHT\
H[DPSOH NQRZLQJ D VLQJOH LQWHUQDO ,3 DGGUHVV F
FRPSDQ\YV DGGUHVVLQJ VFKHPH

( A

e‘: <RX ZLOO EH H[SHFWHG WR NQRZ KRZ WR DFFR

ILQGLQJ WKH EURDGFDVW DGGUHVYV RI VSHFLILF VXE!
IRU WKH ORFDO ORRSEDFN DGGUHVYV




+H[DGHFLPDO YV %LQDU\

8QGHUVWDQGLQJ KH[DGHFLPDO DQG ELQDU\ FRQYHUVL
H[DP ,Q WKH UHDO ZRUOG IRU PRVW QHWZRUN DGPLC
FDOFXODWRU RU LV QRW QHHGHG EXW DV DQ HWKLFD
EDVLF FRQYHUVLRQV WR VRPHWHKR Q WKWHHED® LEHHR QY H
KH[ ELQDU\ DQG GHFLPDO

/DEOH +H[ ELQDU\ DQG GHFLPDO
+H[ %LQDU\ '"HFELPDO

%
&

(
)

7KLV VKRXOG EH D UHIUHVKHU IRU \RX EXW IRU WKH |
FRPIRUWDEOH XQGHUVWDQGLQJ RI WKH FRQYHUVLRQ
UHPHPEHU WKDW ELWV DUH V DQG V D QLEEOH LV
NQRZOHGJH DQG DELOLW\ WR DSSO\ WKLV DFURVV WK
TXHVWLRQV WKDW H[SHFW \RX WR LGHQWLI\ QHWZRUN
YDOXHYV



(&

N

%:’ 7&3 I1ODJVY DQG WKHLU ELQDU\N RU KH[ YDOXH
A TE

WKH W\SH DQG HIITHFWLYHO\ FUHDWLQJ FXVWRP VFD

V

S6FDQQLQJ -




(ISORULQJ 7&3 ,3 3RUWYV

'H FDQIfW OHW \RX HVFDSH WKH IXQGDPHQWDOV ZLWK
FRPSXWHUV WR VHQG GDWD RXW WKH GRRU ZKLOH VLF
FDWHJRU\ :KDW WKLV PHDQV LV HDFK RI WKH FRPPRQ
SDUWLFXODU SURWRFRO RU SDUWLFXODU DSSOLFDWLF
VLIQLILHV WR WKH UHFHLYLQJ V\VWHP WKDW WKH WUI
SRUW LW FDPH IURP ,Q DGGLWLRQ WKH UHVSRQVH IU
DW WKH ULJKW ORFDWLRQ EHFDXVH WKH SRUW IURP Z
LGHQWLILHG 7KLV KROGV WUXH IRU ZHE WUDIILF PDL
SRUWYV DQG WKHLU FRUUHVSRQGLQJ SURWRFROV DQG
VFDQQLQJ D V\VWHP IRU VSHFLILF YXOQHUDELOLWLHYV
ILUVW OHWTV WDNH D ORRN DW KRZ WKHVH SRUWYV DU
PHDQ WR \RX

e :HOO NQRZQ SRUWY DUH PRVW FRPPRQ LQ GDLO\ RS
OXFK RI WKH LQLWLDO SRUWLRQ RI WKLV UDQJdBEWKR
IRU D OLVW RI WKH SRUWYV \RX QHHG WR NQRZ

e SHIJLVWHUHG SRUWY UDQJH IURP WR SHIJLVW
LGHQWLILHG DV XVDEOH E\ RWKHU DSSOLFDWLRQV L
$Q H[DPSOH ZRXOG EH SRUW ZKLFK VXSSRUWYV |
,16 WUDIILF 7DNHWBDOGIRRRINDWLVW RI UHJLVWHUHG

e '\QDPLF SRUWYV UDQJH IURP W R fKHVH DUH
IRU DQ\ 7&3 RU 8'3 UHTXHVW PDGH E\ DQ DSSOLFDWL
DSSOLFDWLRQ WUDIILF WKDW KDV QRW EHHQ RIILFL]



/[DEOH :HOO NQRZQ SRUWYV

SRUW 8 VH
+ )73

66+
THOQHW
6073
,16
‘16
+773
.HUEHURYV
323
SRUWODSSHU /LQX]
173
53& '&20
60 %
,0$3
6103
/'$3
&,)6
6\VORJ
6HFXUH /'$3

(DEOH SHJLVWHUHG SRUWYV RI LQWHUHVW

3RUW 8VH
6RFNV
1HVVXV 6HUYHU
64/ 6HUYHU
&LWUL[ $SSOLFDWLRQV
2UDFOH /LVWHQHU
&LWUL[ ODQDJHPHQW
5'3

+ 5&



( A

%:’ <RX PXVW IDPLOLDUL]H \RXUVHOI ZLWK DOO |\
A TE

WR PDVWHU WKH H[DP DQG EHFRPH D &(+ 7DNH WKH
NQRZOHGJH ZLOO DOVR FRPH LQ KDQG\ ZKHQ SHUIRU
WKLV ERRN

- J

'RPDLQ 1DPH 6\VWHP

'RQIW ZDQW WR UHPHPEHU DOO WKRVH ,3 DGGUHVVHV
'RPDLQ 1DPH 6\WVWHP '16 DQG LWV DELOLW\ WR WUDQ
7KH '16 WKDW \RX PD\ DOUHDG\ EH DZDUH RI HYHQ LI
RQH XVHG WR WUDQVODWH QDPHV WR ,3V RQ WKH ,QW
WR XVH EXW DW WKH HQG RI WKH GD\ LW LV VLPSO\ D
WKDW FDQ EH TXHULHG E\ DQ\ '16 DZDUH DSSOLFDWLR

/KH QWHUQHW URRW VHUYHUV RU WRS OHYHO VHUYH
IRU DOO RI WKH WRS OHYHO GRPDLQV VXFK DV FRP D
‘16 GDWDEDVH RI DOO WKH QDPHVY DQG DGGUHVVHYV LQ

IRFDO QHWZRUNV WKDW DUH LVRODWHG IURP WKH ,QW
V\VWHPYVY 7KHVH WUDQVODWH RQO\ WKH QDPHYV DQG D
7KH\ RIWHQ XVH '16 PDQDJHPHQW VRIWZDUH DQG SUR\
WKRVH XVHG E\ WKH  QWHUQHW LPSOHPHQWDWLRQ

-

/KH ,PSRUWDQFH RI '16

,Q WKLV ERRN ZHYOO GLVFEXVV PDQ\ DWWDFNV DJDL
LQFOXGH PDQLSXODWLQJ '16 $OWKRXJK '16 LV D VL
RQO\ DQ LQFRQYHQLHQFH WKLV LV IDU IURP WKH F
DSSOLFDWLRQV PD\ QRW ZRUN ZLWKRXW '"16 SUHVHQ)
OLFURVRIWYV $FWLYH 'LUHFWRU\ ZRQYfW ZRUN DW D

-




BOQGHUVWDQGLQJ 1IHWZRUN "HYLFHYV

‘HYYH FRYHUHG WKH EDVLF GHVLJQ IXQGDPHQWDOV RI
OHWSYV ILOO LQ WKH JDSV E\ HISORULQJ WKRVH FRPPR
LQ D ODUJHU QHWZRUN VHWXS

SRXWHUV DQG 6ZLWFKHYV

SRXWHUV DQG VZLWFKHY DUH LQWHJUDO WR WKH VXFF
PRGHUQ QHWZRUNVY )RU WKDW PDWWHU PDQ\ RI RXU
WKHLU RZQ ORFDO URXWLQJ DQG VZLWFKLQJ FDSDELO
SHPHPEHU WKDW URXWHUV FRQQHFW QHWZRUNY DQG"
EURDGFDVW GRPDLQV <HV EDFN WR WKH JRRG VWXII
FRQFHSWV VXFK DV EURDGFDVW GRPDLQV ZLOO SOD\ I
HQGHDYRUV VXFK DV VQLIILQJ DQG SDFNHW FDSWXUL
RI URXWHUV DQG VZLWFKHYV ZLOO JLYH \RX D VXEVWD((
QHWZRUN DXWKRUL]JHG VS\LQJ RI FRXUVH

SRXWHUYV

JHWTV EHJLQ ZLWK URXWHUV 2XU DLP KHUH LV WR JL)
IXQFWLRQV Rl URXWHUV VR \RXJ0O XVH WKLV NQRZO
DQG WRROV $ TXLFN RYHUYLHZ RI WKH IXQGDPHQWDO
SDFNHWV OD\HU WUDIILF WR WKH DSSURSULDWH OR
URXWHUV GLUHFW WUDIILF DW WKH 1HWZRUN OD\HU W
WDONLQJ DERXW URXWHUV ZH DUH WDONLQJ DERXW F
GHDOLQJ ZLWK ,3 DGGUHVVLQJ 5RXWHUV DUH DOVR X'
QHWZRUNV VXFK DV QHWZRUNV RQ GLIIHUHQW ,3 UDQ
HDFK RWKHUYV SURWRFRO )RU H[DPSOH LQ DQ HQWH
MDP D ILEHU UXQ 7 FRQQHFWLRQ LQWR D FOLHQW FRF
QHWZRUN VSHHGV 7KH FRPSXWHU RU PRUH DFFXUDW
QRW FDSDEOH RI VSHDNLQJ WKH VDPH ODQJXDJH DV W
JDS DQG DOORZ WKH GLIIHUHQW SURWRFROV RQ GLIIH

5RXWHUV DOVR XVH 1HWZRUN $GGUHVV 7UDQVODWLRQ
WHFKQRORJ\ WKDW DOORZV LQWHUQDO QHWZRUN FOL|
DFFHVV WR WKH RXWVLGH ZRUOG (VVHQWLDOO\ D UR>
ZRUOG DQG RQH IRU WKH LOQWHUQDO QHWZRUN 7KH R
DVVLIJQHG D SXEOLF ,3 DGGUHVV SXUFKDVHG IURP D O
LOWHUQDO VLGH RI WKH URXWHU LV FRQQHFWHG WR \
LOQWHUQDO ,3V DQG \RXU SURWHFWHG UHVRXUFHV )UF
DQ\ ,3 VFKHPH \RX ZDQW EHFDXVH LWV LQWHUQDO WI
PDNHV D UHTXHVW IRU DQ RXWVLGH UHVRXUFH WKH U
WKH SXEOLF VLGH ZLWK LWV SXEOLF ,3 7KLV SURFHV\
DQG DOVR IXQQHOV DOO RXWERXQG UHTXHVWV WKUR X



FRPPRQ WKHVH GD\V \RX UDUHO\ QRWLFH WKDW LWTV

( A

P
A%’TE 5HDO ZRUOG UHDVRQLQJ EHKLQG XVLQJ 1$7 L

D PDMRU PRQH\ VDYHU IRU WKH EXVLQHVY DV ZHOO|I
IRU WKH ,63

. J

6ZLWFKHYV

6ZLWFKHVY GHOLYHU GDWD IUDPHVY EDVHG RQ WKH KD
FRPSXWHUV RU GHYLFHVY +DUGZDUH DGGUHVVHV DOV
DGGUHVVHY DUH SHUPDQHQW LGHQWLILHUV EXUQHG 1
DGGUHVVHYV DUH EURNHQ GRZQ LQWR D VL[ SDLU KHI[D!
EF 7KHILUVW KDOI RI WKH 0%$& LV VSHFLILF WR WKF

LGHQWLILHY WKH YHQGRU 7KH DG E F LGHQWLILHV
FRQVLGHUHG OD\HU GHYLFHV EHFDXVH WKH\ RSHUDMW
IXQFWLRQV S5HPHPEHU OD\HU LV WKH 1HWZRUN OD\t}
DGGUHVVLQJ OD\HU GHDOV VWULFWO\ ZLWK 0%$& DGG
IHZ VZLWFKHY DUH DYDLODEOH WRGD\ WKDW RSHUDW
VLPSOLFLW\TV VDNH DQG IRU RXU SXUSRVHV VZLWEFK



'RUNLQJ ZLWK 0%& $GGUHVVHYV

( A

J)LOGLQJ WKH 0$& $GGUHVYV

6LQFH ZH DUH PHQWLRQLQJ 0$& DGGUHVVHV \RX VKIF
OLNH DV ZHOO DV KRZ WR ORFDWH RQH RQ D JLYHQ|"
VKRZV \RX KRZ WR ILQG WKH 0%$& DGGUHVYV

2Q D :LQGRZV V\VWHP IROORZ WKLV VWHS

2Q0 D :LQGRZV V\VWHP RSHQ D FRPRBrR®IZ1 Q@&RHE [
FKDUDFWHUV QH[W WR WKH SK\WVLFDO DGGUHVV DU

2Q D /LQX[ VI\IVWHP IROORZ WKLV VWHS
2Q D /LQX[ VI\IVWHP RSHQLDROKHOO DQG HQWHU

1RWH WKDW ZLWK ERWK V\VWHPV LW LV SRVVLEOH W
VA\VWHP KDV PRUH WKDQ RQH 1,& LQVWDOOHG RU D Y

. J

7R H[WHQG RXU FRQYHUVDWLRQ RQ VZLWFKHV D ELW I
GRPDLQV DQG FROOLVLRQ GRPDLQV VLQFH WKLV FRQF
VFDQQLQJ FDSDELOLWLHVY $ EURDGFDVW GRPDLQ VLP¢
ZLOO EH EURDGFDVW WR DOO KRVWVY RU QRGHV DWWD
3URWRFRO $53 UHTXHVWV ZKLFK DUH VHQW WR WKH
DQ H[DPSOH Rl EURDGFDVW WUDIILF &ROOLVLRQ GRPI
VHQW ZLOO SRWHQWLDOO\ FROOLGH ZLWK RWKHU WUTL
EURDGFDVW WR DOO DWWDFKHG QRGHV LW ZLOO EXP!
RQ WKH ZLUH 6R ZKDW WKLV PHDQV LV WKDW ZKHQ \R
ODSWRS RQ D ZLUH DQG FRQQHFW WR D VZLWFK \RX C
SURPLVFXRXV \RXU 1,& GHFLGHVY WR EH \RXU FDSWXU
GRPDLQ DND VZLWFKSRUW \RX DUH DWWDFKHG WR

( )

A

%:_: /HFKQLTXHY XVHG WR FRQYHUW D VZLWFK LQ

FROOLVLRQ GRPDLQ ZLOO EH DGGUHVVHG LQ IXWXUH
LQLWLDO OLPLWDWLRQV RI D VZLWFK LQ WHUPV R \

. J

'LWK WKH H[SORVLRQ RI ZLUHOHVYV URXWHUY DQG VZL
ODVW GHFDGH VQLIILQJ KDV UHJDLQHG VRPH RI LWV ¢
FDSWXUHV WUDIILF TURP DOO RI LWV FOLHQWYV LW LV
GRPDLQ $ VLPSOH XWLOLW\ DQG D ODSWRS FDQ SXOO

N~




( )

%:’ +XEV DUH GHYLFHYV VLPLODU WR VZLWFKHV H
A TE

OD\HU DQG DUH FRQVLGHUHG GXPE GHYLFHV 7KH\ P
GLUHFWLRQ RUDGGUHVVLQJ +LJKO\ UHGXFHG SULFH
DOORZHG VZLWFKHV WR PDNH KXEV YLUWXDOO\ REV

- J

3UR[LHV DQG )LUHZDOOV

1R QHWZRUN GHYLFH GLVFXVVLRQ ZRXOG EH FRPSOHW
SUR[LHV DQG ILUHZDOOV 7KHVH GHYLFHV DUH WKH EL
WKH\ DUH WKH GHYLFHV GHOLEHUDWHO\ SXW LQ SODF
VWUHQJWK RI DQ RUJDQL]DWLRQYV SHULPHWHU LV WR
DQG ZHOO

[ |

T

3UR[LHV

3UR[\ VHUYHUV ZRUN LQ WKH PLGGOH RI WKH WUDIILF
IRUZDUGLQJ VLGH RI SUR[LHV IRU H[DPSOH \RXU EUR
SUR[\ VHUYHU WR HQDEOH DFFHVV WR DQ RXWVLGH UF
UHDVRQV WR LPSOHPHQW VXFK D VROXWLRQ 3URWHF)
EHQHILW $FWLQJ DV DQ LQWHUPHGLDU\ EHWZHHQ WKI
RXWVLGH XQWUXVWHG HQWLWLHV WKH SUR[\ LV WKH
SUHYHQWY WKH FOLHQW V\WWHP IURP FRPPXQLFDWLQ
UHGXFLQJ H[SRVXUH DQG ULVN $V WKH PLGGOHPDQ V
SURWHFWLQJ XVHUV FOLHQW V\VWHPV IURP WKHPVH
WUDIILF E\ FRQWHQW 7KLV PHDQV SUR[LHV RSHUDWH

$ VXEVWDQWLDO OHJ XS RQ ORZHU OHYHO ILUHZDOOV
DQG YHULI\ OHJLWLPDWH WUDIILF DW D GHWDLOHG OH

KDENPH PARRH\TOO EH GHQLHG WKH UHTXHVW FRPSOHW
LW 3UR[LHVY DOVR VSHHG XS EURZVLQJ E\ FDFKLQJ IU}
&DFKHG VLWHYVY FDQ EH VHUYHG WR ORFDO FOLHQWYV D
DFWXDO ZHE UHVRXUFH

N

%:’ 7KH FRQFHSW RI SUR[\ RSHUDWLRQ LV DSSOL
A TE

FDFKLQJ WUDIILF DQG EHLQJ DQ $SSOLFDWLRQ OD\H|L
KLMDFNLQJ XVHV SUR[\ OLNH WHFKQLTXHV WR VHW KX

- J

JLUHZDOOV

7KH ILUHZDOO FDWHJRU\ LQFOXGHYV SURI[\ ILUHZDOOYV
IXQFWLRQV LW VHHPY DSSURSULDWH WR JLYH WKHP W
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FRPPRQO\ EURNHQ GRZQ LQWR WKH IROORZLQJ PDLQ ¥
e 3IDFNHW ILOWHULQJ

e 6WDWHIXO SDFNHW ILOWHULQJ

e $SSOLFDWLRQ SUR[LHV ZKLFK ZH FRYHUHG HDUOLHI

SDFNHW ILOWHULQJ ILUHZDOOV ORRN DW WKH KHDGHU
OHJLWLPDWH WUDIILF 5XOHV VXFK DV ,3 DGGUHVVHYV
GHWHUPLQH ZKHWKHU WR DOORZ RU GHQ\ WKH SDFNH'
KDQG GHWHUPLQH WKH OHJLWLPDF\ RI WUDIILF EDVH(
WKH WUDIILF RULJLQDWHG )RU H[DPSOH LI D OHJLWL
EHWZHHQ D FOLHQW PDFKLQH DQG D ZHE VHUYHU WK}
WDEOH WR YHULI\ WKDW WUDIILF RULJLQDWLQJ IURP Z

( )

%:’ JLUHZDOOV DQG SUR[LHV DUH RQO\ DV HIIHFV
4 TE

FRQILIXUDWLRQ LV RQO\ DV HIITHFWLYH DV WKH DGP|L
DWWDFNV DUH LOQOWHQGHG WR FLUFXPYHQW WKHP DV
KDFNHUV WKH VRIWHVW WDUJHW LV RXU DLP

. J




OQOWUXVLRQ 3UHYHQWLRQ DQG ,QWUXVL

,OWUXVLRQ SUHYHQWLRQ V\VWHPV ,36V DQG LQWUXV
LPSRUWDQW FRQVLGHUDWLRQV IRU DQ\ VPDUW KDFNH
FRYHU \RXU WUDFNV DQG NHHS D ORZ SURILOH2DV LQ
VHQVH EXW FRQVLGHU WKLV ,l LQVWHDG RI WLSWRHL
ZLWK $53 UHTXHVWV SLQJ VZHHSV DQG SRUW VFDQV
1RW IDU DW DOO ,36V DQG ,'6V DUH QHWZRUN DSSOLD
WKDW VHUYHV RXU SXUSRVHV EHVW 7KH NH\ LV WR ZI
IDPLOLDUL]H RXUVHOYHV ZLWK ,36 DQG ,'6 EDVLFV LI
DOVR OHDUQ KRZ WR FLUFXPYHQW LWV GHIHQVHV

7KH JRDO RI DQ ,'6 LV WR GHWHFW DQ\ VXVSLFLRXV Ql
GHWHFEW,'6 LV SDVVLYH LQ QDWXUH LW VHQVHV D TXH
SDVVLYHO\ UHDFWV E\ VHQGLQJ D QRWLILFDWLRQ WR
ZURQJ 7KLQN RI LW DV D EXUJODU DODUP :KLOH D EX
SUHVHQW LW GRHV QRW VWRS WKH EXUJODU IURP EULI
S$OWKRXJIK VXFK DQ DSSOLDQFH LV SDVVLYH WKH EHQ
FDWFK SRWHQWLDOO\ PDOLFLRXV QHWZRUN DFWLYLW\
WKH QHWZRUN DV D ZKROH 7KH REYLRXV GUDZEDEFN L
FUHDWHY LV D QRWLILFDWLRQ ,36V RQ WKH RWKHU K
GRHV DQ ,36 VHQVH SRWHQWLDO PDOLFLRXV DFWLYLW
SUHYHQW IXUWKHU GDPDJH DQG WKZDUW IXUWKHU DW



IHWZRUN 6HFXULW\

ODQ\ ERRNV GHDO ZLWK QHWZRUN VHFXULW\ EXW KHU
JLUHZDOOV DQG ,'6 ,36 DSSOLDQFHY DUH SDUW RI D VF
ORRN EULHIO\ DW WKH SODFHPHQW DQG IXQFWLRQDO
WKH GHWDLOV NHHS LQ PLQG WKDW VHFXULQJ D QHW
QHWZRUN RQ WKH RWKHU KDQG LV D IRFXVHG SURFH
WKH HQJLQHHU RI D GDP \RX PXVW FRQVLGHU WKH LQ
DFFRUGLQJO\ ,I \RX DUH ORRNLQJ WR VDERWDJH WKH
LQ WKH ULJKW SODFH DQG LW DOO FRPHYVY IORRGLQJ G

/IDNLQJ RXU IXQGDPHQWDO NQRZOHGJH RI ILUHZDOOYV
VRPH EDVLF SODFHPHQW VWUDWHIJLHY WKDW DUH FRP

J)LIXUHLV D EDVLF VHWXS \RXJ00O UXQ LQWR LQ QHDUC
WKLV LVQIW QHFHVVDULO\ WKH HOQWHUSULVH OHYHO (
VWLOO HQFRPSDVVHV WKH LQJUHGLHQWY RI WKH YXO!
RI LOFOXGLQJ WKLV GHVLJQ LV WR JLYH \RX DQ LGHD
QHWZRUN

S

8

JLIXUH 5HVLGHQWLDO QHWZRUN VHWXS
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@Heal World Scenario
9IXOQHUDELOLW\N LQ DQ (OQOWHUSULVH

(YHQ LQ WKH PRVW VHFXUH IDFLOLWLHY WKHUH UH
FRPSURPLVH E\ URJXH GHYLFHV 7KLV HVVHQWLDOO
LQ DQ HOWHUSULVH OHYHO QHWZRUN 21 FRXUVH W
DUH PXFK KLJKHU EXW WKH G\QDPLF RI WKH ULVN L
ZRUNHG DV D QHWZRUN DGPLQ LQ RQH RI P\ IHGHUD
VHFEXUHG ZLWK NH\ FDUGHG GRRUV WZR IDFWRU DX
EXLOGLQJ VHFEXULW\ W WRRN RQO\ D VLQJOH URJX
HOWLUH QHWZRUN VHFXULW\ HITRUW WR VRPHWKLQ.
:DOPDUW $00 MRNLQJ DVLGH WKLV LV MXVW RQH V
XVHIXO YXOQHUDELOLW\ WKDW LV PRUH FRPPRQ WH

J
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RZ WKDW ZHYYH SXVKHG SDVW WKH EDVLF YXOQHUDE
LUHOHVY VHWXS OHWYV GLYH ULJKW LQWR D IXOO E
QYLURQPHQW ZHTOO EH WDVNHG ZLWK SHQPXWHVWLQ.
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JLIXUH 7\SLFDO HQWHUSULVH QHWZRUN




$V \RX FDQ VHH WKHUH DUH OD\HUV RI SURWHFWLRQ
WKH LQWHUQDO QHWZRUN $ OD\HUHG GHIHQVH DSSOL
URDGEORFNV LQ WKH KRSH D KDFNHU ZLOO JHW VWXEF|
IXQGV WR LQVWDOO VXFK D VROXWLRQ QRU GR WKH\
VWD\ XS WR GDWH DQG FRQILIJXUH WKH SURWHFWLYH I
RQO\ DV JRRG DV WKH DGPLQLVWUDWRU PDLQWDLQLQ.
UHO\ RQ D ZRQGHUIXO YDULDEOH IRU YXOQHUDELOLW\



'QRZLQJ 2SHUDWLQJ 6\WWHPV

HTOO vD\ PRUH DERXW RSHUDWLQJ V\VWHPV ZKHQ ZH
IRU QRZ ZH DUH LQWHUHVWHG LQ OD\LQJ RXW WKH [IX(
WKH PDUNHW WRGD\ 5HPHPEHU $FKLOOHV IURP *UHHN
WKH KHHO DQG GLHG EHFDXVH RI LW" *UDQWHG WKLV
EXW WKH SRLQW LV ZKHQ DWWDFNLQJ RU SHQ WHVWLC
$FKLOOHVY KHHO :H DUH QRW QHFHVVDULO\ JRLQJ WR
ILUHZDOO VROXWLRQ RU DWWHPSW WR DWWDFN D EDF
ILQG WKDW RQH XQSDWFKHG FOLHQW V\VWHP RU ZHE "
, QIRUPDWLRQ 6HUYLFHV ,,6 YHUVLRQ :KDW GRHV DO
VI\VWHPV" 2SHUDWLQJ V\VWHPV RIIHU VRPH FRPPRQ Y>
SURSHUO\ E\ WKH DGPLQLVWUDWRU DQG DV VXUSULVL
DUH UXQQLQJ D IUHVK RXW RI WKH ER[ FRS\ RI DQ 26

OLFURVRIW :LQGRZYV

$OWKRXIJIK WKHUH DUH PDQ\ GLITHUHQW RSHUDWLQJ V)
OLFURVRIWYV :LQGRZV 26 WKDW \RX ZLOO WHVW DJDL(
KDYH D FHUWDLQ DPRXQW RI HQWHUSULVH PDUNHW SLU
IRRWKROG RQ WKH 26 PDUNHW %\ WKH HQG RI L@
IRU RYHU SHUFHQW RI WKH PDUNHW 7KDW{V D SUHYV

OLFURVRIW KDV VHW WKH JRDO RI JHWWLQJ WKHLU |

N

)’ 'LQGRZV KDV WDFNOHG WKH LVVXH RI XVHU C
Ad)TE

DFFRXQW IXQFWLRQDOLW\ IRU TXLWH VRPH WLPH OR
DGPLQLVWUDWRUYV SHUFHQW RI WKH WLPH VLPSO\
OLPLWHG 8VHU $FFRXQW &RQWURO 8%$& ZKLFK ZDYV
OLFURVRIWYYVY DQVZHU WR WKLV LVVXH

. J

/I[HWJV WDNH D ORRN DW VRPH FRPPRQ YXOQHUDELOLW

e 3SIDWFKHVY SDWFKHV DQG PRUH SDWFKHYVY OLFURVRIV
FRPSLOHY DQG GLVWULEXWHY SDWFKHV DQG VHUYLF
SDWFKHVY PD\ QRW JHW LQVWDOOHG RQ WKH V\VWHP
PD\ VHHP FRQVWDQW XSGDWLQJ PD\ LQ LWVHOI EHF
D SDWFK RU XSGDWH WR EH DSSOLHG DQG LQWURGX
WKH RULJLQDO

e ODMRU YHUVLRQ UHOHDVHY DQG VXSSRUW WHUPLQD
IULHQGY ZKR VWLOO ORYH WKHLU :LQGRZV PDFKL(
VA\VWHP ZLWK PXOWLSOH YXOQHUDELOLWLHY VLPSO)
ORQJHU VXSSRUWHG E\ WKH PDQXIDFWXUHU




e SWWHPSWV DW FRQVXPHU IULHQGOLQHVY KDYH EHH!
PHDQV LV PRVW LQVWDOODWLRQV GHSOR\ GHIDXOW
HIDPSOH SRUWV WKDW D XVHU PD\ QHYHU XVH DUH
UHTXLUHYVY WKHP LQ WKH IXWXUH

o $SGPLQLVWUDWRU DFFRXQWYVY VWLOO UHPDLQ D WHPS
VRPH HITHFWLYH VWHSY LQ SURWHFWLQJ XVHUV IUR
EXW TXLWH D IHZ V\VWHPV H[LVW WKDW DUH FRQVL\
DQ\ NLQG RI HIHFXWLRQ ILOWHULQJ RU XVHU DFFRX

e 3DVVZRUGY DOVR UHPDLQ D ZHDN SRLQW DQG D WHF
‘HDN DGPLQ DFFRXQW SDVVZRUGYV DUH FRPPRQ RQ
DOWKRXJK WKHVH SDVVZRUGY DUH FRQWUROOHG E\
HQYLURQPHQW WKHUH DUH ZD\V WR FLUFXPYHQW W
DGPLQV GR MXVW WKDW

e 'LVDEOLQJ :LQGRZV )LUHZDOO DQG YLUXV SURWHFW
'LQGRZV 26V 7KH 1RWLILFDWLRQ &HQWHU GRHV QRV
SURWHFWLRQ RU D GLVDEOHG ILUHZDOO EXW WKDW
VRPHWKLQJ WKDW FDQ EH PDQGDWHG HDVLO\ VR SL
YXOQHUDELOLW\ LQ WKH :LQGRZV FDWHJRU\

( A

A

%:: ORUH D VFDQQLQJ FRQVLGHUDWLRQ EXW DOY

'LQGRZVY GHIDXOW EHKDYLRU LV WR UHVSRQG WR
ZKLFK GHIDXOWV WR QR UHVSRQVH DW DOO 7KLV ZL
VFDQQLQJ DQG HQXPHUDWLRQ

- J

ODF 26

$SSOH DQG LWV SURSULHWDU\ 26 DUH PDNLQJ D ODUJEH
VWURQJ DGYHUWLVLQJ FDPSDLJQ DQG HDV\ WR XVH SU
WKHLU ZD\ QRW MXVW WR WKH ORFDO 6WDUEXFNV EXV
ZRUNHG IRU UHFHQWO\ LW VWDUWHG ZLWK WKH L3KR(
ZDONLQJ GRZQ WKH KDOOV 7KHQ LODF GHVNWRSV VXC
&DQ WKH\ EH FODVVLILHG DV WR\V" 3HUKDSV EXW RI .
DQG SHQWHVWHUYV LV WKDW WKHVH WKLQJYVY DUH DWW|I

20H LOQOWHUHVWLQJ VLWH WKDW FDQ EH XVHG IRU JHQI
ZZZ FYHGHWDBONKIEERWY SHUXVDO RI WKH VLWH IRU 0ODJ[ 2

D OLVW VXFK DV WKH IROORZLQJ :H LOQWHQG QR $SSC
FRQFHUQ IRU HQWHUSULVH DGPLQLVWUDWRUV DQG D .

e $ SULPDU\ FRQFHUQ DPRQJ ODF XVHUV DQG D EHQHI
ODF RZQHU PLQG VHW WKDW ODFV DUHQTW VXVFHSW
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LOWHUHVWLQJ VWDQFH FRQVLGHULQJ WKDW WKH Wk
LPSHUYLRXV IURP DWWDFN LV ZHOO D FRPSXWHU |
DGPLQLVWUDWRU WKH FXOWXUH LV VLPLODU HYHQ
RXU QDWLRQDO RIILFH IRU JXLGDQFH RQ JURXS SRO
GHVNWRSV $QVZHU 38P ZHOO ZH GRQYW KDYH DOQ\
DSSO\LQJ WKHP ~

e )JHDWXUH ULFK RXW RI WKH ER[ SHUIRUPDQFH IRU PL
VXUIDFH IRU WKRVH ORRNLQJ WR EUHDN LQ )HDWXL
FRQQHFWLYLW\ DUH DOO VWDQGDUG LQ DQ RXW RI W
RQ WKH WDEOH IRU D SRWHQWLDO GRRUZD\ LQ

e $SSOH GHYLFHV VLPSO\ GRQTW SOD\ ZHOO RQ D :LQ(¢
VRPH ZRXOG IHUYHQWO\ GLVDJUHH EXW $SSOH RQ [
EXWWHU RQ WRDVW RXWVLGH LQ 'HFHPEHU LQ *UDQ
SOD\ QLFHO\ EXW WKH PDMRULW\ Rl WKRVH LQWHJU
KHUH LV ZKHQ VWXIlI EHJLQV WR JHW WRR KRNH\ DG
FLUFXPYHQW WKH QRUPDO SURFHVVHV IRU H[DPSOF

$QGURLG

)LUVW UHOHDVHG LQ 1RYHPEHU RI WKH $QGURLG 2
LWV LQVWDOO EDVH WR RYHU D ELOOLRQ GHYLFHV ZR
HOQOFRXQWHUHG RSHUDWLQJ VA\VWHP WKH UHDOLW\ LV
SRLQW LI \RX GRQfW DOUHDG\ RZQ LW RU KDYH HQFRX

$QGURLG KDV SURYHQ SRSXODU DQG KDV VHHQ VXFK L
DPRXQW RI IOH[LELOLW\ SRZHU FXVWRPL]DWLRQV R¢
XVH $GG WR WKLV FRPELQDWLRQ RI IDFWRUV WKH IDF
SXVKHG E\ WHFK EHKHPRWK *RRJOH DQG \RX KDYH D U
VXSSRUWHG VA\VWHP )LQDOO\ $QGURLG LV DOVR ZLGH
HQWKXVLDVWY GXH WR WKH IDFW WKDW LW LV GHULYF
VI\VWHP

&XUUHQWO\ $QGURLG LV HVWLPDWHG WR EH RQ DW O
LQ XVH WRGD\ 6LPLODU QXPEHUY DUH VHHQ RQ WDEO

2] FRXUVH WKLV GRPLOQDQFH RI WKH PDUNHW FRPHYV Z
FRXQWHUIHLW GHYLFHYV IURP RYHUVHDV 7KHVH GHYLF
FRVW PDNLQJ WKHP HDV\ WR REWDLQ +RZHYHU \RX C
PDQ\ RI WKHVH GHYLFHYVY DUH ORDGHG ZLWK PDOZDUH



( A

%:’ $QGURLG PXFK OLNH WKH /LQX[ RSHUDWLQJ|'
A TE

LQ PDQ\ GLIIHUHQW YHUVLRQV 7KH PRVW FXUUHQW]||
FRGHQDPHG ODUVKPDOORZ DQG ZDV UHOHDVHG LQ
WR WKH RIILFLDO YHUVLRQV WKHUH DUH PDQ\ KLJKO
LQFOXGLQJ 60LP5RPV 'LUW\ 8QLFRUQV DQG &\DQRJt

(& J

ILQX]

(QWHU RXU RSHQ VRXUFH IDYRULWH /LQX[ ZKLFK LV (
VI\VWHP EXW RQH ZLWK D UHSXWDWLRQ IRU EHLQJ D P
WKDQ :LQGRZV RU $SSOH $V ZH VDZ ZLWK ILUHZDOOYV
RSHUDWLQJ V\VWHP2LVY RQO\ DV VHFXUH DV WKH DGPL
LV SDUWLFXODUO\ WUXH EHFDXVH WKH 26 GRHV H[SHF

%:’ JRU VRPHRQH HQWHULQJ WKH SHQHWUDWLRQ
A TE

ILQX[ LV YHU\ SRSXODU DQG WKDW LV .DOL /LQX[ .D|C
LQFOXGHYVY D QXPEHU RI WRROV SUHORDGHG LQWR Wl

DWWDFNV DQG WHVWY WR EH SHUIRUPHG

- J

/KH 26 KDV GRQH D JRRG MRE RI VHSDUDWLQJ DGPLQL
XVHUV DUHQTW XVXDOO\ UXQQLQJ XQGHU WKH DGPLQL
VXEVWDQWLDOO\ UHGXFHV VA\VWHP ULVN E\ VHJUHJDW

2SHQ VRXUFH LV D GRXEOH HGJHG VZRUG 7KH RSHQ V
RXW HYHQ WKH VPDOOHVW LVVXH LQ GLITHUHQW LWHL
LWV RSHQ $Q\ERG\ DQG HYHU\ERG\ DUH SULY\ WR WK
WKH UHVSRQVLELOLW\ RI HQVXULQJ WKH VHFXULW\ DC
WKH VKRXOGHUV RI WKH DGPLQLVWUDWRU LQVWDOOL(
ILQX] DGPLQLVWUDWRU KDV DQ DPSOH DPRXQW RI JUD
GRZQ LW LV MXVW D PDWWHU RI GRLQJ LW DQG GRLQ




WDFEFNXSV DQG $UFKLYLQJ

%DFNLQJ XS GDWD LV HVVHQWLDO WR WKH VXUYLYDO
$Q\RQH LQ WKH VXSSRUW ILHOG ZKR KDV VSHQW DQ H:
DWWHVW WR WKLV /HWYTV FRYHU D IHZ RI WKH EDVLF

N

é:’ /KH DUFKLYH ELW LV D ILOH DWWULEXWH WKI
4 TE

ILOH KDV EHHQ PRGLILHG 7KLV DUFKLYH ELW LV WKt
ZKHWKHU D ILOH QHHGV WR EH EDFNHG XS

. J

)XOO0 %DFNKSOO EDFNXS UHVHWY WKH DUFKLYH ELW RI
DFFRUGLQJO\

'LITHUHQWLDO WDOIIMWNEBFNV XS DOO FKDQJHG ILOHV VL(C
EDFNXS 7KLV MRE GRHV QRW UHVHW WKH DUFKLYH EL
DUFKLYH ELW" (DFK GLITHUHQWLDO LV DOZD\V EDVHG I
PDGH VLQFH WKDW ODVW IXOO EDFNXS DUH EDFNHG X!
EHQHILW WR WKLV VFKHPH LV WKDW GXULQJ D IXO0O U
UHFHQW GLIITHUHQWLDO DUH QHHGHG WR UHVWRUH WK
FDQ JHW KXJH

 QFUHPHQWDO %WIPWKRE EDFNV XS DOO FKDQJHG ILOH
EDFNXS RU VLQFH WKH ODVW LQFUHPHQWDO $Q LQFUI
'KDW WKLV HTXDWHV WR LV D EDFNXS VFKHPH WKDW |
+RZ" 2QFH DQ LQFUHPHQWDO VFKHPH KDV SHUIRUPHG
ODVW IXO0O LW EDVHV DOO VXEVHTXHQW EDFNXSV ROQ
EXQFK RI VPDOO EDFNXS MREV DOO ZLWK WKH PRVW I
D WHGLRXV DQG OHQJWK\ IXO0O UHVWRUDWLRQ MRE 7I
ZHOO DV DOO WKH LOQFUHPHQWDOV XS WR WKH FXUUH

é:’ 7KH LQWHQW KHUH LV QRW WR PDNH \RX D S|L
A TE

PDNH VXUH \RX XQGHUVWDQG WKH EDVLFV RI HDFK
ORVV RU FRPSURPLVH RI VXFK GDWD FDQ KDYH RQ

SHUVSHFWLYH \RX VKRXOG NQRZ WKH EHQHILWYV R
WKH EHQHILWY RI D IXOO UHVWRUH YHUVXV D GLIIH

.




6 XPPDU\

7ZR FRPSOHPHQWDU\ \HW RSSRVLQJ FRQFHSWYV DUH D)
WRSRORJLHVY ORJLFDO WRSRORJ\ KRZ WUDIILF HQWH
&RPPRQ SK\VLFDO WRSRORJLHV DUH WKH EXV ULQJ V
FRPPRQ $ WRNHQ FDQ EH SDVVHG DURXQG IRU SHUPL
VWUDWHJ\ FDQ EH XVHG LQ ZKLFK QRGHYVY OLVWHQ IRU

7KH 26, PRGHO LV DQ LQGXVWU\ VWDQGDUG IRU GDWD
OD\HUV $SSOLFDWLRQ 3UHVHQWDWLRQ 6HVVLRQ 7U
/KH 26, PRGHO LV OLQHDU LQ GHVLJQ GDWD WUDYHO\
FRPPXQLFDWHY ZLWK WKH QH[W 7KH 7&3 ,3 SURWRFR(
DSSOLFDEOH IUDPHZRUN 3URWRFROV RSHUDWH DV HL
/7&3 LV D FRQQHFWLRQ RULHQWHG SURWRFRO DQG XVH
$&. LQ DQ HIIRUW WR JXDUDQWHH GHOLYHU\

.QRZOHGJH RI VXEQHWWLQJ2D VHTXHQWLDO EUHDNGR:
QHWZRUN VL]H DQG KRVW TXDQWLW\2DQG RI FRPPRQ 7
GHWHUPLQLQJ ZKHUH WR VHDUFK ILUVW

S5RXWHUV ZRUN DW OD\HU E\ GLUHFWLQJ SDFNHWYV D(
FUHDWH D FROOLVLRQ GRPDLQ IRU HDFK SRUW EURDC
DOO FRQQHFWHG QRGHV 3UR[LHV ZRUN DW WKH $SSOI
ILOWHULQJ RI ZHE FRQWHQW 3UR[\ ILUHZDOOV FDQ E}
ILOWHULQJ ILUHZDOO ORRNY RQO\ DW WKH KHDGHU RI
OHJLWLPDWH FRQQHFWLRQ EHWZHHQ FOLHQW DQG KR
DFWLYH DQG ZRUN WR SUHYHQW IXUWKHU GDPDJH ZKH
QHWZRUN ,'6V VLPSO\ GHWHFW DQG UHSRUW

7KH PDLQ RSHUDWLQJ VIVWHPY WR EH FRQVLGHUHG DI
VXUIDFH ODF 26 DQG /LQX[ %DFNXSV DQG DUFKLYLQ
FRPSDQ\YV RSHUDWLRQV 7KH WKUHH NLQGV RI EDFNX
LQFUHPHQWDO



([DP (VWVHQWLDOV

.QRZ WKH 26, PRQMRUH WKDW \RX KDYH D JRRG XQGHU
DQG ZKDW DFWLRQV WDNH SODFH DW HDFK OD\HU ,W
ZKLFK FRPPRQ SURWRFROV RSHUDWH DW HDFK OD\HU

.QRZ WKH 7&3 ,3 WKUHH ZD\ KQRBVZKDNHHDFK 10DJ GRF
KDQGVKDNH SURFHVV 6<1 VWDUW 6<1 $&. DFNQRZO
DFNQRZOHGJPHQW )LUPO\ XQGHUVWDQGLQJ WKH KDQ
XQGHUVWDQGLQJ WKH EDVLV IRU DQG PRUH HDVLO\ L

OHPRUL]H WKH SRWUWRVOXWHO\ NQRZ \RXU SRUWYV 7KLV L
LQWR SOD\ 3RUWYV DUH LPSRUWDQW IRU WKH H[DP DQ
SHPHPEHU WKDW :LQGRZV V\VWHPV UHVSRQG WR VFDC

8QGHUVWDQG KRZ VZLWAHAKHANKKURUWIR XQGHUVWDQG VZL'
VZLWFKTV OLPLWDWLRQV LQ WHUPV RI VQLIILQJ H J
DWWDFKHG WR WKH VSHFLILF VZLWFKSRUW %H IDPLQO

.QRZ WKH SXUSRVH RI ILUHZDO O V5HRBNP BDHUG WXEDMW ,'6V
DQG ,36V DUH DFWLYH

SHPHPEHU WKH EHQHILWY DQG ZHDNQHVVHMWWRXE RENWE
UHVXOW RI HDFK W\SH RI EDENXS QRW RQ WKH GHWDI






SHYLHZ 4XHVWLRQV

$W ZKLFK OD\HU RI WKH 26, PRGHO GRHV D SUR[\ RS
$ 3K\VLEFDO
% 1HWZRUN
& 'DWD /LQN
$SSOLFDWLRQ

,/ D GHYLFH LV XVLQJ QRGH 0%$& DGGUHVVHV WR IXC(C
LV WKLV GHYLFH ZRUNLQJ LQ"

$ /D\HU
% /D\HU
& [/D\HU
‘' /D\HU

KLFK 26 KROGYV SHUFHQW RI WKH GHVNWRS PDUN
VXUIDFHV"

$ LQGRZYV

% /LQX]
& ODF 26
©L26

KLFK SRUW XVHV 66/ WR VHFXUH ZHE WUDIILF"
$
%
&

:KDW NLQG RI GRPDLQ UHVLGHVY RQ D VLQJOH VZLW|
$ :LQGRZV GRPDLQ
% %URDGFDVW GRPDLQ
& G6HFXUH GRPDLQ
&ROOLVLRQ GRPDLQ
'KLFK QHWZRUN WRSRORJ\ XVHV D WRNHQ EDVHG DI
$ (WKHUQHW
% 6WDU



& %XV
5LQJ

+XEV RSHUDWH DW ZKDW OD\HU RI WKH 26, PRGHO"

$ /D\HU

% /D\HU

& /D\HU
/D\HU

'KDW LV WKH SURSHU VHTXHQFH RI WKH 7&3 WKUHH

$ 6<1 $&. $&. $&.

% 6<1 6<1 $&. $&.

& 6<1 6<1 6<1 $&. 6<1

' $&. 6<1 $&. 6<1

'KLFK Rl WKHVH SURWRFROV LV D FRQQHFWLRQ RUL

$ )73
% 8'3
& 323
' 7&3

$ VFDQ RI D QHWZRUN FOLHQW VKRZV WKDW SRUW
ZLWK"

$ 7HOQHW
% 1HW%,26
& '16
6073
KDW SRUW UDQJH LV DQ REVFXUH WKLUG SDUW\ DS
$ WR

% W R
& WR
WR

'KLFK FDWHJRU\ Rl ILUHZDOO ILOWHUV LV EDVHG R
$ 6WDWHIXO
% $SSOLFDWLRQ



& 3DFNHW
3URI\

$Q DGPLQLVWUDWRU KDV MXVW EHHQ QRWLILHG RI
IXQFWLRQV LQ WKLV PDQQHU"

$ ,36
% G6WDWHIXO SDFNHW ILOWHULQJ
& ,'6

JLUHZDOO

'KLFK WRSRORJ\ KDV EXLOW LQ UHGXQGDQF\ EHFDX
$ 7RNHQ ULQJ

% %XV
& +\EULG
" OHVK

'KHQ VFDQQLQJ D QHWZRUN YLD D KDUGOLQH FRQQ
SURPLVFXRXV PRGH ZKDW ZRXOG EH WKH H[WHQW F
VHH"

$ (QWLUH QHWZRUN

% 9/$1 \RX DUH DWWDFKHG WR

& $00 QRGHV DWWDFKHG WR WKH VDPH SRUW

' 1RQH

:KDW GHYLFH DFWV DV DQ LQWHUPHGLDU\ EHWZHHC
$ S5RXWHU

% 3%:;
& 97&
SURTJ\

KLFK WHFKQRORJ\ DOORZV WKH XVH RI D VLQJOH €
FOLHQWY ZKLOH DOVR SUHYHQWLQJ H[SRVXUH RI LQ

$ 931
% 7XQQHOLQJ
& 173

1$7



KDW QHWZRUN DSSOLDQFH VHQVHYVY LUUHJXODULWL
LUUHJXODU DFWLYLW\ IURP FRQWLQXLQJ"

$ 6\WWHP DGPLQLVWUDWRU

% )LUHZDOO

& ,36

© '3

<RX KDYH VHOHFWHG WKH RSWLRQ LQ \RXU ,'6 WR C

QHWZRUN LUUHJXODULWLHY &KHFNLQJ WKH ORJV \
UHFHLYH DQ\ DOHUWY :KDW SURWRFRO QHHGV WR E

$ 173

% 6103
& 323
' 6073

&KRRVLQJ D SURWHFWLYH QHWZRUN DSSOLDQFH \R
WKH PRVW JUDQXODU OHYHO SRVVLEOH ZKLOH SURY
DSSOLDQFH ZRXOG VDWLVI\ WKHVH UHTXLUHPHQWYV"

$ /D\HU VZLWEFK

% 1%$7 HQDEOHG URXWHU

& 3UR[\ ILUHZDOO
$SSOLFDWLRQ ILUHZDOO






&KDSWHU
&U\SWRJUD SK\

&(+ (:$0 2%-(&7,9(6 &29(5(' ,1 7+,6 &+$37(5
v ,,, B6HFXULW\
" &U\SWRJUDSK\
v ,9 7TRROV 6\VWHPV 3URJUDPYV
& $FFHVV FRQWURO PHFKDQLVPV
" &U\SWRJIJUDSK\ WHFKQLTXHYV
v 9 3URFHGXUHY OHWKRGRORJ\
$ &U\SWRJIJUDSK\
% 3XEOLF NH\ LQIUDVWUXFWXUH 3.,

. 7KLV FKDSWHU FRYHUV FU\SWRJUDSK\ D
\RX ZLOO HQFRXQWHU RYHU DQG RYHU DJDLQ GXULQJ
VHFEXULW\ PDQDJHU +DYLQJ D ILUP JULS RI WKH WHFK
EHFDXVH FU\SWRJUDSK\ LV FULWLFDO LQ VR PDQ\ DUH
DVSHFWV RI FU\SWRJUDSK\

e $SSOLFDWLRQV RI FU\SWRJUD SK\
6\PPHWULF DQG DV\PPHWULF FU\SWRJUD SK\
'RUNLQJ ZLWK KDVKLQJ

3XUSRVHV RI NH\V

7\SHV RI DOJRULWKPYV

.H\ PDQDJHPHQW LVVXHYV

&U\SWRJUDSKMAKH ERG\ RI NQRZOHGJH WKDW UHODWHYV
LWV IRUPV 7KURXJK WKH DSSOLFDWLRQ RI FU\SWRJUL
DQG PDLQWDLQ WKH LQWHJULW\ DV ZHOO DV WKH QRQ
LQIRUPDWLRQ &U\SWRJUDSK\ SURYLGHV \RX ZLWK D P
SU\LQJ H\HV DQG JLYHV \RX D ZD\ WR NHHS WKH VDPH
FKDSWHU IRFXVHV RQ FU\SWRJUDSK\ DQG LWV DSSOLF



GHOYHVY LQWR VRPH RI WKH ULFK KLVWRU\ RI WKH VFL
\RX FDQ EXLOG \RXU NQRZOHGJH

7KH VFLHQFH RI FU\SWRJUDSK\ SURYLGHYV D XQLTXH VI
ORQJ DV KXPDQV KDYH ZDQWHG WR VKDUH LQIRUPDWL
SOWKRXIK WHFKQRORJ\ VFLHQFH DQG FRPSXWHUV KL
KDV UHPDLQHG D FRQVWDQW LV WKH XQGHUO\LQJ JRD

<RX PD\ KDYH RSHQHG WKLV ERRN ZLWK OLWWOH RU C
KDYH D EDVLF XQGHUVWDQGLQJ ,Q HLWKHU FDVH WK
IRU WKH &(+ H[DP DQG ZLOO PRYH FU\SWRJUDSK\ RXW
SX]]OHV DQG LQWR WKH UHDOP RI SUDFWLFDO DSSOLF
VRPHWKLQJ WKDW LV ZRYHQ LOWR WKH IDEULF RI \RXI
SREFNHW WR WKH FRPSXWHU RQ \RXU ODS DQG HYHQ '
FKDUJH GLQQHU

( A

)r':: %HIRUH ZH JHW VWDUWHG OHW PH DOVR WD?

r

XQGHUVWDQGLQJ Rl FU\SWRJUDSK\ LV LPSRUWDQW @
WHFKQRORJ\ EXW DOVR IRU OHJDO UHDVRQV ,l \RX |z
ILQDQFLDO KHDOWKFDUH RU GHIHQVH LQGXVWULHY
FRPPDQG RI FU\SWRJUDSK\ DV LW LV PDQGDWHG HY|t
VWUHQJIJWKY LQ PDQ\ HQYLURQPHQWY &KRRVLQJ WK
ZRUNV MXVW DV ZHOO EXW LV QRW DSSURYHG E\ UHJ
VHFXULW\ LVVXH EXW FRXOG DOVR UHVXOW LQ OHJD

- J




&U\SWRJUDSK\ (DUO\ $SSOLFDWLRQV L

6R ZKDW LV FU\SWRJUDSK\" :K\ VKRXOG \RX HYHQ FDU|
TXHVWLRQV E\ ORRNLQJ DW WKH ERG\ RI NQRZOHGJH I
GHDOV ZLWK SURWHFWLRQ DQG SUHVHUYDWLRQ RI LQ|
HYROYHG GUDPDWLFDOO\ RYHU WLPH EXW LWV XQGHL
WKH WRROV KDYH $V LQIRUPDWLRQ KDV FKDQJHG DQC
WHFKQRORJ\ KDV EHFRPH VXEVWDQWLDOO\ PRUH DGYI
WKUHDWYV ,1 \RX ORRN EDFN LQ WLPH DQG WUDFH WKF
GD\ \RXfOO VHH WKDW WHFKQRORJ\ LQ WKH IRUP RI L
WKH SURFHVV PRUH FRPSOH[ DQG LQQRYDWLYH DV ZH!

,Q WKH ILHOG RI FU\SWRJUDSK\ WKH WRSLF Rl HQFU\ES
SUREDEO\ EH VDLG WR EH WKH 3VH[\" IRUP Rl WKH DUW
DOVR EHORQJ LQ WKLV ILHOG EXW HQFU\SWLRQ LV Wt
PDQLSXODWLQJ DQG SURWHFWLQJ LQIRUPDWLRQ $OVF
FU\SWDQDIKVEK GHDOV ZLWK XQORFNLQJ RU XQFRYHU
KDUG WR KLGH RU REVFXUH &U\SWDQDO\VLV LV DQ RC
SHRSOH KDYH EHHQ WU\LQJ WR NHHS WKLQJV VHFUHW

+LVWRU\ RI &U\SWRJUDSK\

, NQRZ \RX SXUFKDVHG WKLV ERRN QRW IRU KLVWRU\ |
EHFRPH DQ HWKLFDO KDFNHU <HW \RX FDQ OHDUQ WK
FU\SWRJUDSK\ ZKLFK FDQ KHOS \RX UHODWH WR WKH
WDXJKW XV WKDW FU\SWRJUDSK\ LV VLPSO\ D WHFKQL
LQIRUPDWLRQ 7KH SULPLWLYH WHFKQLTXHV RI WLPHV
WKH IDFH RI WRGD\Y{V FRPSOH[ DQG PLQG QXPELQJ WH
QRW FKDQJHG

&U\SWRJUDSK\ LV IDU IURP EHLQJ D QHZ WHFKQRORJ\
VWRU\ JRHY EDFN DW OHDVW \HDUV LI QRW ORQJ}
KDYH EHHQ GHYHORSHG ZLWK VRPH IDOOLQJ RXW RI |
IRUPYVY /HWTV ORRN DW VRPH RI WKH HDUO\ DSSOLFDW
DQG PDNH LW PRUH XQGHUVWDQGDEOH

~

%:’ , QWHUHVWLQJO\ HQRXJK LI \RX JR EDFN IDU
4 TE

FXOWXUHY DQG FLYLOL]DWLRQV IRXQG WKH SUDFWL|F
FRQYHUVLQJ ZLWK WKH GHYLO RU HYLO VSLULWYV |(
ZRUOG ZzDV DVVRFLDWHG ZLWK QRWKLQJ OHVV WKDC(
PDJLF

- J

7KH LQWULFDWH SDWWHUQV DQG JO\SKV XVHG LQ (J\S

N "\




VSLULWXDO DQG UHOLJLRXVY UHDVRQV 7KH DQFLHQW |
VR PXFK WR ZLWKKROG VHFUHWY EXW EHFDXVH WKH\ .
FRPPXQH ZLWK WKHLU JRGV DQG HWHUQLW\ W LV EH!
IDPLO\ DQG WKH UHOLJLRXVY RUGHUVY FRXOG IXO0O\ XQC
DQG FRPSUHKHQG LW IXOO\

~

é:’ 'H ZLOO QHYHU NQRZ IRU VXUH ZKHQ WKH OD
4 TE

VRPHZKDW VXUH WKDW WKH ODVW LQGLYLGXDOV ZK|k
PRUH WKDQ \HDUV DJR

. J

7KH SLFWRJUDPV VHUYHG DV D ZD\ WR LOOXVWUDWH V
QREOH GHVFHQW )URP ZKDW ZH FDQ WHOO WKH ODQ.
GHVLIQHG WR EH FU\SWLF WR SURYLGH DQ DLU RI P\V
+RZHYHU RYHU WLPH WKH ZULWLQJ VA\VWHP EHFDPH ¥
WKRVH ZKR FRXOG ZULWH WKH ODQJXDJH HLWKHU SDV
HOQOGHDYRUV DQG WKH DELOLW\ WR GHFLSKHU WKH V\F
PLGGOH RI WKH HLIKWHHQWK FHQWXU\ WKDW VHYHUD
XQFRYHU LWV VHFUHWYV ZKLFK ZHUH SHUFHLYHG WR E
GHVSLWH WKH ZRUN RI VFKRODUV VWXEERUQO\ KHOG

Q D FKDQFH GLVFRYHU\ LQ WKH VDQGV RI (J\SW E
VRPHWKLQJ WKDW ZRXOG EH LQVWUXPHQWDO LQ GHFF
WKH NH\ WKDW DOORZHG PRGHUQ FLYLOL]J]DWLRQ WR X
WKRXJK LW WRRN RYHU \HDUV Rl FRQFHUWHG HIIRU\
DIJDORIXUHVKRZV WKH 5RVHWWD VWRQH ZKLFK LV QR?Z




JLIXUH 7KH SRVHWWD VWRQH

( )

'3;: &U\SWRJUDSK\ DQG HQFU\SWLRQ DUH GHVLJ(

nJ

WKURXJK FDUHIXO DSSOLFDWLRQ RI WHFKQLTXHV WK
WKH RULJLQDO PHVVDJH

. J

7UDFLQJ WKH (YROXWLRQ

$V ZLWK WKH DQFLHQW (J\SWLDQV DQG 5RPDQV ZKR X
WUDGH RU EDWWOH LQIRUPDWLRQ DQG KXQWLQJ URXW
RI FU\SWRJUDSK\ LV LQ WKH VDIHIJXDUGLQJ RI FRPPXQ
VKDUH LQIRUPDWLRQ *XDUDQWHHLQJ WKDW LQIRUPDYV
PRGHUQ ZRUOG LW LV RQO\ SDUW RI WKH HTXDWLRQ ,
EH NHSW VHFUHW EXW SURYLVLRQV WR GHWHFW XQZF
LPSRUWDQW ,Q WKH GD\V RI -XOLXV &DHVDU DQG WKF
EH DV VLPSOH DV ZULWLQJ LW LQ D ODQJXDJH WKH JH




XQGHUVWDQG /DWHU IRUPV RI HQFU\SWLRQ UHTXLUH
VHEXULW\ EH LPSOHPHQWHG LQ RUGHU WR VDIHJXDUG

,V WKH ERG\ RI NQRZOHGJH UHODWLQJ WR FU\SWRJUD.
LQIRUPDWLRQ" :HOO LQ WKH ILUVW IHZ JHQHUDWLRQ)
WKDW KDV FKDQJHG 7KH NQRZOHGJH LV QRZ XVHG LQ
WR YDOLGDWH WKH HQWLW\ WKDW VHQW D PHVVDJH R

&U\SWRJUDSK\ KDV HYHQ PDGH VRPH RI WKH HYHU\GD\
2QH DUHD WKDW RZHV LWV H[LVWHQFH WR FU\SWRJUD
WKH VHFXUH H[FKDQJH DQG DXWKHQWLFDWLRQ RI ILQI
WKDW H FRPPHUFH ZRXOG QRW H[LVW LQ DQ\WKLQJ UF
VFLHQFH RI FU\SWRJUDSK\

$QRWKHU DUHD WKDW KDV EHQHILWHG WUHPHQGRXVO
WHFKQRORJLHVY 7KH FDUHIXO DQG WKRXJKWIXO DSSO
WKUHDWY VXFK DV LGHQWLW\ WKHIW EHLQJ WKZDUWH
FU\SWRJUDSKLF PHDVXUHV WR SUHYHQW VRPHRQH IUR
WKRXVDQGV RI GROODUV LQ IUDXGXOHQW FKDUJHV RU

6R ZKDW GRHV WKH ILHOG IRFXV RQ" (DFK RI WKH IRO!
WR SXW WKH WRROV DQG WHFKQLTXHY LQ WKHLU SUR!

&RQILGHQWA&RQLVEHQWLDOLW\ LV WKH SULPDU\ JRDO V
(QFU\SWLRQ LV GRQH WR NHHS VHFUHW LQIRUPDWLRQ
8QGHU SHUIHFW FRQGLWLRQV HQFU\SWLRQ VKRXOG E
LOQGLYLGXDO SRVVHVVHV WKH FRUUHFW NH\ &RQILGH(
HQFU\SWLRQ

 OWHJWLWSWRJUDSK\ FDQ GHWHFW FKDQJHV LQ LQIRU
RULJLQDO XQPRGLILHG VWDWH <RXJ0O OHDUQ PRUH |
+DVKLQJ " ODWHU LQ WKLV FKDSWHU

$XWKHQWLFRDINSWARJIJUDSK\ DOORZV D SHUVRQ REMHFW
KLJK GHJUHH Rl FRQILGHQFH $XWKHQWLFDWLRQ LV D
EHFDXVH LW DOORZV VRIWZDUH DQG RWKHU WKLQJV W
IRU DXWKHQWLFDWLRQ QRZDGD\V LV LQ WKH DUHD RI
KDYLQJ D GULYHU VLJQHG DQG YHULILHG DV FRPLQJ IL
RWKHU XOQNQRZQ DQG XQWUXVWHG VRXUFH $XWKHQ'
PHVVDJLQJ SURYLGHV WKH DELOLW\ WR YDOLGDWH WK
VRXUFH WKDW LV D NQRZQ HQWLW\ WKDW E\ H{WHQVL

I1RQUHSXGLOWHRRELOLW\ WR SURYLGH SRVLWLYH LGHC
RI DQ HYHQW LV DQ LPSRUWDQW SDUW RI VHFEXULW\

.H\ 'LVWULEXQUHRRI WKH PRVW YDOXDEOH FRPSRQHQW
ZKLFK LV WKH VSHFLILF VHFUHW FRPELQDWLRQ RU FR:



&U\SWRJUDSK\ LQ $FWLRQ

<RX ZLOO HQFRXQWHU FU\SWRJUDSK\ LQ PDQ\ IRUPV W
PDQ\ GLIIHUHQW WHFKQRORJLHYV DQG VLWXDWLRQV DC
ILUP JUDVS RI

+HUH DUH VRPH H[DPSOHV RI DSSOLHG FU\SWRJUDSK\
e 3IXEOLF NH\ LQIUDVWUXFWXUH 3.,
"'LIJLWDO FHUWLILFDWHYV

e $XWKHQWLFDWLROQ

e ( FRPPHUFH

e 56%

e 0

e 6HFXUH +DVK $OJRULWKP 6+9%

e 6HFXUH 6RFNHWYV /D\HU 66/

e 3UHWW\ *RRG 3ULYDF\ 3*3

e HFXUH 6KHOO 66+

( A

%:’ 56 LV DQ DV\PPHWULF DOJRULWKP XVHG IRU
4 TE

DXWKHQWLFDWLRQ WKDW ZDV LQYHQWHG E\ 5RQ 5LY
7KH 56$ DOJRULWKP LV EXLOW LQWR FXUUHQW RSHUI
DQG 1RYHOO ,Q KDUGZDUH WKH 56$ DOJRULWKP FDIC
( WKHUQHW QHWZRUN FDUGVY DQG RQ VPDUW FDUGYV
RI WKH VDPH QDPH

- J

,Q PDQ\ FDVHV HQFU\SWLRQ WHFKQRORJLHV DUH QRW
VIVWHP EXW DOVR D UHTXLUHG SDUW WKDW FDQQRW E
VLPLODU V\VWHPV UHVSRQVLEOH IRU SHUIRUPLQJ ILQI
HQFU\SWLRQ WHFKQRORJLHV QRW RQO\ EHFDXVH RI W
PDNHV OHJDO VHQVH WR GR VR ,QWURGXFLQJ HQFU\S
SURRI VHFXULW\ EHFDXVH LW PD\ VWLOO EH FRPSURPI
ZRUN D OLWWOH KDUGHU

6R +RZ 'RHV W :RUN"

&U\SWRJUDSK\ KDV PDQ\ GLIIHUHQW ZD\V Rl IXQFWLRQ
EDVLF SURFHVV \RX PXVW EHFRPH IDPLOLDU ZLWK VR
ORRN DW D IHZ Rl WKH PDLQ WHUPV XVHG LQ WKH ILH



30DLQ 7H[W &OBDD LM [WH[W LV WKH RULJLQDO PHVVDJ
WKH XVDEOH LQIRUPDWLRQG 5HPHPEHU WKDW HYHQ WI
EXW RQH IRUP RI SODLQ WH[W 30DLQ WH[W FDQ OLWH

&LSKHU 7&®KHU WH[W LV WKH RSSRVLWH RI SODLQ Wt
KDV EHHQ WUDQVIRUPHG LQWR D GLITHUHQW IRUPDW >
, W LV DOVR VRPHWKLQJ WKDW FDQ EH UHYHUVHG XVLC(

$OJRULWKIPPSKHUV WKH DOJRULWKPV IRU WUDQVIRUPL!
WULFNLHVW DQG PRVW P\WWHULRXV SDUW RI WKH HQF
FRPSOH[ EXW WKH DOJRULWKP RU FLSKHU LV QRWKLQ
GLVFUHWH VWHSVY WKDW GHVFULEH KRZ WKH HQFU\SW
LO D JLYHQ LOVWDQFH

.H\V.H\V DUH DQ LPSRUWDQW DQG IUHTXHQWO\ FRPSO
LQIRUPDWLRQ XVXDOO\ UDQGRP LQ QDWXUH WKDW G
FU\SWRJUDSKLF RSHUDWLRQ $ NH\ LQ WKH FU\SWRJULCL
ZD\ D NH\ LQ WKH SK\VLFDO ZRUOG LV DV D VSHFLDO
WKLV FDVH D SLHFH RI LQIRUPDWLRQ ,Q WKH HQFU\S
PHDQLQJIXO UHVXOW DQG ZLWKRXW LW D UHVXOW ZR)>

( A

e: /KH WHUPVY OLVWHG KHUH DUH FULWLFDO WR X

<RXTJ00 EH VHHLQJ WKHP DJDLQ QRW RQO\ LQ WKLV|I
DGGLWLRQ D ILUP XQGHUVWDQGLQJ RI FU\SWRJUDSK
LQ XQGHUVWDQGLQJ PDQ\ VHFXULW\ WHFKQRORJLHYV

. J

I1H[W OHWYV ORRN DW WKH WZR PDMRU W\SHV RI FU\S
SXEOLF NH\ FU\SWRJUDSK\

6\PPHWULF &U\SWRJUDSK\

6\PPHWULF DOJRULWKPV GR VRPH WKLQJV UHDOO\ ZHC
V\PPHWULF DOJRULWKPY DUH JUHDW DW DOO RI WKH I

e 3UHVHUYLQJ FRQILGHQWLDOLW\

e . QFUHDVHG VSHHG RYHU PDQ\ QRQ V\PPHWULF V\VW|
e (QVXULQJ VLPSOLFLW\ UHODWLYHO\ VSHDNLQJ RI F
e 3URYLGLQJ DXWKHQWLFLW\

6\PPHWULF DOJRULWKPY KDYH GUDZEDFNV LQ WKHVH |
e .H\ PDQDJHPHQW LVVXHV

e /IDFN RI QRQUHSXGLDWLRQ IHDWXUHV



JLUVW OHWTTV IRFXV RQ WKH GHILQLQJ FKDUDFWHULV'
NH\ $0O0 DOJRULWKPV WKDW ILW LQWR WKH V\PPHWUL
GHFU\SW KHQFWM\WHKHWEBERHY LV DQ HDV\ FRQFHSW WR
XVHG WR ORFN D J\P ORFNHU DV WKH VDPH NH\ XVHG !
HIDFWO\ WKH VDPH zZD\ 7KH NH\ XVHG WR HQFU)SWXIUW
VKRZV WKH FRQFHSW RI VIPPHWULF HQFU\SWLRQ

\\

| Clear text ——»| Encryption —>| Cipher text H'|
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Y

| Cipher text ﬁl—r Decryption —H: Clear text |
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_,,/ \

JLIXUH 6\PPHWULF HQFU\SWLRQ

&RPPRQ 6\PPHWULF $OJRULWKPV

7KHUH DUH FXUUHQWO\ D P\ULDG RI V\PPHWULF DOJRU
WXUQV XS DQ HQGOHVY VHD RI DOSKDEHW VRXS RI DO
DOJRULWKPV LQ WKH V\PPHWULF FDWHJRU\

'‘DWD (QFU\SWLRQ 6WDQZBWUGQOe®O\ DGRSWHG E\ WKH ¢
WKH '(6 DOJRULWKP LV VWLOO LQ XVH WRGD\ '(6 LV D
VKRUW WR EH XVHG WRGD\ IRU DQ\ VHULRXV VHFXULW

'(6 LV VWLOO HQFRXQWHUHG LQ PDQ\ DSSOLFDWLRQYV
FDUHIXO FRQVLGHUDWLRQ RU WKH ODFN RI RWKHU YLI

7ULSOH '(6 '(BKLV DOJRULWKP LV DQ HIWHQVLRQ RI W
WLPHV PRUH SRZHUIXO WKDQ WKH '(6 DOJRULWKP 7KF

7ULSOH '(6 RU '(6 LV YHU\ FRPPRQO\ XVHG DQG LV D
VROXWLRQV LQFOXGLQJ H FRPPHUFH DQG RWKHUYV

YORZIL%KQRZILVK LV DQ DOJRULWKP WKDW ZDV GHVLJC
GHVLJQ 7KH DOJRULWKP XVHV D ELW NH\ DQG LV R.:
SURFHVVRUV ZKLFK LWV SUHGHFHVVRU '(6 ZDV QRW
HQFU\SWLRQ H[SHUW %UXFH 6FKQHLHU



,QWHUQDWLRQDO 'DWD (QFU\SWLR QHMLIRWIGNIK® 67 (3N ]}

PDGH DYDLODEOH LQ
SULYDF\

WKLY DOJRULWKP LV VHHQ L

3*3 V\VWHP VHH WKH VHFWLRQ 3UHWW\ *RF

-

A

2

DQQRXQFHG LQ

7KH JRDO Rl WKH $GYDQFHG (QFU\SWLRQ 6W

DOJRULWKP FDSDEOH RI

SURWHFWLQJ VHQVLWLYH J

FHQW XWWS

FRPSHWILWLRQV FUKVWYs WORVDR@DRKQWR OW

~

ZDV WR VSHFLI\ 3DQ XQFODVVLILU

D

6WDQGDUGY DQG 7THFKQRORJ\ 1,67 RUJDQL]J]HG WKH

. J

5& 2ULJLQDOO\ DQ DOJRULWKP WKDW ZDV D WUDGH VI
LOQWR WKH SXEOLF VSDFH LQ /KH DOJRULWKP DOO
54 NH\ OHQJWK zZDV WUDGLWLRQDOO\ OLPLWHG WR

IRU GHFU\SWLRQ E\ WKH 8 6 1DWLRQDO 6HFXULW\ $JH

5& $QRWKHU DOJRULWKP WKDW ZDV RULJLQDOO\ D WL

WR WKH SXEOLF YLD D QHZVJURXS SRVWLQJ LQ 7K
ELWYV
5&& LV QRWDEOH IRU LWV LQFOXVLRQ LQ WKH :LUHG (T

LQ HDUO\ ZLUHOHVYVY QHWZRUNYV
5& 6LPLODU WR 5& DQG 5& 5& DOORZV XVHUV WR GlI

5& 5& LV DQRWKHU $(6 ILQDOLVW GHYHORSHG E\ 56%
ELWV

5LMQGDHO RU $GYDQFHG (QFU\SWLRRLSMDXFEDIVE RV

FKRVHQ E\ WKH 1DWLRQDO ,QVWLWXWH RI 6WDQGDUG\

HQFU\SWLRQ VWDQGDUG 7KH DOJRULWKP LV YHU\ FRP
RU ELWV ORQJ

5LMQGDHO ZDV DQG LV WKH QDPH RI WKH HQFU\SWLRC
WKH 8 6 *RYHUQPHQW DV LWV QHZ HQFU\SWLRQ VWDQ
ZDV UHQDPHG $(6 :KLOH VRPH PD\ DUJXH WKDW 5LMQ(
IRU DOO LOQWHQWY DQG SXUSRVHV WKH VDPH

7ZRILVKKLY $(6 FDQGLGDWH DOVR GHYHORSHG E\ %UX
+ ELWYV

$V\PPHWULF RU 3XEOLF .H\ &U\SWRJUDSK\

$VI\IPPHWULF RU SXEOLF NH\ FU\SWRJUDSK\ LV D UHOI
RQO\ IXOO\ UHDOL]J]HG LQ WKH PLG V E\ :KLWILHOG "'
VI\VWHP RITHUHG DGYDQWDJHV VXFK DV QRQUHSXGLDYV
SUHYLRXV VA\VWHPV GLG QRW


http://competitions.cr.yp.to/aes.html

3XEOLF NH\ VA\VWHPYV IHDWXUH D NH\ SDLU PDGH XS RI
SHUVRQ ZKR SDUWLFLSDWHY LQ WKH V\VWHP KDV WZR
SUDFWLFH WKH SXEOLF NH\ ZLOO EH SXEOLVKHG LQ V
UHPDLQ VROHO\ LQ WKH DVVLIJQHG XVHUfV SRVVHVVLI
OHVW VHFXULW\ EH FRPSURPLVHG

( A

%;: 7KH FRQFHSW RI SXEOLF NH\ FU\SWRJUDSK\ ¥

A

RYHUFRPH WKH NH\ PDQDJHPHQW SUREOHPV LQKHUH
V\VWHP HDFK XVHU ZKR LV HQUROOHG UHFHLYHYV D |¢
SULYDWH NH\ (DFK SHUVRQYV SXEOLF NH\ LV SXEOL)\
VHFUHW %\ FUHDWLQJ WKH NH\V WKLV ZD\ WKH QHH
HOLPLQDWHG 7KLV RSWLRQ DOVR VHFXUHV WKH FRP
EHWUD\DO ,Q DGGLWLRQ WKLV VA\VWHP RI JHQHUDW
QRQUHSXGLDWLRQ WKDW LV QRW SRVVLEOH ZLWK V\|

. J

RWK NH\V FDQ EH XVHG WR HQFU\SW EXW ZKHQ HLW
UHYHUVH LW )RU H[DPSOH LI \RX ZHUH WR HQFU\SW L
WKH RQO\ RQH ZKR FRXOG GHFU\SW LW VLQFH , KDYH
LV WUXH ) DV XZAHO/XRZYV D GLDJUDP RI WKH DV\PPHWULF

| Clear text L Encryption —h-ll Cipher text |

Key |

\I/

N\

I/Elpnﬁ text ﬁ' Decryption —» / Clear text '|
</ I .

__\\ﬁ

| Key |

@

JLIXUH $V\PPHWULF HQFU\SWLRQ

7KH RQO\ UHTXLUHPHQW LV WKDW SXEOLF NH\V PXVW
PDQQHU :LWK 3., DOQ\RQH FDQ VHQG D FRQILGHQWLDC
DOWKRXJK WKH PHVVDJH FDQ EH GHFU\SWHG RQO\ ZLV



LOQWHQGHG UHFLSLHQW )XUWKHUPRUH SXEOLF NH\ FL
DXWKHQWLFDWLRQ

+RZ 'RHV ;W :RUN"

( )

P

e"" 'H XVH WKH QDPHV $OLFH DQG %RE LQ RXU HIC

QDPHYVY DUH QRW UDQGRPO\ FKRVHQ KRZHYHU 7KH\|I
WR WKH SDUWLHY LQYROYHG LQ DQ\ FU\SWRJUDSKLEFE

. J

,Q RXU HI[DPSOH $OLFH ZDQWV WR VHQG D PHVVDJH WI
7R GR VR $OLFH ZLOO ORFDWH %REfVY SXEOLF NH\ DQC
VHQGYVY WKH PHVVDJH WR %RE KH ZLOO XVH KLV SULYI
LOQWHUPHGLDWH SDUW\ ZLOO EH DEOH WR YLHZ WKH P
PHDQV WR GHFU\SW LW

] WKH RWKHU NH\ LV XVHG2WKH SULYDWH NH\2WKHQ D
SRVVLEOH 6LQFH DQ\WKLQJ HQFU\SWHG ZLWK WKH SU
FRUUHVSRQGLQJ SXEOLF NH\ DQG RQO\ RQH SHUVRQ K
WKH HQFU\SWLQJ SDUW\ FDQ EH DVVXUHG

6LIQLQJ DQ HOHFWURQLF PHVVDJH LQYROYHV WKH IRC
FUHDWH D PHVVDJH DQG WKHQ SHUIRUP D VSHFLDO W\
WKHQ VKH ZLOO XVH KHU SULYDWH NH\ WR FRPSOHWH
KH ZLOO VLPSO\ UHWULHYH $OLFHTV SXEOLF NH\ DQG
, I WKH SURFHVV FDQ EH UHYHUVHG ZLWK WKH NH\ WK
LW GLGQYW FRPH IURP $OLFH

$KDVK IXQEWXRGG LQ ERWK FUHDWLQJ DQG YHULI\LQJ
LV DQ DOJRULWKP WKDW FUHDWHV D GLJLWDO UHSUH\
YDOXH RU KDVK UHVXOW RI D VWDQGDUG OHQJWK ZKlL
PHVVDJH EXW XQLTXH WR LW $Q\ FKDQJH WR WKH PH
KDVK UHVXOW ZKHQ WKH VDPH KDVK IXQFWLRQ LV XV}
NQRZQ RYHDZD\ KDVK IX@FMWLR®W SRVVLEOH WR GHUL)
WKH KDVK YDOXH




A

"f”“ +DVKLQJ LV D RQH ZD\ SURFHVV FRPPRQO\ X

LOQIRUPDWLRQ $ KDVK IXQFWLRQ JHQHUDWHYV D IL[H|C
OHQJWK QR PDWWHU KRZ ODUJH RU VPDOO WKH GD
KDSSHQV WR EH $GGLWLRQDOO\ WKH UHVXOWLQJ
YHU\ QHDUO\ LPSRVVLEOH WR UHYHUVH 7KH IL[HG
HYHU\ GLITHUHQW LQSXW WKDW HQWHUV WKH SURF
EHKDYLRU WKDW KDVKHV DUH XVHG WR GHWHFW WK|F

-

/R SHUIRUP YHULILFDWLRQ RI WKH PHVVDJH KDVKLQJ
FUHDWLRQ :KHQ WKH PHVVDJH LV UHFHLYHG E\ WKH L
SURFHVV LV UH FUHDWHG DQG WKHQ FRPSDUHG WR WK
PDWFK WKH PHVVDJH LV YHULILHG DV EHLQJ X QIEXKDJH]
VKRZV KRZ WKH GLJLWDO VLIQDWXUH SURFHVV ZRUNYV

v

private
key

message signature

JLIXUH $ GLJLWDO VLIJQDWXUH LQ XVH

%XW +RZ 'R <RX .QRZ :KR 2ZQV D .H\"

+RZ GR \RX NQRZ D NH\ EHORQJV WR D FHUWDLQ LQGL
DXWKRULWLHV &%V FRPH LQWR SOD\ 7R ELQG D NH\ !



GLJLWDO FHLNOQVHI@QHBWHRQLF FUHGHQWLDO WKDW LV X!
KHQ D Sbuw\ LV SUHVHQWHG ZLWK WKH FHUWLILFDWF
SXEOLF NH\ DQG XVH LW WR YHULI\ WKH SULYDWH NH)
SHUIRUPHG ZLWK WKH SULYDWH NH\

~

%:’ $ FHUWLILFDWHYV SULQFLSDO IXQFWLRQ LV [V
4 TE

VXEVFULEHU 7KH UHFLSLHQW RI WKH FHUWLILFDWH
ZDV FUHDWHG E\ WKH VXEVFULEHU QDPHG LQ WKH F|-
SXEOLF NH\ OLVWHG LQ WKH FHUWLILFDWH WR YHUL
WKH FRUUHVSRQGLQJ SULYDWH NH\

. J

/KH FHUWLILFDWH LV LVVXHG XQGHU FHUWDLQ FRQGL"
FDOOHG LOQOWR TXHVWLRQ WKHQ WKH FHUWLILFDWH P
RI WKH SULYDWH NH\ WKH FHUWLILFDWH ZRXOG EHFR
FHUWLILFDWH

$ GLIJLWDO FHUWLILFDWH LV D FU\SWRJUDSKLFDOO\ VF
SLHFHV RI LQIRUPDWLRQ O6RPH RI WKH LWHPV LQFOXGC

e 9HUVLRQ

e 6HULDO QXPEHU

e SOJRULWKP ,°

e ,VVXHU

e 9DOLGLW\

e 1IRW EHIRUH

e IRW DIWHU

e 6XEMHFW

e 6XEMHFW SXEOLF NH\ LQIR
e 3XEOLF NH\ DOJRULWKP
e 6XEMHFW SXEOLF NH\

/7/KH FHUWLILFDWH LV VLIQHG E\ JHQHUDWLQJ D KDVK
SULYDWH NH\ $W WKLV SRLQW LI WKH FHUWLILFDWH L
WKH SXEOLF NH\?WKH FHUWLILFDWH EHFRPHYV LQYDOL!
LQGLFDWLQJ WKDW ,I D FOLHQW SRVVHVVHV WKH LVV
NH\ WKHQ WKH FOLHQW ZLOO DVVXPH WKH SXEOLF NH
DWWDFNHU WR FRPSURPLVH WKH VA\VWHP WKH\ ZRXOC
NH\ RI WKH VHUYHU RU WKH SULYDWH NH\ RI WKH LVV]
SDUWLHYV




$ GLJLWDO FHUWLILFDWH DOORZV \RX WR DVVRFLDWH
D ZHE VHUYHU IRU XVH LQ H FRPPHUFH

SXWKHQWLFDWLQJ WKH &HUWLILFDWH

$ GLIJLWDO FHUWLILFDWH FRPSOHPHQWY RU UHSODFH\
SUHVHQWY WKH FUHGHQWLDO PXVW KDYH D PHWKRG L
YDOLGDWHG 2QH VXFK PHWKRG LV WKH &% :KHQ \RX ¢
WKH FUHGHQWLDO LV YDOLGDWHG DQG DOORZV WKH S
LGHQWLWLHY FRQILUPHG 2QFH D VHULHV RI VWHSV L\
YDOLGDWLRQ RI LWHPV VXFK DV WKH GLJLWDO VLJQDYV

(QWHU WKH 3., 6\VWHP

$ &% FUHDWHY DQG UHYRNHY FHUWLILFDWHY WKDW LW
SXEOLF NH\V $ &% FDQ EH FRQWUROOHG E\ D FRPSDQ\
IRU XVH E\ DQ\ ZKR ZLVK WR SXUFKDVH D FUHGHQWLD!

$ &% LV D WUXVWHG WKLUG SDUW\ WKDW LV UHVSRQVL
UHYRNLQJ FHUWLILFDWHY DV ZHOO DV HQUROOLQJ SD
IRU WKH LGHQWLW\ RI WKH KROGHU RI DQ\ JLYHQ FHU"
ZHEPDLO 931V VPDUW FDUGV DQG PDQ\ RWKHU HQWL
YDOLGDWHY DQG LVVXHV D FUHGHQWLDO WR WKH UHT

7KH &% ZLOO UHTXLUH D SDUW\ WR SURYLGH LQIRUPDW
QDPH DGGUHVV SKRQH SK\WLFDO GDWD VXFK DV ID[H
LOQWHUYLHZV PLJKW DOVR EH UHTXLUHG DV SROLF\ GL
DQG YDOLGDWHG WKH &% ZLOO LVVXH WKH FHUWLILFELC
RZQHG &% VXFK DV 7KDZWH RU 9HULG6LJQ W\SLFDOO\ Z1
WKH UHTXHVWHU WR SURYLGH GRFXPHQWDWLRQ VXFK
RI ,Q)LIXUHVKRZV WKH 3., VIVWHP RQ D VPDOO VFDOH



Alice’s Public Alice’s Public
Encryption Key Cipher message Decryption Key
Plaintext Message Plaintext Message

Bob Alice

JLIXUH 7KH 3., HFRV\VWHP

KHQ D &% LVVXHV D FHUWLILFDWH D VHULHV RI DFWL
/KH UHTXHVW LV UHFHLYHG
%DFNJURXQG LQIRUPDWLRQ LV UHTXHVWHG E\ WKH
7KH LQIRUPDWLRQ SURYLGHG E\ WKH UHTXHVWHU L
7KH &% KDVKHV WKH FHUWLILFDWH
7KH LVVXLQJ &% VLIQV WKH KDVKHG FHUWLILFDWH .
/KH UHTXHVWHU LV LQIRUPHG WKDW WKHLU FHUWLI
/KH UHTXHVWHU LQVWDOOV WKH FHUWLILFDWH RQ

/KH UHTXHVWHU LV DEOH WR FRQILUP WKH YDOLGL\
LVVXHUYV GLJLWDO VLIQDWXUH

$ &$ LV DEOH WR SHUIRUP D QXPEHU RI UROHV LQ DGG
KHUH 6RPH DFWLRQV WKDW D &% LV FDOOHG RQ WR St




*HQHUDWLRQ RI WKHKHQ BD&® JRHV WKURXJK WKH SURF
FHUWLILFDWH D NH\ SDLU WKDW LV PDGH XS RI D SXE
SXEOLF NH\ LV PDGH DYDLODEOH WR WKH SXEOLF DW ¢
SDUW\ UHTXHVWLQJ WKH GLJLWDO FHUWLILFDWH

*HQHUDWLRQ RI &HURNL BLF DMPHNWUDWHY GLJLWDO FHUWL
SDUW\ ZKHQ UHTXHVWHG 7KLV FHUWLILFDWH LV JHQH
UHTXHVWLQJ SDUwW\ DV PHQWLRQHG HDUOLHU

SXEOLFDWLRQ RI WKHRBHEXIEFOLHF\ NH\ LV ERXQG WR HD
$Q\RQH ZKR WUXVWV WKH &% RU UHTXHVWV WKH SXEO

9DOLGDWLRQ RI &HKMQ IDFFORAVWAMWLILFDWH LV SUHVHQWH!
PXVW EH YDOLGDWHG 6LQFH ERWK SDUWLHYV LQYROYF
PXVW UHO\ RQ D WKLUG SDUW\ ZKR LV WUXVWHG WKL'

SHYRFDWLRQ RI &HUWLFHRADMWHVFDWH LV QR ORQJHU Qt
UHYRNHG EHIRUH LW H[SLUHYV

$00 &%V DUH QRW WKH VDPH 7KH W\SHV RI &%V DUH D

5RRW &H URRW &% LQLWLDWHY DOO WUXVW SDWKV 7
WKXV PXVW EH VHFXUHG DQG SURWHFWHG LI LWV WU.
DQG VXEVHTXHQWO\ JHQHUDWHG FHUWLILFDWHY ZLOO

7UXVWHG 5RRW EL$VWHG URRW &% LV D &% WKDWTIV DGC
EURZVHU E\ WKH VRIWZDUH YHQGRU ,W VLJQLILHV WK
DVVLIQV WKH HQWLW\ D KLJK OHYHO RI WUXVW

SHHU &¥H SHHU &% SURYLGHV D VHOI VLIJQHG FHUWLIL
KROGHUY DQG XVHG E\ WKHP WR LQLWLDWH FHUWLILF

6XERUGLQDWHWNXBRUGLQDWH &% GRHV QRW EHJLQ WUX)\
&% ,Q VRPH GHSOR\PHQWY D VXERUGLQDWH &% LV UH

S5HIJLVWUDWLRQ $XWRRMLBE\LBOHQ HQWLW\ SRVLWLRQH
&$ WKDW LV XVHG WR VXSSRUW RU RIIORDG ZRUN IURF
FHUWLILFDWH LW FDQ DFFHSW UHTXHVWV YHULI\ D S|
LQIRUPDWLRQ WR WKH &$ WKDW ZLOO SHUIRUP WKH D
ORFDWHG DW WKH VDPH OHYHO DV WKH VXEVFULEHUV

%XLOGLQJ D 3., 6WUXFWXUH

1RZ WKDW \RX XQGHUVWDQG ZKDW &%V DQG GEXEWD® N
LQIUDVWUXFWXWWHB.,7KH WHUP GRHV QRW UHIHU WR |
JURXS RI WHFKQRORJLHY DQG FRQFHSWYV WKDW ZRUN
ZH GHVFULEHG HDUOLHU 3., LV GHVLIQHG WR YDOLGD
VFDOH 7KH VA\VWHP LV VLPSO\ D VHFXULW\ DUFKLWHF'
LQFUHDVHG OHYHO RI FRQILGHQFH IRU H[FKDQJLQJ LQ



$Q\ VIVWHPV WKDW LQWHUDFW ZLWK WKLV VI\VWHP PX'
IHDWXUH LQ WRGD\YfV HQYLURQPHQW $ 3., DZDUH DSS
KRZ WR LQWHUDFW ZLWK D 3., VIVWHP ORVW DSSOLFD
EURZVHUY HPDLO DSSOLFDWLRQV DQG RSHUDWLQJ V)
DELOLW\ WR LQWHUDFW ZLWK WKH V\VWHP GHVFULEHC

KHQ ZRUNLQJ ZLWK 3., XQGHUVWDQG WKDW ZKDWTV
7UXVW LV DEVROXWHO\ LPSRUWDQW EHFDXVH ZLWKRX

SXWWLQJ DOO WKH EXLOGLQJ EORFNV WRIJHWKHU LW
D GLJLWDO VLIQDWXUH 'LIJLWDO VLIQDWXUHYVY PDNH X
DV\PPHWULF SXEOLF DQG SULYDWH NH\ HQFU\SWLRQ
FU\SWRJUDSKLF IXQFWLRQV \RX FDQ SURYLGH DXWKH
ORRN DW HDFK FRPSRQHQW

'LJLWDO &HUWLHUMDIWHAMDWHY DUH DQ HVVHQWLDO FRP
VLIQDWXUH 5HPHPEHU HDUOLHU ZKHQ , VDLG WKDW D
7KLV FRQILIJXUDWLRQ SD\V RIIl KHUH 7KH GLJLWDO FH
WKDW LW EHORQJV WR D VSHFLILF SDUW\ DQG E\ H[WI

+DVKLQ@XLV LV WKH DOJRULWKP WKDW OHWV \RX NQRZ
DOWHUHG 7KH KDVK HVVHQWLDOO\ WHOOV WKH UHFH|
ZKHQ LW ZDV VHQW DQG LI WKH KDVK QR ORQJHU PDW
WUXVWHG <RXJ0O OHDUQ PRUH DERXW WKLV WRSLF L



SQGHUVWDQGLQJ +DVKLQJ

6LPSO\ ISBWKLF®PXQ EH FRQVLGHUHG D W\SH RI RQH ZD\ F
D SURFHVV WKDW FUHDWHVY D VFUDPEOHG RXWSXW WK
UHYHUVHG HDVLO\ 7KH SURFHVV Rl KDVKLQJ WDNHV S
EXW GRHV VR LQ VXFK D ZD\ WKDW LW LV QRW LQWHQ(
ZKDW LV NQRRQKDVY KD Y DRR¥HW VDJH GLIKVMVKRZV D KDV
IURP WKH LQSXW 3+HOOR :RUOG

\I / \\ﬁ
| Clear text ——» fFiash - > Hash |
\ / unction \ /.'
N\

— Clear text '

JLIXUH +DVK JHQHUDWHG IURP 3+HOOR :RUOG” XVLQJ |

'HVLJQHG WR EH D RQH ZD\ SURFHVV KDVKLQJ LV FRP
LQIRUPDWLRQ $ KDVK IXQFWLRQ JHQHUDWHYVY D IL[HG
OHQJWK QR PDWWHU KRZ ODUJH RU VPDOO WKH GDWD
UHVXOWLQJ RXWSXW DV ZH DOUHDG\ GLVFXVVHG LV I
LPSRVVLEOH WR UHYHUVH 7KH IL[HG OHQJWK YDOXH 1
HQWHUV WKH SURFHVV ,W LV EHFDXVH RI WKLV XQLTX
XVHG WR GHWHFW WKH FKDQJHV WKDW FDQ KDSSHQ L¢

+DVKLQJ OHWV \RX HDVLO\ GHWHFW FKDQJHV LQ LQIRI
FKDQJHG HYHQ D VPDOO DPRXQW ZLOO UHVXOW LQ D
+DVKHG YDOXHYVY DUH WKH UHVXOW RI LQIRUPDWLRQ E
$ RQH ZzD\ KDVK IXQFWLRQ LV DOVR NQRZQ DV D WKXP

/KH IROORZLQJ LV D OLVW RI KDVKLQJ DOJRULWKPV F.

OHVVDJH 'LJHVW $®RQH ZD\ KDVK IXQFWLRQ XVHG LQ V
3(0 SURWRFROV DORQJ ZLWK 0"

OHVVDJH 'LIJHVW $®RQH zZD\ KDVK IXQFWLRQ XVHG IRU
0O' KDV EHHQ UHSODFHG E\ 0' LQ PRVW FDVHYV

OHVVDJH 'LJHVW $Q'LPSURYHG DQG UHGHVLJQHG YHU\

ELW KDVK 0' LV VWLOO H[WUHPHO\ SRSXODU LQ PLC
GXH WR ZHDNQHVVHYVY WKDW KDYH OHG WR WKH V\VWH
EHHQ UHSODFHG ZLWK 6+$%

OHVVDJH 'LIJHVW$XKDVKLQJ DOJRULWKP WKDW ZDV GHYV



+$9%$/ $ YDULDEOH OHQJWK RQH ZD\ KDVK IXQFWLRQ D
GHULYHG IURP WKH SKUDVH 3KDVK DOJRULWKP RI YDU!

5,3( 0" $ KDVKLQJ DOJRULWKP FRPPRQO\ XVHG LQ (XUl

6HFXUH +DVK $OJRULWKP8S8VHE G- SULRU WR 6+9% LW KDV
6+$ DQG HYHQ 6+9%

6HFXUH +DVK $OJRULWKRQHG6RBE WKH RWKHU PRUH FRPF
DOJRULWKPYVY W KDV EHHQ FRPSURPLVHG DQG LV EHL!

6HFXUH +DVK $OJRULWKPHVBIQHG WR EH DQ XSJUDGH
LGHQWLILHY WKH UDQJH RI KDVK OHQJWKY DERYH 6+9%

6+9$ DQG 6+%

I[HWJV ORRN DW DQ H[DPSOH RI WKH KDVKLQJ SURFHV)
6HDQ LV WKH VHQGHU RI WKH PHVVDJH DQG =HOGD LV

6HDQ FUHDWHY D PHVVDJH
6HDQ KDVKHV WKH PHVVDJH XVLQJ DQ DOJRULWKP \
6HDQ HQFU\SWV WKH KDVK ZLWK KLV SULYDWH NH\

6HDQ ELQGY WKH HQFU\SWHG EXQGOH DQG WKH SOI
6HDQ VHQGY WKH FRPELQDWLRQ WR =HOGD

=HOGD VHHV WKDW WKH PHVVDJH FDPH IURP 6HDQ

6HHLQJ ZKR WKH VHQGHU LV =HOGD UHWULHYHV 6F
WUXVW

=HOGD GHFU\SWV WKH HQFU\SWHG KDVK YDOXH LW
LGHQWLW\ RI WKH VHQGHU 6HDAQ

$IWHU WKH KDVK LV GHFU\SWHG =HOGD UHUXQV WK
PHVVDJH DQG FRPSDUHV WKH QHZ KDVK ZLWK WKH kK

I WKH WZR KDVKHV PDWFK WKH PHVVDJH KDV QRW



, VVXHV ZLWK &U\SWRJUD SK\

OXFK OLNH DQ\ V\VWHP WKDW ZLOO EH H[SORUHG LQ W
SRWHQWLDO DWWDFNV $WWDFNV DUH GHVLJQHG WR C
DQG ORJLF LQ PDQ\ FDVHV +RZHYHU RQH WKLQJ WKD
QR PDWWHU KRZ VWURQJ RU ZHOO GHVLJQHG D V\VWH
WKRVH ZLWK HQRXJK FRPSXWLQJ SRZHU WLPH DQG G

( )

é:’ &U\SWRJUDSKLF VA\VWHPY DUH DOO YXOQHUDE
4 TE

DWWDFN ,Q VXFK DQ DWWDFN HYHU\ SRVVLEOH FRR|
DWWHPSW WR XQFRYHU D YDOLG NH\ 7KLV W\SH RI D
EH VXFFHVVIXO GHSHQGLQJ RQ WKH FU\SWRV\VWHP

. J

7KH ILUVW W\SH RI DWWDFN ZHTOO ORRN DW LV WKH F
RWKHU PHGLD WKH EUXWH IRUFH DWWDFN $ EUXWH 1]
FRPELQDWLRQ RI FRGHV V\PEROV DQG FKDUDFWHUYV |
YXOQHUDEOH WR EUXWH IRUFH DWWDFNV ZKHUHDV 7L
EUXWH IRUFH DWWDFNV EHFDXVH RI WKH WLPH DIOEGSEH

7DEOH &UDFNLQJ WLPHV IRU DQG ELW NH\V
%XGJIJHW ELW .H\ ELW .H\
5HJXODU XVHU ZHHN \HDUV
6PDOO EXVLQHVYV PLOQXWHYV GD\
&RUSRUDWLRQ VHFRQGV GD\V
/IDUJH PXOWLQDWLRQDO VHFRQGV P
*RYHUQPHQW VHFRQGVY VHFRQC

,Q DGGLWLRQ WR D EUXWH IRUFH DWWDFN RWKHU PH\
IROORZLQJ

&LSKHU 7H[W 2QOVEWWWRMWNDFNHU KDV VRPH VDPSOH R
FRUUHVSRQGLQJ SODLQ WH[W RU WKH NH\ 7KH JRDO L
RUGHU WR GHWHUPLQH KRZ WKH PHFKDQLVP ZRUNV &
OHDVW VXFFHVVIXO EDVHG RQ WKH IDFW WKDW WKH D
RXWVHW

.QRZQ SODLQWH[ WKW UV WND FNHU SRVVHVVHV WKH SOD
PRUH PHVVDJHV 7KH DWWDFNHU ZLOO WKHQ XVH WKL
LQ XVH 7KLV DWWDFN VKDUHY PDQ\ VLPLODULWLHYV ZI

&KRVHQ 3ODLQWHTWHSWWWBRNHU LV DEOH WR JHQHUD)
WR GHOLEHUDWHO\ FKRVHQ SODLQ WH[W (VVHQWLDOC(



HQFU\SWLRQ V\VWHP DQG REVHUYH WKH RXWSXW 7KH
WKH VHFUHW NH\ LQ XVH

&KRVHQ &LSKHU 7H[MWKIBVDODWMNWIN-FNHU LV DEOH WR GHFU\
WH[W LQWR WKH FRUUHVSRQGLQJ SODLQ WH[W (VVHQ
WKH GHFU\SWLRQ V\VWHP DQG REVHUYH WKH RXWSXW
RU WKH VHFUHW NH\ LQ XVH

$QRWKHU W\SH RI VXFFHVVIXO DWWDFN LQYROYHV QR
VRPH WUDIILF DQG UHSOD\LQJ LW ODWHU 7KLV W\SH F
QHWZRUN WUDIILF WKURXJK VQLIILQJ DQG WKHQ UHWL
NH\ TURP WKH WUDIILF

$QRWKHU UHODWHG DWWDFN LV WKH PDQ LQ WKH PLG!
ZKHQ WKH DWWDFNHU JHWV EHWZHHQ WZR XVHUV ZLW
SDFNHWV &RQVLGHU WKDW LQ DQ\ VLWXDWLRQ LQ ZK|
FRPPXQLFDWLRQV SDWK EHWZHHQ WZR XVHUV WKH St
EH LQWHUFHSWHG DQG PRGLILHG

'R QRW IRUJHW WKDW VRFLDO HQJLQHHULQJ FDQ EH H
(QG XVHUV PXVW EH WUDLQHG WR SURWHFW VHQVLWL"
IURP XQDXWKRUL]J]HG GLVFORVXUH $WWDFNHUV DUH V
FU\SWRJUDSKLF NH\V QR PDWWHU KRZ WKH WDVN ZDV
VHQVLWLYH LQIRUPDWLRQ LW LV 3JDPH RYHU" IRU WK
WDNH PDQ\ IRUPV LQFOXGLQJ FRHUFLQJ D XVHU WR D
YXOQHUDELOLWLHY LQ D ZHE EURZVHU RU WDNLQJ DG
UHFHLYH D YDOLG FHUWLILFDWH DQG DSSO\ LW WR WK



$SSOLFDWLRQV RI &&U\SWRJUD SK\

&U\SWRJUDSK\ FDQ EH DSSOLHG LQ FRPPXQLFDWLRQ R
VHH LQ WKH IRUP RI ,3VHF 66/ DQG 3*3 ,Q WKLV VHF\
VXLWHY DQG VHH KRZ FU\SWRJUDSK\ ILWV LQ

, 3VHF

, QWHUQHW 3URWRFRO 6HFXULW\ ,3VHF LV D VHW RI £
FRQILGHQWLDOLW\ DQG LQWHJULW\ RI GDWD DV LW IO
GHVLIJIQHG WR RSHUDWH DW WKH 1HWZRUN OD\HU RI W
WR D SUHGHILQHG JURXS RI VHWWLQJV

6RPH RI WKH HDUOLHVW PHFKDQLVPV IRU HQVXULQJ V
WKH 26, PRGHO ,3VHF LV D QHZ WHFKQRORJ\ WKDW KI
PDQ\ RI WKH SUHYLRXV PHWKRGV ,3VHF KDV EHHQ ZL(
WUHPHQGRXV VHFXULW\ EHQHILWYV EXW DOVR EHFDXVI
PDMRU FKDQJHV WR LQGLYLGXDO FRPSXWHU V\WWHPV
LPSOHPHQWLQJ YLUWXDO SULYDWH QHWZRUNV DQG IR
FRQQHFWLRQ WR SULYDWH QHWZRUNYV

, 3VHF SURYLGHV WZR PHFKDQLVPV IRU SURWHFWLQJ L
(QFDSVXODWLQJ 6HFXULW\ 3D\ORDG 7KH WZR PRGHYV (

e SIXWKHQWLFDWLRQ +HDGHU $+ SURYLGHV DXWKHQW
DXWKHQWLFDWH WKH VHQGHU RI GDWD

e (QFDSVXODWLQJ 6HFXULW\ 3D\ORDG (63 SURYLGHYV
DV ZHOO DV HQFU\SW WKH GDWD

/KH LQIRUPDWLRQ DVVRFLDWHG ZLWK HDFK RI WKHVH
KHDGHU WKDW IROORZV WKH ,3 SDFNHW KHDGHU 6HSL
,6$.03 2DNOH\ SURWRFRO FDQ EH VHOHFWHG

( A

'RUNLQJ ZLWK ,3VHF

,Q WKLV H[HUFLVH \RX ZLOO OHDUQ KRZ WR FUHDWH
RSHUDWLQJ V\VWHP

7KH IROORZLQJ VWHSV VKRZ \RX KRZ WR FUHDWH DOQ
'LQGRZV FRPSXWHU

2Q &RPSXWHU $>FHPQAC N3 8 RDOBBIPL. QLVWUDWLYH 7RR
VHOHFW /RFDO 6HFXULW\ 3ROLF\

SLIKW FOLFN ,3 6HFXULW\ 3ROLFLHVY RQ WKH /RFDO(




&UHDWH ,3 6HFXULW\ 3ROLF\

2Q WKH :HOFRPH VFUHHQ RI WKH ,3 6HFXULW\ 3RO

,Q WKH 1DPH bLUHOWG W\SWKH 'HVFULSWARRQF | LMHROHD F
)73 DQG WKHQ FOLFN 1H[W

2Q WKH '"HIDXOW 5HVSRQVH 5XOH $XWKHQWLFDWL

8VH 7KLV 6WULQJ 7R 3URWHFW 7KH .H\ ([FKBQWWH RGB!
2Q WKH &RPSOHWLQJ 7KH ,3 6HFXULW\ 3ROLF\ :L]D

SURSHUWLHY LV VHOHFWHG DQG WKHQ FOLFN )LQ

,Q WKH 6HFXUH 3URSHUWLHV GLDORJ ER[ FOLFN
2Q WKH :HOFRPH 7R 7KH &UHDWH ,3 6HFXULW)\ 5X0
2Q WKH 7XQQHO (QG3RLQW VFUHHQ FOLFN 7KLV 5

TH[W
2Q WKH 1HWZRUN 7\SH VFUHHQ FOLFN $00 1HWZF
2Q WKH ,3 )LOWHU /LVW VFUHHQ FOLFN $GG

,Q WKH ,3 )LOWHU /LVW GLDO/RJINER [ D\KD W K- HFDIL

2Q WKH :HOFRPH VFUHHQ RI WKH ,3 )LOWHU :L]DU
,Q WKH '"HVFULSWLRQHIAL HOGH&O\SHN 1H[W

2Q WKH ,3 7UDIILF 6RXUFH VFUHHQ FOLFN $Q\ ,3
2Q WKH ,3 7UDIILF '"HVWLQDWLRQ VFUHHQ FOLFN

2Q WKH ,3 BURWRFRO 7\SH VFUHHQ FOLFN 7&3 LQ
TH[W

2Q WKH 3URWRFRO 3RUW VFUHHQ VIHD WKW MJHR[RV 78

7R $Q\ 3RUW DQG WKHQ FOLFN 1H[W

2Q0 WKH &RPSOHWLQJ 7KH ,3 J)LOWHU :L]DUG VFUH
,Q WKH ,3 )LOWHU OLVW VHOHFW /LQN DQG Wi
,Q WKH J)LOWHU $FWLRQ GLDORJ ER[ FOLFN $GG
,Q WKH )LOWHU $FWLRQ :L]DUG GLDORJ ER[ FOLF
,Q WKH JLOWHU $FWLRQ 16BiR KU G L)D O\WWHNQER W KM\G H O

,Q WKH )LOWHU $FWLRQ *HQHUDO 2SWLRQV GLDOH
WKHQ FOLFN 1H[W

2Q WKH &RPPXQLFDWLQJ :LWK &RPSXWHUV 7KDW
'R 1RW $OORZ 8QVHFXUHG &RPPXQLFDWLRQV DQG

2Q WKH ,3 7UDIILF 6HFXULW\ VFUHHQ VHOHFW ,QW

AJ

H

7/ \

AJ




TH[W
2Q WKH &RPSOHWLQJ 7KH ,3 6HFXULW)\ )LOWHU $FV
,Q WKH )LOWHU $FWLRQ GLDORJ ER[ VHOHFW 6HF|x

,Q WKH $XWKHQWLFDWLRQ OHWKRG GLDORJ ER[ VI
.H\ ([FKDQJH 3UHVKDWh@VZRUBOG IHKHQ FOLFN 1HI[V
V

2Q WKH &RPSOHWLQJ 7KH 6HFXULW\ 5XOH :L]DUG
,Q WKH 6HFXUH 3URSHUWLHV GLDORJ ER[ FOLFN
2QFH \RXfYH FUHDWHG WKH SROLF\ \RX PXVW DFWLY
2Q &RPSXWHU $
& OLFN=6%DQ WU R WIEP\L. QL VW U D LR ADTR RO MX UL W\ |z

6HOHFW WKH /RFDGCG>&RPEIIXAXHUVWIRIROLFLHY DQG|I
ULIJKW FOLFN WKH 6HFXUH SROLF\ DQG FOLFN $VV

2Q &RPSXWHU %

,Q WKH /RFDO 6HFXULW)\ 3ROLF\ OLFURVRIW 0DQDJ
&RPSXWHU QRGH ULJKW FOLFN ,3 6HFXULW)\ 3ROLF|L
([SRUW 3ROLFLHV

,Q WKH 6DYH $V GRERDORIFBROLMWYSNHFXULW\3ROLFD QIG
WKHQ FOLFN 6DYH <RX PXVW WKHQ VDYH WKH ,3V

5
I.
,PSRUW WKH VHFXULW\ SROLF\ WR D :LQGRZV PDFKL|Q
)

1H[W FRQILIJXUH D 6HFXULW\ $VVRFLDWLRQ UXOH L(
6HFXULW\ 00&

2Q &RPSXWHU $>FOAFNQ&AW DWW LY Q GRAROM UHZD (
$GYDQFHG 6HFXULW\

6HOHFW DQG WKHQ ULJKW FOLFN &RQQHFWLRQ 6H

'Q WKH 1HZ &RQQHFWLRQ 6HFXULW)\ 5X0OH :L]DUG
FOLFN 1H[W

2Q WKH (QGSRLQWYV VFUHHQ VHOHFW $Q\ ,3 $GGU!
1TH[W
2Q0 WKH 5HTXLUHPHQWY VFUHHQ VHOHFW S5HTXLUF
2XWERXQG &RQQHFWLRQV DQG WKHQ FOLFN 1H[W

2Q0 WKH $XWKHQWLFDWLRQ OHWKRG VF $HWQRV® O\
WH[W ER[ DQG WKHQ FOLFN 1H[W

2Q WKH 3URILOH VFUHHQ YHULI\ WKDW WKH 'RPD|L
VHOHFWHG DQG WKHQ FOLFEN 1H[W

A\




,Q WKH 1DPH WHRF¥XBER[6HWYSH $XWKHQWLFDIWQ BQVE Kb
J)LQLVK

SHUIRUP VWHSY + RQ &RPSXWHU %

SUHWW\ *RRG 3ULYDF\

SUHWW\ *RRG 3ULYDF\ 3*3 LV DQRWKHU DSSOLFDWLR!
SXEOLF NH\ HQFU\SWLRQ 3*3 LV RQH RI WKH PRVW ZLI
ZRUOG 3*3 KDV EHHQ XVHG WR SURWHFW WKH SULYDF
IRUPV RI FRPPXQLFDWLRQ VXFK DV LQVWDQW PHVVDJL

%:’ (DUO\ YHUVLRQV RI 3*3 ZHUH ZULWWHQ E\ L
4 TE

ILUVW RITHUHG WR WKH SXEOLF LQ /KH SURJUD
DSSOLFDWLRQ DQG DV VXFK KDV VHYHUDO GLIITHUHQ\
DQ RSLQLRQ DERXW ZKLFK LV EHVW

(&

3*3 ZDV GHVLJQHG WR SURYLGH WKH SULYDF\ DQG VHF
SUHVHQW LQ PDQ\ IRUPV RI RQOLQH FRPPXQLFDWLRQ
UHFLSLHQW LQ WKLV HQFU\SWHG IRUP 7KH UHFLSLHQ'
LQWR SODLQ WH[W

7KH 3*3 VA\VWHP LV D VLPSOH EXW LQQRYDWLYH PHFKEL
SXEOLF DQG SULYDWH NH\ VA\VWHP ZH H[SORUHG HDUO
D SXEOLF NH\ DQG D SULYDWH NH\ WKH SXEOLF NH\ H
GHFU\SWV WKHP

$ 3*3 XVHU FDQ DOVR XVH WKHLU SULYDWH NH\ WR GL.
UHFLSLHQW NQRZV WKH PDLO RULJLQDWHG IURP WKH
DFFHVV WR WKH SULYDWH NH\ VR WKH GLJLWDO VLJQ|

6HQVLWLYH GDWD ILOHV VWRUHG RQ \RXU KDUG GULY!
XVLQJ 3*3 <RX FDQ XVH \RXU SXEOLF NH\ WR HQFU\SW
GHFU\SW WKHP 6RPH YHUVLRQVY DOVR DOORZ WKH XVl
HVSHFLDOO\ XVHIXO IRU ODSWRS XVHUV LQ WKH HYHQ

6HFXUH 6RFNHWY /D\HU

$QRWKHU LPSRUWDQW PHFKDQLVP IRU VHFXULQJ LQIR
7KH 66/ SURWRFRO ZDV GHYHORSHG E\ 1HWVFDSH LQ W
VWDQGDUG PHFKDQLVP IRU H[FKDQJLQJ GDWD VHFXUH
L OQWHUQHW



%:’ 66/ LV VXSSRUWHG E\ DOO PRGHUQ EURZVHUV
A TE

'KHQ D FOLHQW FRQQHFWYVY WR D ORFDWLRQ WKDW UH"
SUHVHQW WKH FOLHQW ZLWK D GLJLWDO FHUWLILFDWI
FOLHQW PDNHV VXUH WKH GRPDLQ QDPH PDWFKHV WK
FHUWLILFDWH KDV EHHQ JHQHUDWHG E\ D WUXVWHG D

20FH WKH KDQGVKDNH LV FRPSOHWHG WKH FOLHQW Z
WKDW LV VHQW WR WKH VHUYHU EHIRUH LW OHDYHV W
XQUHDGDEOH HQ URXWH 2QFH WKH LQIRUPDWLRQ DUL
XVLQJ D VHFUHW NH\ ,I1 WKH VHUYHU VHQGV LQIRUPD\
DOVR EH HQFU\SWHG RQ WKH VHUYHU HQG EHIRUH EHL

( A

%:’ $ PXWXDO DXWKHQWLFDWLRQ VLWXDWLRQ FR
4 TE

RI WKH FRPPXQLFDWLRQ FKDQQHO DUH DXWKHQWLEFD

- J




6 XPPDU\

,Q WKLV FKDSWHU ZH FRYHUHG PDQ\ FRPSRQHQWYV RI |
LPSRUWDQFH RI HDFK :LWK D ILUP JUDVS RI WKH VFLF
SURJUHVV LQWR WKH DUHD RI SHQWHVWLQJ DQG ,7 PX
NQRZOHGJH

&U\SWRJUDSK\ LV DEOH WR SURYLGH PDQ\ VHUYLFHV V
7KH DELOLW\ WR SURYLGH FRQILGHQWLDOLW\ LQWHJL
LQYDOXDEOH ZLWK HDFK EHLQJ XVHIXO DORQH DQG P
7THFKQRORJLHV VXFK DV 66/ ,3VHF DQG RWKHUV ZRXOC
HQFU\SWLRQ RU DW OHDVW QRW LQ WKHLU FXUUHQW |



([DP (VWVHQWLDOV

.QRZ WKH SXUSRVH RI FU\SWBWRISIM\SK\ LV GHVLIQHG
LOQWHJULW\ DQG FRQILGHQWLDOLW)\ RI LQIRUPDWLRQ [
DXWKHQWLFDWLRQ DOWKRXJK WKH PHFKDQLVP PD\ YI

8QGHUVWDQG V\PPHWULF YHUVXYV DV\PPHOYRZF KUWWRI
DQG DV\PPHWULF DUH VXLWDEOH IRU VRPH DSSOLFDW

.QRZ \RXU DSSOLFRQEAHRODWWDQG KRZ FU\SWRJUDSK\ ZRI
DSSOLHG WR DQ\ JLYHQ VLWXDWLRQ DQG ZKLFK SURFF

.QRZ \RXU WRROV DQGHN&EHWPN[DP LV GUHQFKHG ZLWK \
WKDW ZLOO HOLPLQDWH HYHQ WKH PRVW VNLOOHG Wt
WKH TXHVWLRQ LV WDONLQJ DERXW )DPLOLDUL]H \RX
UHFRJQL]H WKH QDPHYV RI WKH YDULRXV WRROV RQ WE






SHYLHZ 4XHVWLRQV

6\PPHWULF FU\SWRJUDSK\ LV DOVR NQRZQ DV BBBB|
$ 6KDUHG NH\ FU\SWRJUDSK\
% 3XEOLF NH\ FU\SWRJUD SK\
& +DVKLQJ
6WHJIJDQRJUDSK\
KLFK RI WKH IROORZLQJ PDQDJHYV GLJLWDO FHUWL|
$ +XE
% .H\
& 3XEOLF NH\
" &HUWLILFDWH DXWKRULW\
$V\PPHWULF HQFU\SWLRQ LV DOVR UHIHUUHG WR D\
$ 6KDUHG NH\
% 3XEOLF NH\
& +DVKLQJ
" % OREFEN
KLFK RI WKH IROORZLQJ EHVW GHVFULEHV KDVKLQ.
$ $Q DOJRULWKP
% $ FLSKHU
& 1RQUHYHUVLEOH
$ FU\SWRV\VWHP
$ PHVVDJH GLJHVW LV D SURGXFW RI ZKLFK NLQG R
$ 6\PPHWULF
% $V\PPHWULF
& +DVKLQJ
6WHJIJDQRJUDSK\

$ SXEOLF DQG SULYDWH NH\ VIVWHP GLIIHUV IURP V
IROORZLQJ"

$ 2QH NH\
% 2QH DOJRULWKP



& 7ZR NH\V
" 7ZR DOJRULWKPV
$ SXEOLF NH\ LV VWRUHG RQ WKH ORFDO FRPSXWHL
$ +DVK
% 3., VI\IVWHP
& O6PDUW FDUG
SULYDWH NH\
6\PPHWULF NH\ VA\VWHPV KDYH NH\ GLVWULEXWLRQ
$ 1XPEHU RI NH\V
% *HQHUDWLRQ RI NH\ SDLUV
& $PRXQW RI GDWD
7\SH RI GDWD
:KDW GRHV KDVKLQJ SUHVHUYH LQ UHODWLRQ WR G
$ ,QWHJULW\
% &RQILGHQWLDOLW\
& S$SYDLODELOLW\
' 5HSXGLDWLROQ
KLFK RI WKH IROORZLQJ LV D FRPPRQ KDVKLQJ SUF
$ 0

% $(6
& (6
' 56%

KLFK RI WKH IROORZLQJ EHVW GHVFULEHYV 3*3"

$ $ VIPPHWULF DOJRULWKP

% $ W\SH RI NH\

& $ ZzD\ RI HQFU\SWLQJ GDWD LQ D UHYHUVLEOH PH
$ NH\ HVFURZ V\VWHP

66/ LV D PHFKDQLVP IRU ZKLFK RI WKH IROORZLQJ"

$ 6HFXULQJ VWRUHG GDWD

% O6HFXULQJ WUDQVPLWWHG GDWD

& 9HULI\LQJ GDWD



' SXWKHQWLFDWLQJ GDWD
:KLFK VA\VWHP GRHV 66/ XVH WR IXQFWLRQ"

$ $(6

% (6

& (6
3.,

,Q ,3VHF HQFU\SWLRQ DQG RWKHU SURFHVVHYV KDS
$ /HYHO

% /HYHO
& [/HYHO
/IHYHO

,Q ,3VHF ZKDW GRHV $XWKHQWLFDWLRQ +HDGHU $
$ 'DWD VHFXULW\
% +HDGHU VHFXULW\
& $XWKHQWLFDWLRQ VHUYLFHYV
' (QFU\SWLRQ
,Q ,3VHF ZKDW GRHV (QFDSVXODWLQJ 6HFXULW\ 3D
$ 'DWD VHFXULW\
% +HDGHU VHFXULW\
& $XWKHQWLFDWLRQ VHUYLFHYV
" QWHJULW\
$W ZKDW SRLQW FDQ 66/ EH XVHG WR SURWHFW GDV
$ 2Q D KDUG GULYH
% 2Q D IODVK GULYH
& 2Q %OXHWRRWK
'XULQJ WUDQVPLVVLRQ
'KLFK Rl WKH IROORZLQJ GRHV ,3VHF XVH"
$ 66/
% $(6
& '(6



‘3.,
KR ILUVW GHYHORSHG 66/"
$ 1HWVFDSH
% OLFURVRIW
& 6XQ
" 2UDFOH
, 3VHF XVHV ZKLFK WZR PRGHV"
$ $+ (63
% $(6 '(6
& (+ $63
$(6 (63






&KDSWHU
JRRWSULQWLQJ

&(+ (;$0 2%-(&7,9(6 &29(5(' ,1 7+,6 &+$37(5
v .., BHFXULW\
3 9XOQHUDELOLWLHYV
v/ ,9 7RROV 6\WWHPV 3URJUDPYV
2 2SHUDWLQJ HQYLURQPHQWYV
6 ([SORLWDWLRQ WRROV

. ,Q WKLV FKDSWHU \RX{fOO EHJLQ WKH SL
WKH LQWHQWLRQ RI DWWDFNLQJ DQG FRPSURPLVLQJ V
VWHS NQRZQ DV IRRWSULQWLQJ ZKLFK FRXOG EH JHQ
UHJDUGLQJ \RXU WDUJHW

JRRWSULQWLQJ LV D YLWDO ILUVW VWHS LQ WKH SURF
WKH JDWKHULQJ RI LQIRUPDWLRQ ERWK SDVVLYHO\ D
HYDOXDWLRQ 6SHQGLQJ D JRRG DPRXQW RI WLPH OHLEL
ODXQFKLQJ DWWDFNVY DQG VWULNHY DIJDLQVW LW ZLO!
DFFXUDWH DQG SURGXFWLYH DFWLRQV ,Q DGGLWLRAQ

\RXU QH[W VWHSV ZLOO DOORZ \RX WR EH PRUH VWHD
SURFHVYV



8QGHUVWDQGLQJ WKH 6WHSV RI (WKLFI

JRU DQ RYHUYLHZ RI WKH SURFHVV OHWY{YVY ORRN DW V
IRRWSULQWLQJ ILWYVY LQ DV ZHOO DV ZKDW IXWXUH SKI|

SKDVH JRRWSULQWLQJ

JRRWSULOWW®H ILUVW SKDVH RI WKH HWKLFDO KDFNL
FKDSWHU 7KLV SKDVH FRQVLVWY RI SDVVLYHO\ DQG D
/KH JRDO LV WR JDWKHU DV PXFK LQIRUPDWLRQ DV LV
WDUJHW ZLWK WKH REMHFWLYH RI JHWWLQJ HQRXJK L
DFFXUDWH 7KH HQG UHVXOW VKRXOG EH D SURILOH R
WKDW JLYHV HQRXJK GDWD WR SODQ WKH QH[W SKDVH

,QIRUPDWLRQ WKDW FDQ EH JDWKHUHG GXULQJ WKLV .
e .3 DGGUHVV UDQJHV

e IDPHVSDFHV

e (PSOR\HH LQIRUPDWLRQ

e 3KRQH QXPEHUYV

e )DFLOLW\ LQIRUPDWLRQ

e -RE LQIRUPDWLRQ

JRRWSULQWLQJ WDNHVY DGYDQWDJH RI WKH LQIRUPDW|
LODGYHUWHQWO\

N

7\

%:’ 3KDVHVY + DUH WKH VXEMHFWY RI ODWHU F}
4 TE

&KDSWHU 3(QXPHUDWLRQ ~ DQG &KDSWHU  36\VWH
WKH LQIRUPDWLRQ JDWKHUHG LQ SKDVH LV FUXFLD
VSHQW UHVHDUFKLQJ DQG LQYHVWLJDWLQJ VKRUWHIC
SRWHQWLDOO\ PRUH IUXLWIXO DQG DFFXUDWH

\ J

SKDVH 6FDQQLQJ

3KDVHVADQQIZKLFK IRFXVHV RQ DQ DFWLYH HQJDJHPH
LOWHQWLRQ RI REWDLQLQJ PRUH LQIRUPDWLRQ 6FDQ
ORFDWH DFWLYH KRVWV WKDW FDQ WKHQ EH WDUJHW !
SRWHQWLDO WDUJHWV EXW QRW DOO PD\ EH YLDEOH
ZKLFK KRVWV DUH DFWLYH DQG ZKDW WKH QHWZRUN C
SODFH

'XULQJ WKLV SKDVH WRROV VXFK DV WKHVH DUH XVHG

—_—




e 3LQJV
e 3LQJ VZHHSV
e 3RUW VFDQV
e 7TUDFHUW

3KDVH (QXPHUDWLRQ

7KH ODVW SKDVH EHIRUH \RX DWWHPSW WR JDLQ DFFH
(QXPHUDWVY.RMXH VA\VWHPDWLF SURELQJ RI D WDUJHW Z
URXWLQJ WDEOHV DQG SURWRFROV IURP WKH V\VWHP
\RXU SURFHVY LW LV WKH LQLWLDO WUDQVLWLRQ IUR
WKH LQVLGH RI WKH V\VWHP WR JDWKHU GDWD ,QIRUF
DSSOLFDWLRQV SURWRFROV DQG EDQQHUV DOO SURY
WKLV LQIRUPDWLRQ LV FDUULHG IRUZDUG LQWR WKH L

7KH LQIRUPDWLRQ JDWKHUHG GXULQJ SKDVH W\SLFD"
IROORZLQJ

e SVHUQDPHV

e *"URXS LQIRUPDWLRQ

e 3DVVZRUGYV

e +LGGHQ VKDUHYV

e '"HYLFH LQIRUPDWLRQ

e ITHWZRUN OD\RXW

e 3URWRFRO LQIRUPDWLRQ
e 6HUYHU GDWD

e 6HUYLFH LQIRUPDWLRQ

SKDVH 6\VWHP +DFNLQJ

2QFH \RX KDYH FRPSOHWHG WKH ILUVW WKUVYMHVNSKDK B |
SKDVH <RX ZLOO UHFRJQL]H WKDW WKLQJY DUH JHWW
KDFNLQJ SKDVH FDQQRW EH FRPSOHWHG LQ D VLQJOH
WKDW LQFOXGHV FUDFNLQJ SDVVZRUGV HVFDODWLQJ
ILOHV FRYHULQJ WUDFNV FRQFHDOLQJ HYLGHQFH DC



'KDW ,V )RRWSULQWLQJ"

1RZ OHWYV FLUFOH EDFN WR WKH ILUVW VWHS LQ WKH
JRRWSULQWLQJ RU UHFRQQDLVVDQFH LV D PHWKRG R
DERXW D SRWHQWLDO WDUJHW ZLWK WKH LQWHQWLRQ
JRRWSULQWLQJ ORRNV IRU LQIRUPDWLRQ DQG ODWHU
SRWHQWLDO YXOQHUDELOLWLHYV

~

é:’ 'KHQ \RX FRQGXFW IRRWSULQWLQJ?DV ZLWK [L
4 TE

GHVFULEHG LQ WKLV ERRN?2\RX PXVW EH TXLWH PHW]|k
SURFHVV RI FROOHFWLQJ LQIRUPDWLRQ FDQ ZDVWH|'
FDVH VFHQDULR FDXVH WKH DWWDFN WR IDLO ,Q D|C
KDYH WKH XQGHVLUHG HIIHFW RI DWWUDFWLQJ WKH
\RXU LQIRUPDWLRQ JDWKHULQJ 7KH VPDUW RU FDUHMH
WLPH LQ WKLYV SKDVH JDWKHULQJ DQG FRQILUPLQJ L

. J

JRRWSULQWLQJ JHQHUDOO\ HQWDLOV WKH IROORZLQJ

&ROOHFW LQIRUPDWLRQ WKDW LV SXEOLFO\ DYDLO|
QHWZRUN LQIRUPDWLRQ

$VFHUWDLQ WKH RSHUDWLQJ VA\VWHP V LQ XVH LQ '
ZHE DSSOLFDWLRQ GDWD ZKHUH SRVVLEOH

, VVXH TXHULHV VXFK DV :KRLV '16 QHWZRUN DQG

/IRFDWH H[LVWLQJ RU SRWHQWLDO YXOQHUDELOLWL
LQIUDVWUXFWXUH WKDW PD\ EH FRQGXFLYH WR ODX

K\ 3BHUIRUP )RRWSULQWLQJ"

JRRWSULQWLQJ LV DERXW JDWKHULQJ LQIRUPDWLRQ D
SURSHU FDUH \RX DV WKH DWWDFNLQJ SDUW\ PD\ EH
LOWR DQ RUJDQL]DWLRQ 3DVVLYHO\ JDWKHULQJ LQIR!
HITHFWLYH PHWKRG ,I GRQH E\ D VNLOOHG LQYHQWL)
LQIRUPDWLRQ WKDW FDQ EH SDVVLYHO\ JDWKHUHG LV
VXFK DV WKLV

e QIRUPDWLRQ DERXW DQ RUJDQL]DWLRQYVY VHEXULW
PD\ HILVW 7KLV LQIRUPDWLRQ ZLOO DOORZ IRU DGWM
PDNH LW PRUH SURGXFWLYH

e $ GDWDEDVH WKDW SDLQWYV D GHWDLOHG SLFWXUH ¢
SRVVLEOH DERXW WKH WDUJHW 7KLV PD\ EH IURP D
RWKHU VRXUFH



e $ QHWZRUN PDS XVLQJ WRROV VXFK DV WKH 7UDFHU
WDUJHWITV L OWHUQHW SUHVHQFH RU QWHUQHW FRQ
URDGPDS OHDGLQJ \RX WR D EXLOGLQJ WKH PDS JH
GHWHUPLQH WKH IORRU SODQ RI WKH EXLOGLQJ

*RDOV RI WKH )RRWSULQWLQJ 3URFHVYV

HIRUH \RX VWDUW GRLQJ IRRWSULQWLQJ DQG OHDUQ
HISHFWDWLRQV DV WR ZKDW \RX DUH ORRNLQJ IRU DQ
WKH HQG RI WKH SURFHVV _HHS LQ PLQG WKDW WKH C
QRU VKRXOG \RX H[SHFW WR EH DEOH WR REWDLQ DOC
\RX WR JHW DV PXFK LQIRUPDWLRQ LQ WKLYV SKDVH DV

+HUHYV ZKDW \RX VKRXOG ORRN IRU
e ITHWZRUN LQIRUPDWLRQ
e 2SHUDWLQJ VA\VWHP LQIRUPDWLRQ

e 2UJDQL]DWLRQ LQIRUPDWLRQ VXFK DV &(2 DQG HPS
FROQWDFW QXPEHUV DQG HPDLO

e IHWZRUN EORFNYV

e THWZRUN VHUYLFHV

e $SSOLFDWLRQ DQG ZHE DSSOLFDWLRQ GDWD DQG FR
e 6\WWHP DUFKLWHFWXUH

e QWUXVLRQ GHWHFWLRQ DQG SUHYHQWLRQ V\VWHPYV
e (PSOR\HH QDPHYV

'RUN H[SHULHQFH

/JHWYV WDNH D FORVHU ORRN DW WKH ILUVW WKUHH R«

1HWZRUN ,QIRUPDWLRQ

2Q WKH QHWZRUN VLGH RI WKLQJY D ORW RI LQIRUPD
WKH GDWD $PD]JLQJO\ PXFK RI WKH QHWZRUN LQIRUP
LQLWLDO SKDVH RI DQ DWWDFN LV UHDGLO\ DYDLODEC
LQYHVWLIJDWLRQ 'XULQJ WKH IRRWSULQWLQJ SKDVH

e 'RPDLQ QDPHV WKH FRPSDQ\ XVHV WR FRQGXFW EXYV
UHVHDUFK DQG FXVWRPHU UHODWLRQV

e .QWHUQDO GRPDLQ QDPH LQIRUPDWLRQ
e .3 DGGUHVVHV RI DYDLODEOH V\VWHPV
e 5GRIXH RU XQPRQLWRUHG ZHEVLWHYV WKDW DUH XVH{(



6

3ULYDWH ZHEVLWHYV

7&3 8'3 VHUYLFHV WKDW DUH UXQQLQJ

$FFHVV FRQWURO PHFKDQLVPV LQFOXGLQJ ILUHZDO
9LUWXDO SULYDWH QHWZRUN 931 LQIRUPDWLRQ
 QWUXVLRQ GHWHFWLRQ DQG SUHYHQWLRQ LQIRUPD
7HOHSKRQH QXPEHUV LQFOXGLQJ DQDORJ DQG 9RLF
$XWKHQWLFDWLRQ PHFKDQLVPY DQG V\VWHPYV

HH ([HUFLVH WR ILQG WKH ,3 DGGUHVV RI D ZHEVL

-

N

)LOQGLQJ WKH ,3 $GGUHVYV RI D :HEVLWH

7KLV HIHUFLVH VKRZV \RX KRZ WR REWDLQ LQIRUPD\
WUDFHUW

2Q D :LQGRZV VA\VWHP RSHQ WKH FRPPDQG SURPS
FRPPDQG

SLQJ Z2ZZ ZLOH\ FRP

SDFNHWV ORVW DQG DSSUR[LPDWH URXQG WULS W
LGHD Rl WKH FRQQHFWLRQYV SHUIRUPDQFH DQG T

'"HWHUPLQH WKH IUDPH VL]H RQ WKH QHWZRUN E\||

SLQJ Z2ZZ ZLOH\ FRP %1 0O

1RWH WKH ,3 DGGUHVYVY WKDW LV UHWXUQHG DORC
|
>

1RWH WKH UHVSRQVH WR WKH FRPPDQG ,I WKH F
IUDJPHQWHG WKHQ GHFUHDVH WKH YDOXH JUL
RWKHUZLVH 2QFH \RX JHW D YDOLG YDOXH QRWH

$W WKH FRPPDQG SURPSW HQWHU WKH IROORZLQ.

WUDFHUM address!

7

~7

ZKHUH address! LV WKH RQH \RX UHFRUGHG LQ VWHS

7KH UHVXOWYV UHYHDO LQIRUPDWLRQ DERXW WKH
KRVW WR WKH UHPRWH KRVW 1RWH WKH UHVSRQYV
GURSSHG SDFNHWV ,W LV SRVVLEOH WKDW GHYLF|F
PD\ DOWHU WKH H[SHFWHG UHVSRQVHV RI SDFENHW"
HQFRXQWHU

J




2SHUDWLQJ 6\WWHP ,QIRUPDWLRQ

7KH RSHUDWLQJ V\VWHP LV RQH RI WKH PRVW LPSRUW
DERXW :KHQ EURZVLQJ LQIRUPDWLRQ RQ MRE VLWHYV
ORRN FORVHO\ WR VHH LI DQ\WWKLQJ \RX REWDLQ FDQ
HI[DPSOH MRE SRVWLQJV WKDW DVN IRU H[SHULHQFH ¥
JR D ORQJ ZD\ WRZDUG QDUURZLQJ GRZQ WKH 26V SUH

'KHQ VRUWLQJ WKURXJK WKH ZHDOWK RI LQIRUPDWLR
NHHS DQ H\H RXW IRU DQ\WKLQJ WKDW SURYLGHV WHF

e 8VHU DQG JURXS LQIRUPDWLRQ DQG QDPHYV
e 2SHUDWLQJ VAIVWHP YHUVLRQV

e 6\WVWHP DUFKLWHFWXUH

e SHPRWH V\VWHP GDWD

e 6\WWHP QDPHV

e 3DVVZRUGYV

2UJDQL]DWLRQ 'DWD

1RW DOO LQIRUPDWLRQ LV WHFKQLFDO VR ORRN IRU I
ZRUNV ,QIRUPDWLRQ WKDW SURYLGHV GHWDLOV DERHX
GHWDLOV LV YLWDO ([SHFW WR HQFRXQWHU WKLV LQI
FRPSDQ\JV RZQ ZHEVLWH GLVFXVVLRQ JURXSV ILQDQ

7KLV LQIRUPDWLRQ LQFOXGHV WKH IROORZLQJ
e (PSOR\HH GHWDLOV

e 2UJDQL]DWLRQYV ZHEVLWH

e &RPSDQ\ GLUHFWRU\

e« IRFDWLRQ GHWDLOV

e $GGUHVV DQG SKRQH QXPEHUYV

e &RPPHQWV LQ +70/ VRXUFH FRGH

e GBHFXULW\ SROLFLHYVY LPSOHPHQWHG

e :HE VHUYHU OLQNV UHOHYDQW WR WKH RUJDQL]DWL
e %DFNJURXQG Rl WKH RUJDQL]DWLRQ

e 1HZV DUWLFOHV DQG SUHVV UHOHDVHYV



THUPLQRORJ\ LQ )RRWSULQWLQJ
,Q WKLV VHFWLRQ \RXf0OO OHDUQ GHILQLWLRQV WKDW

2SHQ 6RXUFH DQG 3DVVLYH ,QIRUPDWLRQ *DWK

$v IDU DV LQWHOOLJHQFH JDWKHULQJ JRHV RSHQ VR
OHDVW DJJUHVVLYH %DVLFDOO\ WKH SURFHVV UHOLF
WKDW DUH W\SLFDOO\ SXEOLFO\ DYDLODEOH DQG RXW
QHZVSDSHUV ZHEVLWHV GLVFEFXVVLRQ JURXSV SUHVYV
EORJV DQG LQQXPHUDEOH RWKHU VRXUFHYV

'LWK D VNLOOHG DQG FDUHIXO KDQG LW LV PRUH WKELC
QHWZRUN LQIRUPDWLRQ SXEOLF ,3 DGGUHVVHV ZHE \
VRXUFHV MXVW WR QDPH D IHZ

$FWLYH ,QIRUPDWLRQ *DWKHULQJ

$FWLYH LQIRUPDWLRQ JDWKHULQJ LOYROYHV HQJDJHF
VXFK DV VRFLDO HQJLQHHULQJ $WWDFNHUV WHQG WR
WHQGVY WR EH KXPDQ EHLQJV $ VDYY\ DWWDFNHU HQJ
XQGHU YDULRXV SUHWHQVHV ZLWK WKH JRDO RI VRFLI
LOIRUPDWLRQ

S3DVVLYH ,QIRUPDWLRQ *DWKHULQJ

3DVVLYH LQIRUPDWLRQ JDWKHULQJ LV GHFLGHGO\ OH\
LQIRUPDWLRQ JDWKHULQJ :KHUHDV DFWLYH LQIRUPDV
HQJDJHPHQW ZLWK WKH WDUJHW SDVVLYH GRHV QRW
LQIRUPDWLRQ LQGLUHFWO\ DERXW D WDUJHW IURP RW
MRE SRVWLQJY VRFLDO PHGLD DQG RWKHU W\SHV RI
SURFHVYVY ZLOO VWDUW SDVVLYHO\

SVHXGRQ\PRXV )RRWSULQWLQJ

3VHXGRQ\RRXROYHV JDWKHULQJ LQIRUPDWLRQ IURP R
VRPHRQH IURP WKH WDUJHW EXW XQGHU D GLIIHUHQW
HVVHQFH WKH LQIRUPDWLRQ LV QRW SRVWHG XQGHU I
XQGHU DQ DVVXPHG QDPH ZLWK WKH LQWHQWLRQ WKL

8QGHU QRUPDO FRQGLWLRQV WKLV WHFKQLTXH FDQ EI
FRQWDFW \RX 8VLQJ WKH QDPH RI VRPHRQH ZLWKLQ \
PHW IDFH WR IDFH EXW IURP DQRWKHU RIILFH RU ORF
VRPHRQH DQG JDLQ XVHIXO LQIRUPDWLRQ

 OQWHUQHW RRWSULQWLQJ



$ SUHWW\ VWUDLJKWIRUZDUG PHWKRG RI JDLQLQJ LQI
WDONLQJ DERXW XVLQJ WHFKQLTXHYVY VXFK DV *RRJOH
RWKHU *RRJOH DSSV WR LGHQWLI\ VHFXULW\ KROHV Lt
FRGH DQG RWKHU PHWKRGV WR ILQG RXW ZKDW \RXU
SXEOLF LQIRUPDWLRQ WKDW D PDOLFLRXV SDUW\ FDC



KUHDWV  QWURGXFHG E\ )RRWSULQWL

/[HWJV WDNH D FORVHU ORRN DW WKH WKUHDWV WKDW

6RFLDO (QJLQRGHLRIIWKH HDVLHVW ZD\V WR JDLQ LQIF
LQIRUPDWLRQ LQ JHQHUDO LV WR MXVW DVN IRU LW :
PDQLSXODWLQJ SHRSOH ZLWK WKH JRDO RI JHWWLQJ )
XVHIXO LQVLJKW

1HWZRUN DQG 6\VWHPKHN\WMDIFWY GHVLIJQHG WR JDWKHU
HQYLURQPHQWYTV VI\VWHP FRQILIJXUDWLRQ DQG RSHUD

,QIRUPDWLRQ /HKMBJRIQH LV IDU WRR FRPPRQ QRZDGD
KDYH EHFRPH YLFWLPV Rl GDWD DQG RWKHU FRPSDOQ\
ZURQJ KDQGYV

3ULYDF\ /RRWKHU RQH WKDW LV FRPPRQ2DOO WRR FR
SHPHPEHU WKDW JDLQLQJ DFFHVV WR D VI\VWHP LVQYYV
FRXOG DOVR EH D ZD\ WR JDWKHU SULYDWH DQG SHUV
EH WKH WDUJHW Rl VXFK DQ DWWDFN \RX PD\ HDVLO\
WKH +HDOWK ,QVXUDQFH 3RUWDELOLW)\ DQG $FFRXQW|
2[OH\ WR QDPH D FRXSOH

SHYHQXH /RMVN RI LQIRUPDWLRQ DQG VHFEXULW\ UHODYV
ILQDQFLDO UHODWHG LVVXHYV FDQ HDVLO\ OHDG WR Ol
WR FORVXUH RI WKH EXVLQHVV LWVHOI 5HPHPEHU WK
SHQDOWLHYV DQG ODZVXLWYV FXVWRPHUV DUH SURQH
IHHO LW LV VDIH

~

é:’ KHQ WDONLQJ DERXW WKUHDWY WKDW IRRW!
4 TE

ZH QHHG WR PHQWLRQ SHUVRQDOO\ LGHQWLILDEOH
WKDW FDQ EH XVHG WR XQLTXHO\ LGHQWLI\ DQ LQG
QXPEHU RU VRFLDO VHFEXULW\ QXPEHU ,I \RX HQFR
\RXU SHQHWUDWLRQ WHVWLQJ SURFHVYVY \RX VKRXO
FOLHQW LPPHGLDWHO\ HVSHFLDOO\ LI \RX HQFRXQV
$Q\ GLVFORVXUH RI 3,, WR XQDXWKRUL]J]HG SDUWLHYV
EDG SXEOLFLW\ UHJXODWRU\ SHQDOWLHV DQG PXFK

. J

—

< M X




/KH )RRWSULQWLQJ 3URFHVYV

7KHUH DUH PDQ\ VWHSV LQ WKH IRRWSULQWLQJ SURFF
RI LQIRUPDWLRQ 5HPHPEHU WR ORJ HDFK SLHFH RI L(C
KRZ LQVLJQLILFDQW LW PD\ VHHP DW WKH WLPH

8VLQJ 6HDUFK (QJLQHYV

2QH RI WKH ILUVW VWHSY LQ WKH SURFHVYVY RI IRRWSU
6HDUFK HQJLQHV VXFK DV *RRJOH DQG %LQJ FDQ HDVL
WKH FOLHQW PD\ KDYH ZLVKHG WR KDYH NHSW KLGGH!
7KH VDPH LQIRUPDWLRQ PD\ UHDGLO\ VKRZ XS RQ D Vt

8VLQJ D VHDUFK HQJLQH \RX FDQ ILQG D ORW RI LQIR
XQH[SHFWHG RU VRPHWKLQJ D GHIHQGHU QHYHU FRQV
HPSOR\HH GHWDLOV ORJLQ SDJHV LQWUDQHW SRUWD
PRUH GHWDLOV VXFK DV QDPHV Rl VHFXULW\ SHUVRQC(
DQWLYLUXV SURWHFWLRQ DQG LW LV QRW XQKHDUG F
LQIRUPDWLRQ

*RRJOH +DFNLQJ

21 FRXUVH WKH EHVW NQRZQ DQG PRVW GRPLQDQW Vi
WKHUH *RRJOH OLNH DQ\ VHDUFK HQJLQH DOORZV \F
, QWHUQHW KLOH , ZRQYIYW JR WKURXJK KRZ WR GR ED
WKDW DQ\RQH ZKR KDV XVHG RQH NQRZV WKDW VRPHYV
EH WRXJK 7\SLQJ LQ WHUPV WR D VHDUFK HQJLQH ZLC(
\RX QHHG" /HWYV VHH KRZ WR XQOHDVK WKH UHDO SR.
WKH SURFHVV RRRYHQ KEDFNLQJ

*RRJOH KDFNLQJ LV QRW DQ\WKLQJ QHZ DQG KDV EHH(
ZLGHO\ NQRZQ E\ WKH SXEOLF 7KH SURFHVV LQYROYH
\RXU UHVXOWV WR JHW ZKDW \RX ZDQW LQVWHDG RI E
'LWK *RRJOH KDFNLQJ LW LV SRVVLEOH WR REWDLQ LV
VHQVLWLYH IROGHUV ORJRQ SRUWDOV FRQILJXUDWLI

HIRUH \RX SHUIRUP DQ\ *RRJOH KDFNLQJ VHH ([HUFL
WKH RSHUDWRUV WKDW PDNH LW SRVVLEOH

( )

%;: (DFK RI WKH RSHUDWRUY PHQWLRQHG KHUH [L

r

ER[ RQ*WRBOH KRPH SDJH <RX GRQIW KDYH WR JR W
FRPPDQGYV

- J

FDFKHVSOD\V WKH YHUVLRQ RI D ZHE SDJH WKDW *RR.



http://Google.com

GLVSOD\LQJ WKH FXUUHRDWK NeébiidelRRnld! 6\QWD |

OLQMNMVWY DQ\ ZHE SDJHV WKDW FRQWDLQ OLQNV WR W
6\Q WO QNwebsite name!

LQIBRUHVHQWY LQIRUPDWLRQ DERXM) I Wuesdifd ndW HG SDJ
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name!
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keywords!

DOOL@GAHWOXUQYV RQO\ UHVXOWY ZLWK WKH V3Bl hixk d

keywords!

( A

8VLQJ *RRJOH +DFNLQJ

7KLV HIHUFLVH GHPRQVWUDWHY KRZ WR XVH *RRJOH
D WDUJHW 7R GR WKLV H[HUFLVH \RX FDAXZ XV R RDIQ@\HE

,Q WKH VHDUFK ER[ EDWZHA P XM IOHH QRE BIYGIRK LY ZL O|C
VHDUFK WKH :LOH\ ZHEVLWH DQG UHWXUQ DQ\ UHI}
2UL\DQR

,Q WKH VHDUFK ER[ BOWHQ@XWRH (BHKWDRUNK IARDRHOC
D OLVW RI ZHE HQDEOHG FDPHUDV WKDW DUH DWWV

I
,Q WKH VHDUFK ER[ HIQWNH UL WHKUWRSIKNY DVGIO UHW XU Q
ZHEVLWHVY WKDW OLQN WR WKH ZHEVLWH LWSUR W
%

\

7KLV LV MXVW DQ HIDPSOH RI WKUHH RSHUDWRUV D
JDLQ LQIRUPDWLRQ DERXW \RXU WDUJHW UHSODFH
WDUJHW ([SHULPHQW ZLWK GLITHUHQW FRPELQDWLR
UHJDUGLQJ \RXU WDUJHW

. J

, \RX DUH VWLOO D OLWWOH FRQIXVHG DERXW KRZ Wt
JRRG UHVRXUFH LV WKH *RRJOH +DFNLQJ 'BWAD HDS/AHR L
GE FRP JRRIOHK®ERUBRHWHQ PDLQWDLQHG IRU D YHU\ ORC
RSHUDWRUVY GHVFULEHG KHUH DORQJ ZLWK SOHQW\ RI
UHVXOWYV WKDW WKH\ SURYLGH \RX PD\ JDLQ D EHWW|
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( )

%:’ $ FRXSOH RI WKLQJV WR QRWH ZKHQ XVLQJ W
A TE

IUHTXHQF\ DQG QXPEHU RI NH\ZRUGV )LUVW EH FDI
RSHUDWRUYVY LQ D VKRUW SHULRG RI WLPH EHFDXVH |*
WKHVH DGYDQFHG RSHUDWRUV LI WRR PDQ\ DSSHDU
LQ PLQG WKDW WKHUH DUH PDQ\ PRUH NH\ZRUGV WKI

- J

7U\ XVLQJ WKHVH *RRJOH KDFNV RQO\ DIWHU \RX KDY}
UHDVRQLQJ KHUH LV WKDW DIWHU \RX KDYH VRPH LQL
PRUH JHQHUDO LQYHVWLJDWLRQ \RX FDQ WKHQ XVH L
OHDUQHG

( A

—

P

ef 7R IXOO\ DSSUHFLDWH WKH SRZHU RI *RRJOH [K

WU\LQJ GLIIHUHQW FRPELQDWLRQV DQG YDULDWLRQ\
ZD\ \RX EHFRPH IDPLOLDU ZLWK WKH UHVXOWV WKH)
ZRUNYV

. J

7R XVH D VHDUFK HQJLQH HIIHFWLYHO\ IRU IRRWSULQ"
ILUVW VWHS LQ JDWKHULQJ LQIRUPDWLRQ LV WR EHJL
QDPH DQG WDNH QRWH RI WKH UHVXOWY EHFDXVH VR

( A

%;: 1RZDGD\V WKH WHQGHQF\ LV IRU LQGLYLGXDC

A

VHDUFK HQJLQH DQG UHYLHZ WKH UHVXOWYV LW UHW
OLPLWLQJ \RXU UHVXOWV %H VXUH WR VHDUFK RWK]I
'LITHUHQW HQJLQHYV FDQ DQG GR JLYH GLIIHUHQW UH
WKH\ KDYH EHHQ GHVLJQHG 'HSULYLQJ \RXUVHOI RI
DWWDFN RSWLRQV ODWHU

- J/

2QFH \RX KDYH JRWWHQ EDVLF LQIRUPDWLRQ IURP WK
OLWWOH GHHSHU DQG ORRN IRU LQIRUPDWLRQ UHODW

.l \RX QHHG WR ILQG WKH H[WHUQDO 85/ RI D FRPSDQ\
W\SH WKH QDPH RI WKH WDUJHW RUJDQL]DWLRQ DQG

JHQHUDOO\ REWDLQ IRU \RX WKH H[WHUQDO DQG PRVYV
VRPH Rl WKH OHVVHU NQRZQ RQHV .QRZLQJ WKH LQW
WUHPHQGRXV LQVLJKW LQWR WKH LQQHU VWUXFWXUH
DYDLODEOH WKDW FDQ SURYLGH PRUH LQIRUPDWLRQ \
D FRXSOH




( )

/7 \

)’ /KLV SURFHVYV XVHV D VHDUFK HQJLQH?2QRW }
AdﬂTE

GHWDLOV WKDW PD\ EH VNLSSHG RYHU GXULQJ D PR|L
\RXU WLPH WR ORRN EH\RQG WKH ILUVW + SDJHV R
LQIRUPDWLRQ WKDW PD\ EH YDOXDEOH 6WXGLHV KD
WKH ILUVW + SDJHV EHIRUH VWRSSLQJ DQG WU\LQJ

A

(& J
( N

é;: ,Q VRPH FDVHV \RX PD\ ILQG WKDW WKH LQIR

.

ZDV RQ D ZHEVLWH WKDW KDV ORQJ VLQFH EHHQ UHI|F
7TKDQNV WR $UFKLYH RUJ DOVR NQRzZQ DV 7KH :D\EDI
FRSLHV RI ZHEVLWHY IURP ZKLFK \RX FDQ H[WUDFW |L

. J

IHWFUBSFW XDOO\ D VXLWH RI UHODWHG WRROV 1HWFU
DGGUHVV VXEQHW GDWD 26 LQIRUPDWLRQ DQG VXEG
SHPHPEHU WKLV WRRO?2LW ZLOO FRPH LQ KDQG\ ODWH

I1HWFUDIW FDQ DOVR UHYHDO WKH VXEGRPDLQV RI D V
WKH ULJKW ZD\ ODNH VXUH WKG®RP DRX) G DMBHBERID WU Jt

Z727Z GRPDLQQDPHREBRHDP SOIHF W RMR | WONVRNPHEIZE RLFURVR
IRU WKH WDUJHW 7KH UHVXOW ZLOO EH WKH PDLQ GR
LW

~

é:’ ¥Y¥XEGRPDL® GRPDLQ WKDW LV D FKLOG RI D |¢
4 TE

ZRXOG/ EHSSRUW RULWWKHUHRRRPKHRSDUBQR EREPGRPDLQ
XVHIXO EHFDXVH WKH\ FDQ FOXH \RX LQ WR SURMHHR)
EHHQ DEOH WR ILQG EHWD YHUVLRQV RI FRPSDQ\ ZRHI
RI RWKHU LWHPV FRPSDQLHVY ZRXOG KDYH UDWKHU

.

/ILQN ([WUDFMIRUXWLOLW\ ORFDWHY DQG H[WUDFWV WK
JLYHQ ORFDWLRQ

SXEOLF DQG SHVWULFWHG :HEVLWHYV

"HEVLWHV WKDW @QRWRLEW IBIEABGF EXW WR EH UHVWUL
ZLWK YDOXDEOH LQIRUPDWLRQ %HFDXWH RIKHYMNY IPRHW H
DOQGHYHORSHU M8 BHHORHFEWPLQWHQGHG IRU SXEOLF FRQV
VXEGRPDLQ WKDW LV HLWKHU QRW SXEOLFL]J]HG RU WK



http://domainname.com
http://www.domainname.com
http://Microsoft.com
http://www.microsoft.com
http://support.oriyano.com
http://oriyano.com
http://technet.microsoft.com
http://developer.apple.com

( )

([DPLQLQJ D 6LWH

7KLV HIHUFLVH VKRZV \RX KRZ WR OHDUQ PRUH DER}X
WKH\ DUH UXQQLQJ DGGLWLRQDO ,3 LQIRUPDWLRQ |\

,Q \RXU ZHE EURZVHU RB3BH @ MWKHUDH\E VAR\PH

,Q WKH ER[ ODEHOHG KDWYV 7KDW 6LWH 5XQQLQU
WKDW WKLV LV D SDVVLYH DFWLYLW\ VR \RX GR QF
SODQ D PRUH DJJUHVVLYH DFWLYLW\ FRQVLGHU D\

2Q WKH UHVXOWYV SDJH QRWH WKH OLVW RI VLWH"
OLVW RI VXEGRPDLQV IRU WKH GRPDLQ \RX HQWHU
VXEGRPDLQV VR LI \RX GRQYW VHH DQ\ GRQTW EH
RQO\ D VLQJOH UHVXOW IRU D GRPDLQ QDPH \RX P
GHWDLOV DERXW WKH GRPDLQ

2Q WKH UHVXOWY SDJH FOLFN WKH 6LWH 5HSRU
6LWH 5HSRUW SDJH IRU WKDW GRPDLQ

2Q0 WKH 6LWH 5HSRUW SDJH QRWH WKH LQIRUPD
DV HPDLO DGGUHVVHV SK\VLFDO DGGUHVVHV 26
LOQIRUPDWLRQ

<RX PD\ ILQG \RXUVHOI LQ SUDFWLFH UHSHDWLQJ WK
VXEGRPDLQV ODNH WKLV SURFHVV HDV\ RQ \RXUVH
EHFDXVH WKH\ ZLOO EH XVHIXO LQ ODWHU VWDJHYV

-

IRFDWLRQ DQG *HRJUDSK\

1RW WR EH RYHUORRNHG RU XQGHUHVWLPDWHG LQ YD
SK\VLFDO ORFDWLRQ RI RIILFHVY DQG SHUVRQQHO <RX
IRRWSULQWLQJ SURFHVV EHFDXVH LW FDQ \LHOG RWKI|
ODWHU VWDJHV LQFOXGLQJ SK\VLFDO SHQHWUDWLRQ'"
ORFDWLRQ FDQ DLG LQ GXPSVWHU GLYLQJ VRFLDO HQ

7R KHOS \RX REWDLQ SK\VLFDO ORFDWLRQ GDWD D UL
DYDLODEOH 7KDQNV WR WKH QXPEHU RI VRXUFHV WKI
ZHEFDPV WKHUH LV WKH SRWHQWLDO IRU \RX DV DQ L
1HYHU XQGHUHVWLPDWH WKH VKHHU QXPEHU RI VRXUI

*RRJOH (DURALK/ SRSXODU VDWHOOLWH LPDJLQJ XWLOLV
VLQFH WKDW WLPH LW KDV JRWWHQ EHWWHU ZLWK DF
DPRXQWYVY RI RWKHU GDWD $OVR LQFOXGHG LQ WKH X\
LPDJHVY RI PRVW ORFDWLRQV LQ VRPH BRDVYXWHEBRN \P
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SLFWXUH IURP *RRJOH (DUWK

JLIXUH *RRJOH (DUWK

*RRJOH ODRRJIOH ODSV SURYLGHY DUHD LQIRUPDWLRAQ
ZLWK 6WUHHW 9LHZ DOORZV \RX WR YLHZ EXVLQHVVH\
SHUVSHFWLYH RI D FDU 8VLQJ WKLV XWLOLW\ PDQ\ S
HQWUDQFHY DQG HYHQ LQGLYLGXDOV ZRUNLQJ WKUR?

HEFDPWKHVH DUH YHU\ FRPPRQ DQG WKH\ FDQ SURYL
SHRSY QO BXUHVKRZVY D OLVW Rl UHVXOWY RQ *RRJOH WKI
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JLIXUH &DPHUDV IRXQG E\ GRLQJ D *RRJOH KDFN

SHRSOH 6HDWEKZHEVLWHY RIITHU LQIRUPDWLRQ RI SXE
DFFHVVHG E\ WKRVH ZLOOLQJ WR VHDUFK IRU LW W L
DV SKRQH QXPEHUV KRXVH DGGUHVVHV HPDLO DGGUL
RQ WKH ZHEVLWH EHLQJ DFFHVVHG 6RPH UHDOO\ JUH
6SRNHR =DEDG6HDUFK :LQN DQG ,QWHOLXYV

( A

Jd:r: /KLY ORFDWLRQ LQIRUPDWLRQ ZLOO EHFRPH

r

WDON DERXW SK\WLFDO VHFXULW\

- J

6RFLDO 1HWZRUNLQJ DQG ,QIRUPDWLRQ *DWKH

2QH RI WKH EHVW VRXUFHV IRU LQIRUPDWLRQ LV VRFL
SURYHQ QRW RQO\ H[WUHPHO\ SUROLILF EXW DOVR LQ
WRRO $ ODUJH QXPEHU RI SHRSOH ZKR XVH WKHVH VI
<RX FDQ OHDUQ QRW RQO\ ZKDW DQ LQGLYLGXDO LV G
SHUVRQDO DQG SURIHVVLRQDO WKDW WKH\ KDYH

YHFDXVH RI WKH RSHQQHVY DQG HDVH RI LQIRUPDWLF
GHWHUPLQHG DWWDFNHU FDQ ORFDWH GHWDLOV WKDYV
IRXQG LQIRUPDWLRQ VXFK DV SURMHFW GDWD YDFDW
ORFDWLRQ GDWD 7KLV LQIRUPDWLRQ PD\ EH XVHIXO 1




ZLWK SHUVRQDO GDWD OHDUQHG RQ VRFLDO QHWZRUN
HQJLOQHHULQJ WR EXLOG D VHQVH RI WUXVW

-

é:’ 6RFLDO QHWZRUNLQJ FDQ EH ERWK D EHQHIL
A TE

2Q WKH RQH KDQG WKH DELOLW\ WR DGYHUWLVH V
HQRUPRXVO\ SRZHUIXO DQG EHQHILFLDO 2Q WKH R
QHWZRUNV DQG WKHLU LQIRUPDWLRQ XVHIXO WR D
KDYH WR NHHS LQ PLQG ZKHQ DOORZLQJ WKH XVH RI

-

6RPH SRSXODU VRFLDO QHWZRUNLQJ VHUYLFHYVY WKDW
\RXU WDUJHW PD\ EH WKH RQHYVY WKDW \RX DUH DOUHD

)DFHERRKH ODUJHVW VRFLDO QHWZRUN RQ WKH SODQ!
ZLWK D ODUJH QXPEHU RI JURXSYV IRU VKDULQJ LQWHU
FRPPHQWY RQ D PXOWLWXGH RI ZHEVLWHY PDNLQJ LV

7TZLWWHUWWHU KDV PLOOLRQV RI XVHUV PDQ\ RI ZKRI
7ZLWWHU RITHUV OLWWOH LQ WKH ZD\ RI VHEXULW\ D¢
VHOGRP XVHG 7ZLWWHU XVHUV WHQG WR SRVW D ORW
WKH YDOXH RI ZKDW WKH\ DUH SRVWLQJ

*RRJOHKLV LV *RRJOHYYVY DQVZHU WR WKH SRSXODU )D
WR VHH WKH ZLGHVSUHDG SRSXODULW\ RI )DFHERRN
RQ WKH VLWH WKDW \RX FDQ VHDUFK DQG XVH

ILQNHG2QH RI P\ SHUVRQDO IDYRULWHYV IRU JDWKHULC
D VRFLDO QHWZRUNLQJ SODWIRUP IRU MRE VHHNHUYV
FRQWDFW LQIRUPDWLRQ VNLOOV DQG QDPHV RI WKR)

, QVWDJUKRYVY VRFLDO PHGLD VHUYLFH DOORZV WKH VK
HIWUHPHO\ SRSXODU DQG LV XVHG E\ D ODVUIK QOXWVEKERZ
VFUHHQVKRW RI ,QVWDJUDP




JLIXUH ,QVWDJUDP

,QWURGXFLQJ (FKRVHF

2QH Rl WKH PRVW H[FLWLQJ DQG LQWHUHVWLQJ SURG:
PHGLD LV D UHODWLYHO\ QHZ VHUYLFH NQRZD IDVKE\KH
LV D VHUYLFH WKDW DOORZV \RX WR VHDUFK VRFLDO |
WR VKRZ ZKHUH WKH SRVWLQJVY RULJLQDWHG 6LPSO\
D PDS XVLQJ D VHOHFWLRQ ER[ RU W\SH LQ DQ DGGUF
EHHQ SRVWHG IURP WKDW ORFDWLRQ :DQW WR UHILQ
RU NH\ZRUG DV ZHOO DQG WKHQ HYHQ JR D VWHS IXUV
SUDFWLFH , KDYH XVHG WKLV WRRO D ORW DQG , KDY
WKDW ZHUH PDGH DV UHFHQWO\LDXUMPKRZW MW RW (FKR
LOQWHUIDFH ZLWK D VDPSOH RI UHVXOWYV
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JLIXUH 7KH (FKRVHF VHUYLFH

+RZ FRXOG \RX PDNH XVH RI D WRRO OLNH WKLV" :HOC
ZRXOG EH WR HQWHU WKH DGGUHVYVY RI WKH FRPSDQ\ L
VHH ZKDW DSSHDUV 6LQFH D ORW RI SHRSOH SRVW LC(
SRVVLEOH WR JHW LQIRUPDWLRQ LQ DQG DURXQG D ZF
LQIRUPDWLRQ DERXW ZKR LV LQ WKH RUJDQL]DWLRQ
WKH OLNH \RX PD\ HYHQ JHW H[WUD OXEFN\ DQG VHH Z
GD\ VR \RX FDQ 3PHHW~ WKHP WKHUH

/IRRNLQJ DW ODOWHJR

$QRWKHU YDOXDEOH WRRO IRU YLVXDOL]LQJ LQIRUPD
VRXUFHVY LV FDOOHG 0DOWHJRZ B CE®WHHIRY DKHBUMD E ® WE
YHUVLRQ DQG D SDLG YHUVLRQ DUH DYDLODEOH

7KLV WRRO FDQ QRW RQO\ UHWULHYH LQIRUPDWLRQ Il
FDSDEOH Rl VKRZLQJ WKH UHODWLRQVKLSV RI LQIRUP
PHGLD SRVWLQJVY WKDW UHODWH WR D VSHFLILF FRPS|
FRPH IURP VSHFLILF ,3V DQG PRUH ,W FDQ EH UXQ R

J)LQDQFLDO 6HUYLFHV DQG ,QIRUPDWLRQ *DWK

3RSXODU ILOQDQFLDO VHUYLFHV VXFK DV <DKRR )LQDC
LOQIRUPDWLRQ WKDW PD\ QRW EH DYDLODEOH YLD RWK
RIILFHUV SURILOHV VKDUHV FRPSHWLWRU DQDO\VLYV


http://www.paterva.com

*DWKHULQJ WKLV LQIRUPDWLRQ PD\ EH LQFUHGLEO\ H
DWWDFNV VXFK DV SKLVKLQJ DQG VSHDU SKLVKLQJ WK

/KH 9DOXH RI -RE 6LWHYV

$Q RIW RYHUORRNHG EXW YDOXDEOH PHWKRG RI JDWK
MRE VLWHVY DQG MRE SRVWLQJV ,I \RX KDYH HYHU ORI
\RX ZLOO QRWLFH WKDW WKH\ FDQ WDNH D ORW RI IRL
FRPPRQ LVWWDWHPHQW RI GHVULMHG WKHOICAVSRUWDQW GH
IRU ,I \RX YLVLW D MRE SRVWLQJ VLWH DQG ILQG D FF
QHHG WR LQYHVWLIJDWH WKH YDULRXV SRVWLQJV WR"
XQFRPPRQ WR ILQG LQIRUPDWLRQ VXFK DV LQIUDVWU?’
LQIRUPDWLRQ DQG RWKHU XVHIXO IDFWYV

$ TXLFN SHUXVDO WKUR X0R QMVEHWLVHPF REXUF KRN JV O L
FDQ SURYH YDOXDEOH 7KLV LQIRUPDWLRQ LV HVVHQW
LQ WLPH RU HITRUW WR REWDLQ LW LQ PDQ\ FDVHYV

'KHQ DQDO\]LQJ MRE SRVWLQJV NHHS DQ H\H RXW IRU
e -RE UHTXLUHPHQWY DQG H[SHULHQFH

e (PSOR\HU SURILOH

e (PSOR\HH SURILOH

e +DUGZDUH LQIRUPDWLRQ 7KLV LV LQFUHGLEO\ FRPF
VXFK DV &LVFR OLFURVRIW -XQLSHU &KHFNSRLQW
YHUVLRQ QXPEHUV

e 6RIWZDUH LQIRUPDWLRAQ

6RPH RI WKH PDMRU VHDUFK HQJLQHYVY KDYH DQ DOHUV
XSGDWHV DV WKH\ RFFXU 7KH DOHUW V\VWHP DOORZ\
DORQJ ZLWK RQH RU PRUH 85/V \RXJfUH LQWHUHVWHG
PRQLWRU WKHP 6HDUFK HQJLQHV VXFK DV *RRJOH DQ

N

é:’ 7KHUH LV D GRZQVLGH SRWHQWLDOO\ WR X\
4 TE

UHJLVWHU ZLWK WKHP WR JHW WKH LQIRUPDWLRQ ,
EH D GLVDGYDQWDJH &RQVLGHU XVLQJ D GLITHUHQW

\ J

'RUNLQJ ZLWK (PDLO

(PDLO LV RQH RI WKH WRROV WKDW D EXVLQHVYV UHOL
HPDLO PDQ\ EXVLQHVVHV ZRXOG KDYH VHULRXV WURX
QRUPDO PDQQHU 7KH FRQWHQWYV RI HPDLO DUH VWDJ
DWWDFNHU ORRNLQJ IRU PRUH LQVLGH LQIRUPDWLRQ



http://Monster.com
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WRROV H[LVW WR ZRUN ZLWK HPDLO

2QH WRRO WKDW LV YHU\ XVHIXO IRZZZNVKERYD LISXIH S BA/MKOL [E
GHVLIQHG WR FUHDWH DQG WUDFN HPDLO FRPPXQLFD'
XWLOLW\ FDQ SURYH LQFUHGLEO\ XVHIXO LI \RX FDQ R
WDUJHW RUJDQL]J]DWLRQ 2QFH \RX KDYH VXFK D OLVW
FROQWDLQV D PDOLFLRXY OLQN KHQ WKH HPDLO LV R
HYHQW IRU HDFK LQGLYLGXDO

$QRWKHU XWLOLW\ ZRUWK PHQMM/ R QL QAKIRW HKORGFKHD\E R F
DSSOLFDWLRQ OHWV \RX WUDFN HPDLOV DQG DOVR SU
EURZVHU W\SH DQG $FWLYH; FRQWUROV LQVWDOOHG

( A

%;: 'RQIW IRUJHW WKDW E\ VHDUFKLQJ GLVFXVV|L

r

*RRJOH \RX PD\ YHU\ ZHOO ILQG HPDLOV SRVWHG W}

- J

&RPSHWLWLYH $QDO\VLYV

‘HYYH FRYHUHG VRPH JUHDW WRROV VR IDU EXW WKH
WKDW PD\ QRW VHHP DV REYLRXV FRPSHWLWLYH DQD:
FRPSHWLWLYH DQDO\VLY SURYLGH LQIRUPDWLRQ VXFKkK
ILQDQFLDO VWDWXV DQG LQ VRPH FDVHV LQWHOOHFW

*RRG SODFHV WR REWDLQ FRPSHWLWLYH LQIRUPDWLR!

e ('*$5 WKH (OHFWURQLF 'DWD *DWKHULQJ $QDO\VLV
UHSRUWY SXEOLFO\ WUDGHG FRPSDQLHY PDNH WR W
6(& /HDUQ EERUHVEW JRY HGJIJDU VKWPO

e /H[LV1IH[LY PDLQWDLQY D GDWDEDVH RI SXEOLF UHF|
LQFOXGHY GHWDLOV VXFK DV OHJDO QHZWZ DX G UMY
FRP HQ XV KRPH SDJH

e WXVLQHVYZIZUHXVLQHVVZLUH FRP SRUW D@ NRWWKHWKBE
WKDW SURYLGHYV LQIRUPDWLRQ DERXW WKH VWDWX\

GDWD

e 81%& 77 FQEF FRIPHUV D ZHDOWK Rl FRPSDQ\ GHWDL:
LQ GHSWK DQDO\VLV

/7 \
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( A

%:’ , I \RX ZDQW WKH EHVW DGYLFH RQ KRZ WR Ut
A TE

HIITHFWLYH UHVRXUFHV W\SLFDOO\ DUH QRW IRXQG L
UDWKHU WKH\ DUH LQ WKH ILQDQFH DUHD ,1 \RX WU
VFUXWLQ\ DOG LQWHUHVW WKDW DQ LQYHVWRU LQ W
WUHPHQGRXV DPRXQW RI LQIRUPDWLRQ ,Q P\ H[SHU!
IRXQG WKDW PDQ\ RI WKH WHFKQLTXHV WKDW , OHDI|L
P\ VHFXULW\ FDUHHU ,lI \RX ZDQW WR VKDUSHQ \RXU
RQ VWRFN LQYHVWLQJ DQG KRZ WR UHVHDUFK \RXU |[L

(& J

KHQ DQDO\]LQJ WKHVH UHVRXUFHYVY ORRN IRU VSHFLI
LQVLIKWIXO VXFK DV WKH IROORZLQJ

e :KHQ GLG WKH FRPSDQ\ EHJLQ" +RZ GLG LW HYROYH'
WKHLU EXVLQHVYV VWUDWHI\ DQG SKLORVRSK\ DV ZH

e :KR DUH WKH OHDGHUV RI WKH FRPSDQ\" )XUWKHU E
PD\ EH SRVVLEOH

e :<KHUH DUH WKH KHDGTXDUWHUYV DQG RIILFHV ORFDW

~

%;: ,Q VHEXULW\ DV LQ RWKHU DOQHBDYHWREOH

\RX FDQQRW IXOO\ WHOO ZKDW \RXU WDUJHW FRPSDC(
WR VHH ZKDW WKH\ NQRZ ,Q WKH EXVLQHVV ZRUOG
FRPSHWLWRUV RIWHQ NQRZ WKLQJY WKDW WKH SXE
RU KRZ D FRPSHWLWRU LV VWUDWHJL]LQJ \RX PD\ E}F
\RXU WDUJHW LV PRYLQJ RU ZKDW WKHLU LQWHQWL

.

*DLQLQJ 1LHWZRUN ,QIRUPDWLRQ

$Q LPSRUWDQW VWHS LQ IRRWSULQWLQJ LV WR JDLQ L
QHWZRUN )JRUWXQDWHO\ WKHUH DUH SOHQW\ Rl WRR
\RX PD\ DOUHDG\ EH IDPLOLDU ZLWK

KRLVZIKLV XWLOLW\ KHOSV \RX JDLQ LQIRUPDWLRQ DE
RZQHUVKLS LQIRUPDWLRQ ,3 LQIRUPDWLRQ QHWEORF
DYDLODEOH 7KH XWLOLW\ LV IUHHO\ DYDLODEOH LQ /I
WKLUG SDUW\ DGG RQ IRU :LQGRZV 6HH ([HUFLVH



( )

'RUNLQJ ZLWK :KRLV

7KLV H[HUFLVH ZLOO GHPRQVWUDWH KRZ WR XVH WK
DERXW D GRPDLQ ,I \RX DUH RQ :LQGRZV \RX ZLOO ((
WKH IROORZLQJ OLQN

KWWSVY WHFKQHW PLFURVRIW FRP HQ XV V\VLQWHU[C
2SHQ D FRPPDQG SURPSW
$W WKH FRPPDQG SKRRP S®RPHIWIBDOHE SUHVYV (QWHU

$W WKLV SRLQW \RX VKRXOG VHH D OLVWLQJ RI LQIR

V

'

, Q SUDFWLFH WKH LQIRUPDWLRQ ZLOO SURYLGH GDYV
LQIRUPDWLRQ DERXW WKH '"16 VHUYHUYV KDQGOLQJ V
QRWH RI WKLV LQIRUPDWLRQ IRU ODWHU XVH

. J

SLQBWLOL]LQJ ,&403 WKLV XWLOLW\ LV XVHG WR GHWH
DOVR LI LW LV XS RU GRZQ

IVORRNXKSLY XWLOLW\N LV XVHG WR TXHU\ '16 VHUYHUYV
SDUWV RI WKH '16 QDPHVSDFH RU LQGLYLGXDO KRVWYV
IRRNXS ZKLFK DFFXUDWHO\ GHVFULEHYV LWV UROH 2Q
FRPPDQG LV XVHG WR SHUIRUP WKH VDPH IXQFWLRQ D
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( )

'RUNLQJ ZLWK 1VORRNXS

7KLV HIHUFLVH GHPRQVWUDWHY KRZ WR XVH WKH QV
DERXW '16

$W D FRPPDQG SQRIRRWDSYGSWKHQ SUHVV (QWHU

7\SHHUYHIP address! ZKHBHDGGUWVWKH ,3 DGGUHVV R
'16 VHUYHU DQG WKHQ SUHVV (QWHU

7\SHHW W\sH BIQG WKHQ SUHVV (QWHU

7\ SHbmain name> ZKHUH GRPDLQ QDPH LV WKH QDPH R
SUHVV (QWHU 7KH O0; UHFRUG IRU WKH GRPDLQ \RK

6R ZKDW GRHV WKH UHVXOW WHOO \RX" ,Q WKLV H[DI
UHWXUQHG DUH IRU WKH PDLO VHUYHUV WKDW SURH

, I \RX ZLVK \RX FDQ DOVR XVH WKH VHW W\SH FRPP[LC
D GRPDLQ E\ UHSODFLQJ 0; ZLWK $ <RX FDQ DOVR U}t
IRU D GRPDLQ E\ UHSODFLQJ O0; ZLWK 62%

- J

7TUDFHUWY XWLOLW\N LV GHVLIQHG WR IROORZ WKH SD'
LOQFOXGLQJ SRLQWYV LQ EHWZHHQ 7KH XWLOLW\ SURYL
DQG ODWHQF\ EHWZHHQ KRSV 6XFK LQIRUPDWLRQ FDC
EHFDXVH LW PD\ UHYHDO QHWZRUN LQIRUPDWLRQ VXF
XWLOLW\N LV IUHHO\ DYDLODEOH IRU DOO 26V

7KHUH DOVR DUH PDQ\ QRQ FRPPDQG OLQH YHUVLRQV
HDVLHU WR XVH 7RROV VXFK DV YLVXDO WUDFHURXWI
WKDW PD\ EH HDVLHU IRU VRPH

——

6RFLDO (QJLQHHULQJ WKH $UW RI +DFNLQJ +X|

,QVLGH WKH V\VWHP DQG ZRUNLQJ ZLWK LW LV WKH K)
FRPSRQHQW WR KDFN +XPDQ EHLQJV WHQG WR EH RC
LQIRUPDWLRQ IURP $OWKRXJK &KDSWHU S6RFLDO (1
JUHDWHU GHSWK , ZDQW WR LQWURGXFH VRPH EDVLF
VWDJH RI LQIRUPDWLRQ JDWKHULQJ

(DYHVGURSB®KODVY LV WKH SUDFWLFH RI FRYHUWO\ OLVW
RWKHUV W LQFOXGHY OLVWHQLQJ WR FRQYHUVDWLR:"
RlI ID[HV RU PHPRV 8QGHU WKH ULJKW FRQGLWLRQV \
LQIRUPDWLRQ XVLQJ WKLV WHFKQLTXH

SKLVKL®KLVKLQJ LV WKH SURFHVV RI VHQGLQJ HPDLOV



PDNLQJ WKH PHVVDJH ORRN OHJLWLPDWH HQRXJK WKI
HPDLO 2QFH WKH YLFWLP FOLFNV WKH OLQN WKH\ DU
LQIRUPDWLRQ RI D SHUVRQDO QDWXUH XQGHU D SUHW
GDWD WR UHVHW WKHLU DFFRXQW RU VXFK

,Q SUDFWLFH DV D SHQHWUDWLRQ WHVWHU \RX ZRXO((
ZKDOLQJ 6SHDU SKLVKLQJ PHDQV WKDW \RX ZRXOG R(
FRPSDQ\ RU RUJDQL]DWLRQ DQG PDNH WKH HPDLO ORTF
SHUVRQ WKH\ ZRUN ZLWK WR JHW WKHP WR SURYLGH 1
RUJDQL]DWLRQ ZKR DUH DOPRVW FHUWDLQ WR KDYH Y
VDPH PHWKRGYV

6KRXOGHU 6 XKILWYLYV WKH DFW RI VWDQGLQJ EHKLQG D
FRPSXWHU V\VWHP RU RWKHU PHGLXP ZKLOH WKH\ DUI
6KRXOGHU VXUILQJ DOORZV \RX WR JDLQ SDVVZRUGV

'XPSVWHU 'LYIKQY LV RQH RI WKH ROGHVW PHDQV RI VI
HIITHFWLYH RQH *RLQJ WKURXJK D YLFWLPJV WUDVK F
SKRQH UHFRUGV VRXUFH FRGH VWLFN\ QRWHV &'V '
SRWHQWLDOO\ GDPDJLQJ LQIRUPDWLRQ LQ WKH ZURQ.:



6 XPPDU\

7KLV FKDSWHU H[SORUHG WKH SURFHVYV RI JDLQLQJ LC
ILUVW VWHS LV WR XVH VHDUFK HQJLQHYVY WR JDLQ LQI
RI VHHLQJ ZKDW LV DYDLODEOH DQG KRZ WKH GDWD \F

,Q WKH QH[W SKDVH \RX PRYH RQ WR JDWKHULQJ LQIR
DQG ILQDQFLDO UHVRXUFHV $V \RX OHDUQHG HPDLO
WR EXLOG D SURILOH RI WDUJHW RUJDQL]DWLRQV DQG
PD\ DVVLVW LQ SKLVKLQJ HIIRUWYV ODWHU

2QFH \RXJYH JDWKHUHG HQRXJK LQIRUPDWLRQ \RX W!
LOIRUPDWLRQ \RX WUXO\ ZDQW RU FDQ DFW RQ 8VLQJ
VRFLDO HQJLQHHULQJ \RX FDQ JDLQ HYHQ PRUH LQVL



([DP (VWVHQWLDOV

8QGHUVWDQG WKH SURFHVV RJRRAKWR I URRWISPYLQWLQJ
WKH XOWLPDWH JRDOV Rl WKH SURFHVY DUH 8QGHUV!'
PD\ EH REWDLQHG

8QGHUVWDQG WKH EHQHILW RI FKHFNRDO WXRWLY R FR-HD®L
SRZHUIXO WRRO ERWK IRU VKDULQJ DQG IRU ILQGLQJ
LQIRUPDWLRQ DERXW D WDUJHW

.QRZ KRZ WR JDLQ LQIRUPDWLRQ BRRXRMXDW) BRWRRQ O\
KDYH D FRPPDQG RI WRROV VXFK DV QVORRNXS SLQJ
HDFK DQG H[SHULPHQW ZLWK GLIIHUHQW VZLWFKHV

QRZ WKH GLIITHUHQW SODFHV DQG VRXUFHV WKURXJK |
8QGHUVWDQG WKDW D FRPSOHWH SURILOH RI DQ RUJD
DQG WKDW \RX PXVW DFFHVVY DQG LQYHVWLJDWH PDQ\
SLFWXUH <RX FDQ XVH ZHEVLWHY SHRSOH DQG RWKI
WDUJHW

.QRZ KRZ WR GR FRPSHWLWALQYGHDYMNDYEGVWKDW LI \RX
DQG FDQQRW JHW D FRPSOHWH SLFWXUH IURP DQDO\]L
LQIRUPDWLRQ IURP FRPSHWLWRUYV &RPSHWLWRUV DQ!
IRU \RX LQ WKH IRUP RI FRPSHWLWLYH DQDO\VLYV






SHYLHZ 4XHVWLRQV

'KLFK Rl WKH IROORZLQJ EHVW GHVFULEHV IRRWSU
$ (QXPHUDWLRQ RI VHUYLFHYV
% 'LVFRYHU\ RI VHUYLFHYV
& 'LVFXVVLRQ ZLWK SHRSOH
,QYHVWLJDWLRQ RI D WDUJHW
'KLFK Rl WKH IROORZLQJ LV QRW W\SLFDOO\ XVHG ¢
$ B6HDUFK HQJLQHYV
% (PDLO
& 3RUW VFDQQLQJ
' *RRJOH KDFNLQJ
'K\ XVH *RRJOH KDFNLQJ"
$ 7R ILQH WXQH VHDUFK UHVXOWYV
% 7R VSHHG XS VHDUFKHYV
& 7R WDUJHW D GRPDLQ
' 7R ORRN IRU LQIRUPDWLRQ DERXW *RRJOH
:KDW LV WKH UROH RI VRFLDO HQJLQHHULQJ"
$ 7R JDLQ LQIRUPDWLRQ DERXW FRPSXWHUYV
% 7R JDLQ LQIRUPDWLRQ DERXW VRFLDO PHGLD
& 7R JDLQ LQIRUPDWLRQ IURP KXPDQ EHLQJV
7R JDLQ LQIRUPDWLRQ DERXW SRVWYV DQG FDPHUL
' KDW LV ("*$5 XVHG WR GR"
$ 9DOLGDWH SHUVRQQHO
% &KHFN ILQDQFLDO ILOLQJV
& O9HULI\ D ZHEVLWH
*DLQ WHFKQLFDO GHWDLOV
'KLFK Rl WKH IROORZLQJ FDQ EH XVHG WR WZHDN R
$ $UFKLYLQJ
% 2SHUDWRUYV
& +DFNLQJ



' B5HILQLQJ

'KLFK RI WKH IROORZLQJ FDQ DQ DWWDFNHU XVH W
ZLWKLQ DQ RUJDQL]DWLRQ"

$ -RE ERDUGYV
% S$UFKLYHV
& *RRJOH KDFNLQJ
' BRFLDO HQJLQHHULQJ
'KLFK Rl WKH IROORZLQJ FDQ EH XVHG WR DVVHVV .
$ :HE FDPV
% 6DWHOOLWH SKRWRYV
& B6WUHHW YLHZV
 QWHUYLHZV

KLFK RI WKH IROORZLQJ FDQ KHOS \RX GHWHUPLQF
WKURXJK KXPDQ LQWHUDFWLRQ"

$ 6RFLDO HQJLQHHULQJ
% (PDLO
& :HEVLWH
-RE ERDUGYV
7KH :D\EDFN ODFKLQH LV XVHG WR GR ZKLFK RI WKH
$ *HW MRE SRVWLQJV
% 9LHZ ZHEVLWHYV
& 9LHZ DUFKLYHG YHUVLRQV RI ZHEVLWHYV
' %DFN XS FRSLHV Rl ZHEVLWHV
'KLFK UHFRUG ZLOO UHYHDO LQIRUPDWLRQ DERXW
$ %
% 4
& 06
0
'KLFK WRRO FDQ EH XVHG WR YLHZ ZHE VHUYHU LQI
$ 1HWVWDW
% 1HWFUDIW



& :DUFUDIW
‘" 3DFNHWFUDIW

'KDW FDQ EH FRQILJXUHG LQ PRVW VHDUFK HQJLQH
FRQWHQW"

$ 1RWLILFDWLRQV
% B6FKHGXOHV
& $OHUWYV
+773
'KDW SKDVH FRPHV DIWHU IRRWSULQWLQJ"
$ B6\WWHP KDFNLQJ
% (QXPHUDWLRQ
& G6FDQQLQJ
7UDQVIHU ILOHV
I \RX FDQYW JDLQ HQRXJK LQIRUPDWLRQ GLUHFWO
$ ('*$5
% B6RFLDO HQJLQHHULQJ
& B6FDQQLQJ
' &RPSHWLWLYH DQDO\VLV
'KDW LV WKH SXUSRVH RI VRFLDO HQJLQHHULQJ"
$ *DLQ LQIRUPDWLRQ IURP D FRPSXWHU WKURXJK C
% *DLQ LQIRUPDWLRQ IURP WKH ZHE ORRNLQJ IRU |
& *DLQ LQIRUPDWLRQ IURP D MRE VLWH XVLQJ D FD
' *DLQ LQIRUPDWLRQ IURP D KXPDQ EHLQJ WKURXJK

'KLFK Rl WKH IROORZLQJ ZRXOG EH D YHU\ HIITHFWL
VRFLDO HQJLQHHULQJ"

$ B6RFLDO QHWZRUNLQJ
% 3RUW VFDQQLQJ
& HEVLWHYV
-RE ERDUGYV
JRRWSULQWLQJ FDQ GHWHUPLQH DOO RI WKH IROOF
$ +DUGZDUH W\SHV



% G6RIWZDUH W\SHV
& %XVLQHVV SURFHVVHYV
'LVWULEXWLRQ DQG QXPEHU RI SHUVRQQHO
JRRWSULQWLQJ KDV WZR SKDVHV :KDW DUH WKH\"
$ $FWLYH DQG SVHXGRQ\PRXV
% $FWLYH DQG SDVVLYH
& G6RFLDO DQG DQRQ\PRXYV
6FDQQLQJ DQG HQXPHUDWLQJ
'KLFK WRRO FDQ WUDFH WKH SDWK RI D SDFNHW"

$ 3LQJ
% T7UDFHUW
& :KRLV

' '16






&KDSWHU
6FDQQLQJ

&(+ (;$0 2%-(&7,9(6 &29(5(' ,1 7+,6 &+$37(5

s ,, $QDO\VLV $VVHVVPHQW
% 6\WVWHPV DQDO\VLV

v/ .., BHFXULW\
- 9XOQHUDELOLW\ VFDQQHUYV

v ,9 7RROV 6\WWHPV 3URJUDPYV
- 3RUW VFDQQLQJ HJ QPDS
0 9XOQHUDELOLW\ VFDQQHU
1 9XOQHUDELOLW\ PDQDJHPHQW DQG SURWHFW

2QFH \RXTYH FRPSOHWHG WKH IRRWSULQ
JRRG DPRXQW RI LQIRUPDWLRQ DERXW \RXU WDUJHW
WKH SRLQW ZKHUH \RX WU\ WR DVFHUWDLQ ZKDW DVV|

/KH VFDQQLQJ SURFHVYVY LV SRVVLEOH LQ SDUW EHFDX
JDWKHUHG LQ &KDSWHU S)RRWSULQWLQJ " DQG KRZ )
LQIRUPDWLRQ IRXQG RQ GLVFXVVLRQ JURXSYV WKURX/:
PHDQV \RX QRZ KDYH DQ LGHD RI KRZ WR ILQH WXQH

/7R VXFFHVVIXOO\ QHJRWLDWH WKH VFDQQLQJ SKDVH

QHWZRUNV SURWRFROV DQG RSHUDWLQJ V\VWHPV |

QHWZRUN DQG VA\WVWHP IXQGDPHQWDOV LV VKDN\ \RX J
)XQGDPHQWDOV “ EHIRUH \RX SURFHHG 7KLV FKDSWHIU
LQIRUPDWLRQ EXW , ZLOO SODFH RXU SULPDU\ IRFXV
RQ SDVW WRSLFV



N

N

%:’ 7R IROORZ DORQJ LQ WKLV FKDSWHU \RX ZL
A TE

KWWS QPDRURWIXU RSHUDWLQJ VA\VWHP ([SHULHQFH}

HVVHQWLDO WR \RXU VXFFHVVIXO FRPSOHWLRQ RI V
DQ HWKLFDO KDFNHU

C

—
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"KDW ,V 6FDQQLQJ"

6FDQQLQJ LV D SURFHVV WKDW LQYROYHV HQJDJLQJ D
RI UHYHDOLQJ XVHIXO LQIRUPDWLRQ DQG WKHQ XVLQ.
SHQ WHVW $UPHG ZLWK D NQRZOHGJH RI QHWZRUN IX
D WKRURXJK IRRWSULQWLQJ LW LV SRVVLEOH WR JHW

é:’ W LV QRW XQNQRZQ IRU DQ HWKLFDO KDFN
4 TE

SKDVH bQG HPHUJH ZLWK D EHWWHU GLDJUDP RI WKI|t
KDV :K\ LV WKLV SRVVLEOH" :LWK WKH UDSLG JURZ
WHFKQRORJ\ ODUJH VXSSRUW WHDPV DQG SHUVRQ
WKHLU RZQ QHWZRUN PD\ KDYH EHFRPH REVFXUHG
ZKR GHVLIQHG WKH QHWZRUN FUHDWHG WKH LQLWL
RU ZHQW WR QHZ SRVLWLRQV WKH GLDJUDP ZDV QH\)
DGRSWHG ORUH FRPPRQO\ FKDQJHVY DUH PDGH WR
GLDJUDPYVY EHLQJ DQ DIWHUWKRXJKW 7KHUHIRUH W
LQDFFXUDWH $V DQ HWKLFDO KDFNHU \RX VKRXOG
DV ZHOO DV EH UHDG\ WR VXJJHVW LPSURYHPHQWYV \V
ZRXOG SUHYHQW WKLV IURP UHFXUULQJ SHPHPEHU |V
WKHLU RZQ HQYLURQPHQW ORRNYV OLNH WKH\ KDYH
WKHUH

.

7\SHV RI 6FDQV

1RW DOO VFDQV ZLOO EH ORRNLQJ IRU WKH VDPH WKL
VR LW LV LPSRUWDQW WKDW \RX XQGHUVWDQG ZKDW \
VFDQV VKDUH WKH VDPH JHQHUDO WKHPH ZKLFK LV W
RI KRVWY EXW LI \RX GLJ D OLWWOH GHHSHU GLIIHUH
GLITHUHQW OHYHO DQG W\SH RI LQIRUPDWLRQ WKDQ W
YDOXH WR \RX

7R NHHS WKLQJV VLPSOH OHWYfYV EUHDN WKH W\SHV R
ZLWK LWV RZQ FKDUDFWHULVWLFV

SRUW 6BR@W VFDQQLQJ LV WKH SURFHVV RI VHQGLQJ
WR D WDUJHW FRPSXWHU ZLWK WKH LQWHQW RI OHDU!
DVVRFLDWHG ZLWK ZHOO NQRZQ SRUW QXPEHUV RU W|
WKH FDUHIXO DSSOLFDWLRQ RI WKLV WHFKQLTXH \RX
WR WKH QHWZRUN DV D ZKROH W LV HYHQ SRVVLEOH
VXFK DV PDLO VHUYHUYV GRPDLQ FROQWUROOHUV DQG
WKH SULPDU\ WRRO ZH ZLOO XVH LQ SRUW VFDQQLQJ |
PDQ\ WR EH WKH GHILQLWLYH SRUW VFDQQHU




ORUH WKDQ OLNHO\ ZKHQ WKH WRSLF RI VFDQQLQJ LV
WKLQN RI :KLOH PDQ\ GLIIHUHQW VFDQQHUV RQ WKH
IDU DQG DZD\ WKH PRVW IUHTXHQWO\ XVHG

I1HWZRUN 6IHDWZRUN VFDQQLQJ LV GHVLIQHG WR ORFD!
WKH KRVWY WKDW DUH UXQQLQJ 7KLV W\SH RI VFDQ
DWWDFNHG ODWHU RU WKRVH WKDW PD\ EH VFDQQHG

6FDQV WKDW ILW LQWR WKLV FDWHJRU\ DUH WKRVH V)
RI ,3V DOG GHWHUPLQH LI DQ DGGUHVV KDV D SRZHUH
SHUIRUP WKLV W\SH Rl VFDQ LQFOXGH QPDS DQG $QJU

9XOQHUDELOLWYXORQOUDELOLW\ VFDQ LV XVHG WR LGF
YXOQHUDELOLWLHY RQ D WDUJHW V\VWHP 7KLV W\SH
PHDVXUH ZLWK WKH JRDO Rl FDWFKLQJ SUREOHPV LQ
WKRVH VDPH YXOQHUDELOLWLHY DQG DFW RQ WKHP $
KRVWV DFFHVV SRLQWV DQG RSHQ SRUWYV DQDO\]H V
JHQHUDWH UHSRUWYV

9XOQHUDELOLW\ VFDQV DUH SRSXODU ZLWK FRPSDQLH
RZQ TXLWH HDVLO\ WR DVVHVV WKHLU V\VWHPV 7ZR F
LQFOXGH 7THQDEOHYV 1HVVXVY DQG 5DSLG YV 1H[SRVH

VFDQQHUV VXFK DV %XUS 6XLWH 1LNWR DQG :HE,QVS

( )

/7 N\

A

%;: 7R FODULI\ VRPH SRWHQWLDO FRQIXVLRQ WH

HWKLFDO KDFNHU OHW PH H[SODLQ WKH GLIITHUHQFHH
SHQHWUDWLRQ WHVW $ YXOQHUDELOLW\ VFDQ LV G|+
QHWZRUN RU KRVW EXW QRW WR H[SORLW WKRVH ZH
QRW RQO\ ILQG ZHDNQHVVHYVY EXW DOVR WR H[SORLW

. J

:KDW W\SHV Rl LQIRUPDWLRQ FDQ \RX H[SHFW WR FRP
WHVW" 7ZKHUHYV QR VLPSOH DQVZHU WR WKDW TXHVWI
DVVXPSWLRQV RQ ZKDW PD\ EH XQFRYHUHG 'XULQJ WI
HQFRXQWHU LQIRUPDWLRQ VXFK DV WKH IROORZLQJ

e /ILYH KRVWV RQ D QHWZRUN

e  QIRUPDWLRQ RQ WKH RSHQ FORVHG SRUWV RQ D KR
e  QIRUPDWLRQ RQ WKH RSHUDWLQJ VIVWHP V DQG W
e BHUYLFHV RU SURFHVVHV UXQQLQJ RQ KRVWYV

e 7\SHV DQG VHULRXVQHVV RI YXOQHUDELOLWLHYV

e  QIRUPDWLRQ DERXW SDWFKHV SUHVHQW RQ D V\VW
e 3UHVHQFH RI ILUHZDOOV




e $GGUHVVHV RI URXWHUY DQG RWKHU GHYLFHYV

/IRRNLQJ DW WKLV OLVW LW LV HDV\ WR VHH ZK\ VFDQ
JDWKHULQJ SURFHVV DQ DWWDFNHU XVHV WR JDLQ LQ
DQG FUHDWLYLW\ LQ VRPH FDVHV ZLOO GHWHUPLQH
D VFDQ VR LI \RX KLW D URDGEORFN GXULQJ VFDQQLC
QH[W VWHS 5HPHPEHU WR UHIHU WR WKH LQIRUPDWLF
IRRWSULQWLQJ SKDVH IRU JXLGDQFH

([SHFW WKH LQIRUPDWLRQ WKDW LV JDWKHUHG GXULQ
WR DQDO\]H GHSHQGLQJ RQ KRZ JRRG \RX DUH DW UH
NQRZOHGJH ZLOO KHOS \RX QRW RQO\ WR EHWWHU WD
GHWHUPLQH KRZ WR GHFLSKHU FHUWDLQ SDUWV RI WK



&KHFNLQJ IRU /LYH 6\VWHPYV

7R EHJLQ OHWYV VWDUW ORRNLQJ IRU WDUJHWV WR L
PD\ KDYH JDWKHUHG LQIRUPDWLRQ GXULQJ WKH SUHY|
RI ,3V WKDW DQ RUJDQL]DWLRQ RZQV RU LV FRQQHFWI
KDV D KRVW EHKLQG LW ,Q RUGHU WR SURFHHG LQ DC
,3V DFWXDOO\ KDYH D 3SXOVH” DQG ZKLFK GR QRW

6R KRZ GR \RX FKHFN IRU OLYH VA\VWHPV LQ D WDUJHW
DUH SOHQW\ RI zD\V WR DFFRPSOLVK WKLV WDVN +RZ
DFFRPSOLVKLQJ WKLV WDVN DUH WKHVH

e :DUGLDOLQJ

e :DUGULYLQJ

e 3LQJLQJ

e 3RUW VFDQQLQJ

(DFK RI WKHVH WHFKQLTXHVY SURYLGHV LQIRUPDWLRQ
OHDVW WKH\ GRQTW RIIHU LW DV HDVLO\ 2QFH \RX XQ
PXFK EHWWHU LGHD RI KRZ WR GHSOR\ WKHVH PHWKR:

( A

e"" 'KHQ ORRNLQJ DW WKHVH PHWKRGVY NHHS LQ|I

P

DWWHQWLRQ WR WKH DUHDV LQ ZKLFK HDFK LV VWUIF
'HSOR\LQJ WKH ZURQJ PHWKRG FRXOG HDVLO\ ZDVW|-
RZQHU WR \RXU SUHVHQFH WKXV JLYLQJ WKHP WLPH

- J

'DUGLDOLQJ

7KH ILUVW W\SH RI VFDQ LV DQ ROG EXW XVHIXO RQH
LQ DQ DOPRVW XQFKDQJHG VWDWH VLQFH WKH PLG
LW KDV SURYHQ WR EH D XVHIXO LQIRUPDWLRQ JDWKH
H[WUHPHO\ VLPSOH FRPSDUHG WR WKH RWKHU IRUPV |
RI SKRQH QXPEHUV XVLQJ D VWDQGDUG PRGHP WR ORI
DWWDFKHG DQG DFFHSW FRQQHFWLRQV 2Q WKH VXUIL
GLJLWDO GLQRVDXU EXW GRQYW OHW WKDW IRRO \RX
WKDW PRGHPV DUH VWLOO XVHG IRU D QXPEHU RI UHD
WHFKQRORJ\ HDVH RI XVH DQG WKH DYDLODELOLW\ R
HYHU\ZKHUH ORGHPV DUH VWLOO VR FRPPRQO\ XVHG
SKRQH QXPEHUV LQ MXVW DERXW DQ\ WRZQ DQG ORFD
GLDO XS WR DWWDFK WR WKH RXWVLGH ZRUOG




-

e: ORGHPV DQG GLDO XS DUH VWLOO XVHG DV D

DV FDEOH GLJLWDO VXEVFULEHU OLQHV '6/ DQG 7
RWKHU FRQQHFWLYLW\ RSWLRQV IDLO WKH SKRQH
PDMRU DFFLGHQW RU RXWDJH &RPSDQLHV ILQG WK
WHFKQRORJ\ WR EH D QLFH VDIHW\ QHW WR KDYH L
SKRQH OLQHV DUH TXLWH RIWHQ XVHG IRU ID[ PDFKL
PDQ\ RIILFHV DQG HQYLURQPHQWYV

.

2Q0FH \RX ILQG D PRGHP DQG JHW D UHVSRQVH WKH T
LQIRUPDWLRQ 7R DQVZHU WKDW \RX QHHG WR NQRZ :
DWWDFKHG WR LQ WKH PRGHUQ ZRUOG 3ULYDWH EUDC
DWWDFKHG WKH QRQGLJLWDO RQHV ZKLFK FDQ SUR)Y
EHKDOI RI WKH DWWDFNLQJ SDUW\ 2WKHU GHYLFHV W
ILUHZDOOV URXWHUV DQG ID[ PDFKLQHV ,I DQ DWWD
DQ HQYLURQPHQW FDQ TXLFNO\ EHFRPH XQSURWHFWH

6RPHWKLQJ WR FRQVLGHU ZKHQ DQ DWWDFNHU JDLQYV
XVLQJ LW DV D SLYRW SRULIMWRP SURPLVHG VIVWHP WK
RWKHU V\VWHPV WKDW PD\ EH GHHSHU LQ WKH WDUJH
VXFK DV WKRVH PHOQWLRQHG KHUH LW LV SRVVLEOH W
GHYLFH RU VA\VWHP DQG VWDUW FRPPLWWLQJ IXUWKHL

( )

éf $ PRGHP VKRXOG DOzZD\V EH FRQVLGHUHG D Y|L

P

JLYHQ HQYLURQPHQW EHFDXVH WKH\ DUH TUHTXHQ W(
$OWKRXJIK *UDQGPD DQG *UDQGSD PD\ VWLOO XVH WI
PRUH ITUHTXHQWO\ XVHG DV PHWKRGV WR DFFHVV D (C
XQDYDLODEOH

- J

$ OXPEHU RI ZDUGLDOLQJ SURJUDPV KDYH EHHQ FUHD!
EHVW NQRZQ RQHV

7TRQH/RzZzDUGLDOLQJ SURJUDP WKDW ORRNV IRU GLDO
GLDOLQJ ZLWKLQ D UDQJH ,W FDQ DOVR ORRN IRU D F
XVHV DQ LQSXW ILOH WKDW FRQWDLQV WKH DUHD FRG

7+& 6&%1% '26 EDVHG SURJUDP WKDW FDQ XVH D PRGHP
VHDUFK RI D FDUULHU IUHTXHQF\ IURP D PRGHP RU ID]

1,.6819V 3KRQH6ZHHS RI WKH IHZ FRPPHUFLDO RSWLRQ
PDUNHW

:DUGLDOLQJ VWLOO ZRUNYV DV D YDOLG SHQHWUDWLRC




UHDVRQV EXW OHWTV IRFXV RQ RQH Rl WKH ELJJHU U
GHYLFHV JHW <RX PD\ VHH ZDUGLDOLQJ RU PRGHPV D
LPDJHV Rl VORZ VFUHHFKLQJ FRQQHFWLRQV DQG GLD
&RPSX6HUYH $OWKRXJK WKHVH DQFLHQW LPDJHV DUH
VHQVH Rl VHFXULW\ ,Q WRGD\fV FRUSRUDWH ZRUOG
RQO\ SUHVHQW EXW LQ PDQ\ FDVHVY FRPSOHWHO\ XQPF
WKH\ DUH RIl WKH UDGDU ,Q PDQ\ FDVHV PRGHPV HJ[L
XQWLO VRPHRQH LQ DFFRXQWLQJ DVNV ZK\ WKH FRPSI
ZKR D FHUWDLQ SKRQH QXPEHU LV DVVLJQHG WR

( )

P

é’f <RX ZLOO EH TXHVWLRQHG DERXW ZDUGLDOLQ

PHFKDQLVP IRU DWWDFNLQJ D QHWZRUN DQG PRUH W
FRPH

\ J

8VLQJ 3LQJ

$ PRUH IDPLOLDU WRRO WR SHUIRUP VFDQQLQJ LV SLC
GHWHUPLQH QHWZRUN FRQQHFWLYLW\ E\ GHWHUPLQLC
YHU\ VLPSOH XWLOLW\ LW LV SHUIHFW IRU SHUIRUPLC

3LQJ ZRUNV E\ XVLQJ DQ ,OQWHUQHW &RQWURO OHVVD]J
WKLY WHFKQLTXH LV DOVR FDOOHG ,&03 VFDQQLQJ 7K
VHQG DQ ,&03 HFKR UHTXHVW WR DQRWKHU V\VWHP L
,&03 HFKR UHSO\ 2QFH WKLV UHSO\ LV UHFHLYHG WKI
3LQJLQJ LV XVHIXO EHFDXVH LW FDQ WHOO \RX QRW R
VSHHG RI WKH SDFNHWV IURP RQH KRVW WR DQRWKHU

/R XVHSMWOKHRPPDQG LQ :LQGRZV HQWHU WKH IROORZL!

SLQXtarget IP>

RU

SLQJXtarget hostname>

,Q PRVW /LQX[ YHUVLRQV WKH FRPPDQG LV HVVHQWLI
SLQJ WKH UHPRWH FOLHQW XQWLO \RX XVH &WUO & W



( )

e‘: $OWKRXJK \RX FDQ SLQJ E\ HLWKHU ,3 DGGUHYV

WKH KDELW RI SLQJLQJ E\ ,3 DGGUHVYV ILUVW EHIRUI
\RX XVH WKH KRVWQDPH ILUVW DQG UHFHLYH QR UH
UDWKHU WKDQ DQ XQDYDLODEOH VA\VWHP 2Q WKH R
DOzD\V WHOO \RX ZKHWKHU WKH V\VWHP LV DYDLOD

$OVR LW LV ZRUWK PHQWLRQLQJ WKDW LI \RX SLQJ D
NQRZ WKDW V\VWHP LV DYDLODEOH LW PD\ EH GXH |V
GLVDEOHG ,I WKLV LV WKH FDVH RU SLQJ LV EHLQJ |l
QRW JHW D UHVSRQVH

\ J

7KHUH LV DQRWKHU ZD\ WR SLQJ D UHPRWH V\WVWHP W
SLQJ XVLQJ QPDS $W WKH :LQGRZV RU /LQX[ FRPPDQG

QPDS V3 t¥rget IP address>

m S n -

, I WKH FRPPDQG VXFFHVVIXOO\ ILQGV D OLYH KRVW L
DGGUHVV LV XS DQG SURYLGHYVY WKH PHGLD DFFHVV FR
YHQGRU LI LW LV DEOH WR GHWHUPLQH WKLV ODVW S

-

e"" , FDQIW VWUHVV WKLV HQRXJK IRU WKH &(+ H[

P

QPDS ,I \RX GRQYW \RX ZLOO KDYH VHULRXV WURX
WDNLQJ SURFHVV2QRW WR PHQWLRQ \RX ZLOO QHHG
QPDS DV D 6ZLVV DUP\ NQLIH ,W GRHV D ORW RI GLII
ZD\ , KLIJKO\ UHFRPPHQG WDNLQJ QPDS IRU D ORQJ |V
OHDUQLQJ ZKDW HDFK VZLWFK DQG RSWLRQ GRHV D
WR JR DERYH DQGKEHWEQ QD BMIHDG WKH UHIHUH
JRHV IDU EH\RQG WKH VFRSH RI PDWHULDO SUHVHAQ

&

8S RQH OHYHO IURP WKH ,&03 VFDQ LV WKH SLQJ VZHF
WHFKQLTXH WR VFDQ RU VZHHS D UDQJH RI ,3V ORRNL
KHOSIXO E\ DOORZLQJ \RX WR SHUIRUP D TXLFN VFDQ
IROORZLQJ FRPPDQG

QPDS V3 +=3( pd3%® numbers! starting IP/ending IP!
+HUHYV DQ H[DPSOH ZLWK SRUW QXPEHUV DQG ,3 DGC
QPDS V3 +3( 3% !

3LQJ VZHHSY DUH LQFUHGLEO\ HITHFWLYH LQ WKDW W
TXLFNO\ KRZHYHU WKHUH DUH VRPH SRWHQWLDO GUI


http://nmap.org

WKDW PDQ\ QHWZRUN DGPLQLVWUDWRUV EORFN SLQJ

RXWVLGH WKH QHWZRUN LV LPSRVVLEOH ZLWKRXW HIV
VIVWHP ,'6 RU LOWUXVLRQ SUHYHQWLRQ V\VWHP ,36
QHWZRUNV RU LQ HQWHUSULVH HQYLURQPHQWY DOQG

DQG RU VKXW \RXU VFDQ GRZQ )LQDOO\ GXH WR WKH
FDSDELOLW\ LQ WKH VFDQ WR GHWHFW V\WVWHPV WKDW
D IHZ PRPHQWY EHIRUH LQIRUPLQJ \RX WKDW LW FDQC

+SLQJ WKH +HDY\ $SUWLOOHU\

3LQJ LV QRW WKH RQO\ JDPH LQ WRZQ ,Q IDFW LW LV
DGYDQFHG WRRO VXFK DV KSLQJ FDQ EH XVHIXO ,Q D
7&3 ,3 SDFNHW FUDIWHU 7KLV PHDQV LW QRW RQO\ KLC
QHWZRUN EXW DOVR DOORZV IRU WKH FUHDWLRQ RI F;
WKH EHKDYLRU RI D UHPRWH KRVW KSLQJ LVQYW RQO
UDWKHU LW VXSSRUWV 7&3 8'3 ,&03 DQG 5%$: ,3 SURW
KDV WKH DELOLW\ WR WUDQVIHU ILOHV

'KLOH ZH ZLOO H[DPLQH KSLQJ DJDLQ LQ FRPLQJ FKDS
IHDWXUHV WKDW ZLOO SURYH XVHIXO DW WKLV SRLQW

J)LUVW OHWITV VHH KRZ ZH FDQ PDNH KSLQJ DFW OLNt
WKH XWLOLW\ WR WUDQVPLW DQ ,&403 UHTXHVW DQG U

KSLQJ GRPDLQ QDPH!

1H[W OHWYV FKHFN WR VHH LI WKHUH LV D ILUHZDOO
DWWHPSWLQJ WR JHW D SDFNHW ZLWK DQ $&. 10DJ VH!
VZLWFKHV XVIREG B®HRU YHUERMMHORZHG E\ D WDUJH WV
IRU WKH SRUW RQ WKH VRXUFH FRPSXWHU ZKHUH WKH

RQ WKH WDUJHW DQG SRUW RQ WKH DWWDFNHU

KSLQJ F 9 S Vv $ GRPDLQ QDPH!

, I WKLV FRPPDQG UHFHLYHV D UHSO\ WKHQ WKH V\VW
+RZHYHU LI QR UHVSRQVH LV UHWXUQHG WKHUH PD\
VFDQQHU DQG WKH WDUJHW

-

éf KSLQJ DQG LWV SUHGHFHVVRUV ZHUH GHVLJ

P

VI\VWHP EXW WKH\ DUH QRW UHVWULFWHG WR WKD
WKH :LQGRZV SODWIRUP ZLWK VRPH HIITRUW &RQVX
KRZ WR JHW WKLV WR KDSSHQ

N

2QFH \RX KDYH IRXQG D OLYH VA\VWHP \RX FDQ SHUIRL




&KHFNLQJ WKH 6WDWXV RI 3RUWYV

2QFH \RX KDYH ORFDWHG OLYH VA\VWHPV RQ D QHWZRL
KRVWVY WR GHWHUPLQH LI WKHUH DUH DQ\ RSHQ SRUW
DUH GRLQJ ZKHQ ZH J]RRP LQ RQ HDFK OLYH KRVW LV 3
ZKDW SRUWY DUH RSHQ DQG FORVHG $QG ZKLOH ZH P
ZH DUH QRW \HW DW WKH SRLQW ZKHUH ZH DUH 3WXUQ
VWLOO DKHDG

-

é"" <RX PXVW NQRZ KRZ SRUW VFDQV ZRUN DQG

P

DYDLODEOH DV ZHOO DV ZK\ \RX ZRXOG XVH RQH W\
WR WKH VFDQV PHQWLRQHG KHUH EHFDXVH WKH\ HDF
RYHUORRN $OVR UHPHPEHU WR VWXG\ VWXG\ VWX

(N

%HIRUH ZH VWDUW WR SHUIRUP VRPH SRUW VFDQV OF
IXQGDPHQWDOV %DFN LQ &KDSWHU \RX OHDUQHG DE
ZLWKLQ WKH 7&3 ,3 VXLWH RI SURWRFROV ,I \RX UHFD
DQG 8'3 LV FRQQHFWLRQOHVYV LQ QDWXUH .QRZLQJ KF
VLIQLILFDQFH RI HDFK ZLOO PDNH ILQH WXQLQJ DQG F
IRU \RX DQG GHILQLWHO\ PRUH SURGXFWLYH WR ERRW

6WDUWLQJ WKLQJV RIl LV WKH SURFHVV XVHG H[FOXVl1
KDQGVKDNH

7KH WKUHH ZD\ KDQGVKDNH LV SHUIRUPHG ZKHQ \RXTL
WR D VAIVWHP RU VSHFLILFDOO\ D SRUW RQ WKH V\VW
DQG UHOLDEOH FRQQHFWLRQ EHWZHHQ WZR V\VWHPV

LQLIXUH




Time Host A Host B

Send SYN seq=x In the Network

Receive SYN

Send SYN seq=y, ACK x+1

Receive SYN + ACK

Send ACK y+1

Receive ACK

JLIXUH 7KH WKUHH ZD\ KDQGVKDNH

/[HWJV WDNH D FORVHU ORRN DW WKH VWHSV WR VHH .
+RVW $ VHQGV D 6<1 SDFNHW WR +RVW % DV D UHTX
+RVW % UHVSRQGV ZLWK D 6<1 $&. DV DQ DFNQRZOF
+RVW $ UHVSRQGV ZLWK DQ $&. ZKLFK VHUYHV WR

.l WKHVH VWHSV FRPSOHWH ZLWKRXW HUURU WKHQ W
DQG LQIRUPDWLRQ IORZ FDQ RFFXU

I \RX ZHUH SD\LQJ FORNVNIK DMDQHQWKR Q WRSY OLVWHG
LQFOXVLRQ RI ZKDW VHHPHG OLNH DFURQ\PV LQ WKH
WZR RI WKH LQGLFDWRUYVY RQ D SDFNHW NQRZQ DV 10D
VHW WR RQ RU RIl LQ WKH KHDGHU RI D 7&3 SDFENHW
GHWHUPLQH KRZ WR SURFHVV WKDW VSHFLILF SDFNHW
SDFNHW WXUQHG RQ RU HYHU\ SDFENHW WXUQHG RII Z
PRVW FDVHV 7KLV EDVLF LQIRUPDWLRQ LV YLWDO WR
KDYH D GLUHFW LPSDFW RQ KRZ XVHIXO \RXU VFDQQL((
GRQAIHDEOHH[SODLQV 7&3 10DJV



/(DEOH 7&3 10DJV

)ODJ 8VH
6<1 ,QLWLDWHV D FRQQHFWLRQ EHWZHHQ WZR KRVWV
$&. $FNQRZOHGJHVY WKH UHFHLSW RI D SDFNHW RI LQI

85* , QGLFDWHV WKDW WKH GDWD FRQWDLQHG LQ WKH
LPPHGLDWHO\

36+ ,QVWUXFWV WKH VHQGLQJ V\VWHP WR VHQG DOO |

), 1 7THOOV WKH UHPRWH V\VWHP WKDW QR PRUH LQIRLU
JUDFHIXOO\ FORVHV D FRQQHFWLRQ

567 SHVHWYV D FRQQHFWLRQ

( )

T—

P

e"" 7KHVH IODJV ZLOO ILJXUH SURPLQHQWO\ LQ W

HIDP LQ VHYHUDO DUHDV VXFK DV VQLIILQJ DQG LQWV
PHPRUL]H HDFK RI WKHP

. J

7KLV LQIRUPDWLRQ FDQ EH KHOSIXO LQ PDQ\ DUHDV
FUDIWSIFNSHW AWDDWWLOLW\ GHVLIQHG WR FUHDWH D
VHW WR RQ RU RIlI <RX FDQ XVH LW WR FUHDWH FXVW
LQ RUGHU WR REVHUYH KRZ D WDUJHWHG V\VWHP UHV
UHVXOWY DUH UHWXUQHG

$PRQJ WKH VLPSOHVW XWLOLWLHV \RX FDQ XVH DUH K
DUH FRPPDQG OLQH RQO\ DQG RIITHU D WUHPHQGRXV D
WHVWLQJ 8VLQJ KSLQJ IRU H[DPSOH LW LV SRVVLEQG
SDFNHWV DQG VHQG WKHP WR D WDUJHW

e &UHDWH DQ $&. SDFNHW DQG VHQG LW WR SRUW R

KSLQJ =*$ WDUJHW ,3 DGGUHVV! S

e &UHDWH D 6<1 VFDQ DJDLQVW GLIITHUHQW SRUWYV RQ

KSLQJ *V WDUJHW ,3 DGGUHVV!I Y

e S8UHDWH D SDFNHW ZLWK ),1 85* DQG 36+ IODJV VHYV

KSLQJ ) £t3 8 WDUJHW ,3 DGGUHVV! S



/KH )DPLO\ 7UHH RI 6FDQV

LWK D JRRG DQG KRSHIXOO\ ILUP JUDVS RI IODJV DQG
PRYH IRUZDUG WR DQDO\][LQJ DQG DWWHPSWLQJ VRPH
\RX KDYH VHHQ WKH YDULRXV W\SHV RI IODJV DQG KR.
KSLQJ DQG KSLQJ OHWYV VHH KRZ WKLV LQIRUPDWLI

)XOO 2SHQ 6FDQ

7KH ILUVW W\SH Rl VFAXQ Q \R SO@XFEMYLY D IDQF\ ZD\ R
VIVWHPY LQYROYHG LQLWLDWHG DQG FRPSOHWHG WK
IXOO RSHQ VFDQ LV WKDW \RX KDYH SRVLWLYH IHHGEI
FRPSOHWH ,Q PDQ\ FDVHV QHZ SHQHWUDWLRQ WHVWF
WDUJHW HLWKHU RQ SXUSRVH RU DFFLGHQWDOO\ WKL
EHFDXVH LW FDQ EH GHWHFWHG DQG ORJJHG E\ ILUHZ

/KLY SURFHVY ZLOO FRPSOHWH WKH KDQGVKDNH IRU
SRUwWvV" :KHQ D FORVHG SRUW LV HQFRXQWHUHG WKH
WR D VSHFLILF SRUW RQ WKH UHPRWH KRVW ZKHQ WK
567 ZLOO EH VHQW EDFN WHUPLQDWLQJ WKH DWWHPS

,Q RUGHU WR SHUIRUP D IXO0 RSHQ VFDQ \RX PXVW FF
XVLQJI+WHKHLWFK ZKMUBGNRBWHY WKH VFD @ WD\ HVK\N K
W\SH LV 7&3 &RQQHFW

7KH FRPPDQG WR H[HFXWH WKLV VFDQ W\SH LV

QPDS *xvV7 LS DGGUHVV RU UDQJH!

KHQ WKLV FRPPDQG LV HIHFXWHG WKH KRVW ZLOO EI
PLQG WKDW ZKHQ \RX SHUIRUP WKLV W\SH RI VFDQ LV
MXVW ZDLWLQJ WR EH GLVFRYHUHG 8VH WKLV VFDQ V
DSSURSULDWH

BWHDOWK RU +DOI 2SHQ 6FDQ

,Q WKLV W\SH RI VFDQ WKH SURFHVV LV VLPLODU WR
LV OHVV QRLV\ WKDQ D IXO0 RSHQ VFDQ 7KXV WKLV '
VWHDOWK VFDQQLQJ RU E\ WKH RIW XVHG QDPH 6<1 VI

$ KDOlI RSHQ VFDQ ZRUNV E\ WKH VDPH SURFHVV DV W
HQG ZKHUH LW GLIIHUV LQ UHJDUG WR WKH ILQDO VW
IXOO RSHQ VFDQ FRPSOHWHY WKH WKUHH ZD\ KDQGVK
WR D 6<1 $&. WKH KDOI RSHQ GRHV QRW ,Q D KDOI RES
ZLWK DQ 567 PHVVDJH WR WKH 6<1 $&. PHVVDJH 7KLV
WKDW WKH UHTXHVWLQJ SDUW\ GRHV QRW ZDQW WR H
LV D ORW OHVV WR ORJ DQG VLQFH WKH ILQDO $&. SD



EHHQ FRQILUPHG EXW QR DFWLYH FRQQHFWLRQ KDV E

+RZHYHU LI D SRUW LV FORVHG UDWKHU WKDQ RSHQ
DWWDFNHU VHQGLQJ D 6<1 RQO\ WR KDYH WKH YLFWL

WKDW WKH SRUW LV FORVHG DG XQRM ONDXNIVOU DRRH\Q M/
WHFKQLTXH IRU RSHQ DQG FORVHG SRUWYV
Time Host A Host B

Send SYN seq=x In the Network

Receive SYN

Send SYN seq=y, ACK x+1

Receive SYN + ACK

v

J)LIXUH +DOI RSHQ VFDQ DJDLQVW FORVHG DQG RSHQ !

$V VWDWHG SUHYLRXVO\ WKH PDLQ DGYDQWDJH RI WE
OHVV OLNHO\ WR WULJJHU GHWHFWLRQ PHFKDQLVPV F
WKDW LW LV D OLWWOH OHVVY UHOLDEOH WKDQ D IX0OO
GXULQJ WKLV SURFHVV GXH WR WKH ODFN RI WKH ILQI

7R SHUIRUP WKLV W\SH RI VFDQ LQ QPDS XVH WKH V\Q

QPDS V6 LS DGGUHVYV RU UDQJH!

;PDV 7TUHH 6FDQ

7KLV QH[W VFDQ JHWV LWV QDPH IURP WKH SKUDVH 330
PHDQLQJ WKDW QXPHURXYV IODJV DUH VHW ,Q WKLV W
RWKHU ZRUGV D VLQJOH SDFNHW LV VHQW WR WKH FC
+DYLQJ DOO WKH IODJY VHW FUHDWHY DQ LOORJLFDO
VI\VWHP KDV WR GHWHUPLQH ZKDW WR GR ZKHQ WKLV
VLPSO\ PHDQV WKDW WKH SDFNHW LV LIJIQRUHG RU GUF
UHVSRQVH WHOOV \RX D SRUW LV RSHQ ZKHUHDV D VI
) LIXUHVKRZV WKLV SURFHVYV



—FIN. URG, PUSH + Port 613 —»

Host A 4~ﬂ*—-‘*'"'RST Host B
Source Destination
192.168.0.8 192.168.0.7

JLIXUH ;PDV WUHH VFDQ

/R SHUIRUP D ;PDV WUHH VFDQ ZLWK QPDS HQWHU WK

QPDS =V, ttarget IP address!

6R ZK\ GR VA\VWHPV QRW UHVSRQG WR ;PDV WUHH SDF"
LW LV FORVHG" 6LQFH WKH FRPELQDWLRQ RI IODJV LV
UHVSRQVH +RZHYHU LQ WKH FDVH RI D FORVHG SRUW
DWWHPSW DQG WKXV WKH FORVHG SRUW ZLOO UHVSR
DUHQYW DOORZHG

20H WKLQJ WR NHHS LQ PLQG ZLWK :PDV WUHH VFDQV
UHVSRQVH IURP DOO WDUJHWV 7KH UHVSRQVH FDQ YL
VIVWHP WR RSHUDWLQJ VI\VWHP 7KH FDXVH RI WKLV Y
VIVWHPV DQG GHYLFHV GR QRW DOZD\V VWULFWO\ DG

RU WKDW GHILQHVY WKH H[SHFWHG EHKDYLRU RI
WR DGMXVW WKHLU LQWHUSUHWDWLRQ D ELW KHUH D
FORVHO\ DQDO\]HG 7KH EHQHILW RI WKLV LV WKDW W
WDUJHW V\VWHP

,Q DGGLWLRQ DQ LQGLFDWRU WKDW WKLV W\SH RI VFI
FRQVXPHVY PRUH SURFHVVLQJ SRZHU RQ WKH SDUW RI
GRHV WKH LQFUHDVHG SURFHVVLQJ SRZHU LQGLFDWH
SDFENHWYV VKRXOG QRW H[LVW XQGHU QRUPDO FLUFXP)

( )

P

éf &EXUUHQW YHUVLRQV RI :LQGRZV W\SLFDOO\ ;L

UHVSRQG WR WKLV W\SH RI DWWDFN

- J

),1 6FDQ
,Q WKLV W\SH RI VFDQ WKH DWWDFNHU VHQGV SDFNH'




FRQFHSW EHKLQG WKLV W\SH RI VFDQ LV WKDW 6<1 VF
YLVLEOH DV 7&3 FRQQHFW VFDQV LQ RUGHU WR REWI
VHW FDQ EH XVHG 7KLV W\SH RI VFDQQLQJ WHFKQLTX
REYLRXV EXW DOVR EHFDXVH LW FDQ UHOLDEO\ SDVV
WKHQ ULJKW RQ WRZDUG WKH LQWHQGHG WDUJHW 6<:
KLIJKHU OHYHOV RI VFUXWLQ\ ZKHQ WKH\ HQFRXQWHU

/KH UHVXOW LV VRPHZKDW VLPLODU WR ZKDW KDSSHQ
UHVSRQVH GHSHQGY RQ ZKHWKHU WKH SRUW LV RSHQ
DQ ),1 LV VHQW WR DQ RSHQ SRUW WKHUH LV QR UHV.:
UHWXUQV )DQXIBHLOOXVWUDWHY WKLV SURFHVYV

FIN + Port P
Host A Host B
& RST

JLIXUH $Q ),1 VFDQ DJDLQVW D FORVHG SRUW DQG DQ

$Q ),1 VFDQ LQ QPDS FDQ EH SHUIRUPHG E\ LVVXLQJ W

QPDS *Vdarget IP address!

( )

é‘: +RSHIX0OO\ E\ QRZ \RX DUH VWDUWLQJ WR VHH

S

ZRUNV G6SHFLILFDOO\ ONWHEHWHRFXKLRQ/  MKWFK LV X\
WA\SH WKDW ZLOO EH XVHG 6R IDU WKH W7 DIQDW |\ SRHSH
ve ;PDV WYUHHDQG QRZ ), 1WFO®WH KRZ HDFK VFDQ W
D FDSLWDO OHWWHU WKDW UHIHUV WR WKH W\SH RI|’
PDNH \RXU UHFROOHFWLRQ RI LQIRUPDWLRQ HDVLHU

- J

18// 6FDQ

,Q WKLV W\SH RI VFDQ WKH DWWDFNHU VHQGYV IUDPH\
VRPHZKDW VLPLODU WR ZKDW KDSSHQV LQ DQ ),1 VFD(
ZKHWKHU WKH SRUW LV RSHQ RU FORVHG OXFK OLNH
VHW RQ D IUDPH WKDW LV VHQW WR DQ RSHQ SRUW W
WKH YLFWLP UHWXWXWYHDQRQOXVMWUDWHY WKLV SURFHVYV




FIN + Port ¥

Host A Host B
Open
FIN + Port >
Host A Host B
4 RST
Closed

JLIXUH $ 18// VFDQ DJDLQVW D FORVHG DQG DQ RSHQ .
,Q QPDS WR SHUIRUP D 18// VFDQ LVVXH WKH IROORZL

QPDS xVdarget IP address!

,Q SUDFWLFH ZKHQ WKLV VFDQ LV EHLQJ SHUIRUPHG |
7KLV HDVH RI GHWHFWLRQ LV SULPDULO\ GXH WR WKH
ZLWK QR IODJVY VHW WR H[LVW RQ WKH QHWZRUN 7&3
UHFHLYHU WR GHWHUPLQH ZKDW WR GR ZLWK WKH LQI
WR EHFRPH DZDUH ZKHQ WKLV W\SH RI VFDQ LV UXQQLl
WR QRWLI\ WKHP ZKHQ VXFK D SDFNHW LV HQFRXQWH!

,GOH 6FDQQLQJ

2Q0H W\SH Rl VFDQQLQJ WKDW LV XQLTXH DQG YHU\ SR
RI VFDQ LV HIIHFWLYH EHFDXVH RI LWV KLJK GHJUHH |
7KH ZD\ LW DFKLHYHV WKLV DELOLW\ WR NHHS VXFK D
VEFDQ

$Q LGOH VFDQ LV NQRZQ IRU LWV DELOLW\ WR KLGH W
VHQGLQJ WKH SDFNHWV IURP WKH DFWXDO DWWDFNLQ
SHUIRUPHG E\ ERXQFLQJ WKH VFDQ RIIl DQRWKHU KRVYV
RQ WRZDUG WKH WDUJHW I WKH YLFWLP RI WKH VFDC(
SURFHVV WKH\ ZLOO WUDFH WKH VFDQ EDFN QRW WR
LQVWHDG %HVLGHV EHLQJ HIWUDRUGLQDULO\ VWHDO\
WUXVW UHODWLRQVKLSY EHWZHHQ PDFKLQHYV

'KLOH LGOH VFDQQLQJ LV PXFK PRUH FRPSOH[ WKDQ C
VFDQOQOLQJ WHFKQLTXHV LW LV QRW LQFUHGLEO\ GLIIL

7KH VFDQ GHSHQGY RQ WKUHH EDVLF SRLQWYV



e 2QH ZzD\ WR GHWHUPLQH ZKHWKHU D 7&3 SRUW LV R
HVWDEOLVKPHQW SDFNHW WR WKH SRUW 7KH WDUJ
VHVVLRQ UHTXHVW DFNQRZOHGJPHQW SDFNHW LI V
SRUW LV FORVHG

e $ PDFKLQH WKDW UHFHLYHVY DQ XQVROLFLWHG 6<1 %
XQVROLFLWHG 567 ZLOO EH LJQRUHG

e (YHU\ ,3 SDFNHW RQ WKH ,QWHUQHW KDV D IUDJPHQ
PDQ\ RSHUDWLQJ V\VWHPV VLPSO\ LQFUHPHQW WKL\
SURELQJ IRU WKH ,3 ," FDQ WHOO DQ DWWDFNHU KR«
ODVW SUREH

W LV WKURXJK WKH DSSOLFDWLRQ DQG FRPELQDWLRC
FDQ VSRRI WKHLU LGHQWLW\ DQG FDVW EODPH RQ DOQF
JRPELH 7R DQ RXWVLGH REVHUYHU WKH JRPELH ZLOO

TKH %UHDNGRZQ

$Q LGOH VFDQ FRQVLVWY RI WKUHH VWHSV WKDW ZRX
SUREH WKH JRPELHYfV ,3 ," DQG UHFRUG LW

JRUJH D 6<1 SDFNHW IURP WKH J]RPELH DQG VHQG L\
"HSHQGLQJ RQ WKH SRUW VWDWH WKH WDUJHWTV U
, 3, WR EH LQFUHPHQWHG

SUREH WKH JRPELHTYTV ,3 ,' DJDLQ 7KH WDUJHW SRU\
WKLV QHZ ,3 ,'" ZLWK WKH RQH UHFRUGHG LQ VWHS

$IWHU WKLV SURFHVV WKH JRPELHYV ,3 ,' VKRXOG KD)
WZR $Q LQFUHDVH RI RQH LQGLFDWHY WKDW WKH |RP
LWV UHSO\ WR WKH DWWDFNHUYV SUREH 7KLV ODFN R
WKH WDUJHW PXVW KDYH VHQW WKH JRPELH HLWKHU
QRWKLQJ DW DOO $Q LQFUHDVH RI WZR LQGLFDWHV \
WZR SUREHV 7KLV H[WUD SDFNHW XVXDOO\ PHDQV WK
VHQW WKH JRPELH DQ 6<1 $&. SDFNHW LQ UHVSRQVH W
SDFNHW IURP WKH JRPELH ,QFUHDVHV ODUJHU WKDQ
PLJKW QRW KDYH SUHGLFWDEOH ,3 ," QXPEHUV RU LW
XQUHODWHG WR WKH LGOH VFDQ

(YHQ WKRXJK ZKDW KDSSHQV ZLWK D FORVHG SRUW LV
DILOWHUHG SRUW WKH DWWDFNHU PHDVXUHV WKH VI
LQFUHDVH RI RQH 7KHUHIRUH LW LV QRW SRVVLEOH |
FORVHG DQG ILOWHUHG SRUWV :KHQ QPDS UHFRUGYV L
FORVHG _ILOWHUHG



( A

e‘: ,GOH VFDQV DUH D IDQWDVWLF WRRO WR DGG|

WKHUH DUH SURV DQG FRQV ZLWK HYHU\ WRRO DQG |\
RI WKH SURV LV WKDW WKLV W\SH RI VFDQ LV HIIHFW
VRPH ILUHZDOOV $ GRZQVLGH LV WKDW WKH VFDQ Z
RSWLRQV ,Q WKH FDVH RI LGOH VFDQV \RX FDQ H[SH
VLIQLILFDQWO\

N J

$&. 6FDQQLQJ

8S WR WKLV SRLQW ZH KDYH PHQWLRQHG WKDW VRPH
ZKDW VKRXOG \RX GR LI \RX HQFRXQWHU D VLWXDWLR
EORFNLQJ LVVXH ILUVW

,Q PDQ\ FDVHV ZKHQ D VFDQ LV EORFNHG IURP UHDEFKIL
DQG D VSHFLILF W\SH DW WKDW ,I D ILUHZDOO LV SUH
KHUH LW LV JHQHUDOO\ LQGLFDWLYH RI D VWDWHIXO

BWDWHIXO ILUHZDOOV2DQG WKRVH WKDW SHUIRUP VW]
WUDFN WKH VWDWH Rl DOO QHWZRUN FRQQHFWLRQV W
WHOO WKH GLIIHUHQFH EHWZHHQ OHJLWLPDWH FRQQH
PDWFKLQJ D NQRZQ DFWLYH FRQQHFWLRQ ZLOO EH GU
DOORZHG WR SDVV

$&. VFDQQLQJ LV GHVLIJQHG WR WHVW IRU WKH SUHVH
IXQFWLRQ ,Q QRUPDO RSHUDWLRQ DQ $&. SDFNHW ZR.
FRQQHFWLRQ EHLQJ HVWDEOLVKHG RU LQ UHVSRQVH \
WKDW LI DQ $&. SDFNHW LV VHQW WR D WDUJHW DQG (
VFDQQHU DQG WKH WDUJHW WKHQ LW VKRXOGQIW EH

'KHQ WKLV VFDQ LV SHUIRUPHG DQG DQ $&. LV VHQW V
ZH ZDQW WR NQRZ KRSHIXOO\ :KHQ DQ $&. LV DEOH
567 SDFNHW ZLOO EH UHWXUQHG ZKHWKHU WKH SRUW
UHWXUQHG IRU ERWK RSHQ DQG FORVHG SRUWYV WKDW
VWDWXV RI SRUWV W LV DOVR SRVVLEOH WKDW LI D
QPDS ZLOO UHWXUQ D PHVVDJH VWDWLQJ WKH SRUW L
E\ WKH $&. PHVVDJH WKHQ QR UHVSRQVH ZLOO EH UH
UHDFK LWV LQWHQGHG WDUJHW ,Q WKH FDVH RI WKH
SRWHQWLDO UHVSRQVH PD\ FRPH LQ WKH IRUP RI DQ ,
RU RU LV ODEHOHG 3ILOWHUHG ~

'KHQ D 6FDQ ,V %ORFNHG

6R ZKDW GR \RX GR DV D SHQWHVWHU LI SDFNHW ILOW
XS HYLGHQFH RI \RXU DWWDFN" ODQ\ PHWKRGYV DUH DY



GHWHFWLRQ ZKHQ VFDQRQIIYJPHRWRHNDWY EFOHEUHDNLQJ D
PXOWLSOH SLHFHV ZLWK WKH JRDO Rl SUHYHQWLQJ GI
RULJLQDO XQIUDJPHQWHG SDFNHW LQWHQGVY WR GR 7
FXWWLQJ LW LQWR OLWWOH SLHFHV OLNH D MLJVDZ S
ORRNV OLNH \RX KDYH WR UHDVVHPEOH D EXQFK RI S

,Q QPDS LI \RX ZLVK WR IUDJPHQW D SDFNHWZLW®RXK- D¢
IROORZV

QPDS V6 £7 9% x| th¥get IP address!

-

P

éf SHPHPEHU IUDJPHQWLQJ EHFDXVH \RX ZLOO

VI\VWHPV ILUHZDOOV URXWHUV DQG RWKHU GHYLF
IUDJPHQWLQJ DQG RWKHU HYDVLRQ WHFKQLTXHV PDO(
SRLQW , DP MXVW PDNLQJ \RX DZDUH WKDW WKHUH

&

2ZWKHU WRROV WKDW FDQ SHUIRUP IUDJPHQWLQJ DUH
FRPPDQG OLQH RQO\ WRROV EXW WKH\ SHUIRUP WKH
WRROV

8'3 GFDQQLQJ

'KLOH 7&3 EDVHG VFDQV RIIHU WKHLU RZQ IHDWXUHV |
W\SHV Rl VFDQV WKDW \RX FDQ GR QDPHO\ 8'3 EDVHG
36\VWHP YXQGDPHQWDOV ~ 8'3 LV D FRQQHFWLRQOHVYV
FRQQHFWLRQ RULHQWHG :KHUHDV 7&3 LV GHVLJQHG V
ZD\ 1ODJV LQ D SDFNHW DUH VHQW 8'3 LV QRW LQ IDF
GLIIHUHQFH PHDQV WKDW D FKDQJH Rl VWUDWHJ\ DQG

7R DGMXVW \RXU VWUDWHJI\ WKLQN RI KRZ 8'3 ZRUNYV
GLITHUHQW UHVSRQVHYVY FDQ RFFXU EDVHG RQ QXPHUR
V\VWHP WKDW{YV WKH HQG RI WKLQJV RU VR ZH KDYH
LV VHQW QR UHVSRQVH LV UHWXUQHG LI WKH SRUW R
+RZHYHU LI WKH SRUW LV FORVHG D UHVSRQVH ZLOO
BQUHDFKDEOH7PHONWKRZYV WKH GLITHUHQW UHVSRQVH

[DEOH SHVXOWY RI 8'3 VFDQQLQJ DJDLQVW FORVHG DC(

3RUW VWDWXV 5HVXOW
2SHOQ 1R UHVSRQVH
&ORVHG ,&03 33RUW 8QUHDFKDEOH" PHVV

1RWH WKH GLITHUHQFHYVY LQ WKH UHVXOWY DV RSSRVH
JHW GLIITHUHQW UHVSRQVHV WKDQ \RX VHH KHUH EXW



VDPH ZzD\ WR SUREH UHTXHVWYV

( N

P

é’f 8'3 GRHV QRW HPSOR\ D PHFKDQLVP OLNH 7&3

SHPHPEHU WKDW 7&3 LV FRQQHFWLRQ RULHQWHG ZK
UHVSRQVH IRU D FORVHG SRUW VKRXOG QRW EH FR(
DFWXDOO\ JHQHUDWHG E\ ,&03

. J




26 JLQJHUSULQWLQJ

6R QRZ WKDW \RX KDYH GRQH VRPH VFDQV DQG QRWH(
DUH GRFXPHQWLQJ WKLV VWXIlI ULJKW" ZH FDQ PRYF
LGHQWLI\ VIVWHPV D ELW EHWWHU %HKLQG WKRVH R¢
DQG ZH QRZ ZDQW WR FRQILUP WKH QDWXUH RI WKH R
ILQJHUSULQWLQJ

/KLY SURFHVV LV FDOOHG ILQJHUSULQWLQJ IRU D YHU
RSHUDWLQJ VA\VWHP E\ WKH XQLTXH 3ILQJHUSULQWYV”™ V
OLNH WKRVH RQ KXPDQV FDQ EH FRPSDUHG WR D GDW
ZLWK YDU\LQJ GHJUHHV RI DFFXUDF\ ZKDW RSHUDWLQ.
WKHUHTV HQRXJK LQIRUPDWLRQ WR FOHDUO\ VKRZ ZK
NQRZ KRZ WR ORRN IRU WKHVH XQLTXH GHWDLOV DQG

)LUVW NQRZ WKDW WKHUH DUH WZR W\SHV RDEGHHU S
FRPSDUHV WKH WZR

/DEOH $FWLYH YV SDVVLYH ILQJHUSULQWLQJ

$FWLYH 3DVVLYH
+RZ LW 8VHV VSHFLDOO\ FUDIWHG SDFNHWYV 8VHYV
ZRUNYV SDFNHWV FRPLQJ IURP L

$QDO\WLBHVSRQVHY DUH FRPSHDHMMHSRYRHY DUH DQDO\]
GDWDEDVH RI NQRZQ GHWIRQWHKRI WKH 26

&KDQFH RLJK EHFDXVH LW LQWRIR ®HFDWWUDRQLFILQJ |
GHWHFWBRWR WKH QHWZRUN LQWURGXFH WUDIILF RQ

/R PDNH WKLY HDVLHU MXVW NQRZ WKDW DOO ILQJHU
WKH VXEWOH GLITHUHQFHYVY LQ SDFNHWYV JHQHUDWHG E

&RPPRQ WHFKQLTXHV DUH EDVHG RQ DQDO\LQJ WKH |
e ,3 77/ YDOXHV

e .3,  YDOXHV

e 7&3 :LQGRZ VL]H

e 7&3 RSWLRQV JHQHUDOO\ LQ 7&3 6<1 DQG 6<1 $&. S
e '+&3 UHTXHVWYV

e ,&03 UHTXHVWYV

e +773 SDFNHWV JHQHUDOO\ WKH 8VHU $JHQW ILHOG
e 5XQQLQJ VHUYLFHYV

e 2SHQ SRUW SDWWHUQV



$FWLYH )LQIJHUSULQWLQJ ZLWK 1PDS

2Q0H Rl WKH HDVLHVW ZD\V WR GHWHFW D UHPRWH 26 |
IHDWXUHV DQG 26 GHWHFWLRQ KDSSHQV WR EH D XVF
SURFHVV 7R SHUIRUP WKLV ILQJHUSULQWLQJ QPDS IL
WDUJHW V\VWHP DQG WKHQ ORRNV IRU UHVSRQVHV WH
GHSWK WR ORRN IRU FOXHV DV WR WKH QDWXUH RI Wt
FRPSOHWHG QPDS FRPSDUHV WKH ILQGLQJV WR WKH (
ORRN IRU PDWFKHV 2QFH D PDWFK LV IRXQG LW SUH\
ZLOO FRQWDLQ DV PXFK LQIRUPDWLRQ DV FDQ EH H[W
XSWLPH DQG LQIRUPDWLRQ DERXW ZKHWKHU WKH V\V\

/R SHUIRUP 26 GHWHFWLRQ ZLWK QPDS SHUIRUP WKH

QPDS 2 LS DGGUHVV!

7KLV FRPPDQG \LHOGYVY UHVXOWYV VXFK DV WKH IROORZ
KDV EHHQ SHUIRUPHG DJDLQVW D KDUGZDUH GHYLFH

'HYLFH W\SH :$3_JHQHUDO SXUSRVH_URXWHU_SULQWHU_ EURDGED

5XQQLQJ -867 *8(66,1* /LQNV\V /LQX] : ILQX] :
OLNUR7LN 5RXWHU26 IH[PDUN HPEHGGHG (QWHUDV\V F
" JLQN /LQX] : IHWJHDU /LQX] :
$JIJUHVVLYH 26 JXHVVHV 2SHQ:UW :KLWH 5XVVLDQ JLQX]

JLQX] 2SHQ:UW .DPLND]H ILQX]

JLQX] OLNHO\ HPEHGGHG JILQX]

HPEHGGHG JLQX] OLNUR7LN 5RXWHU26 EHW
OLNUR7LN 5RXWHU?26 JLQX] ILQX]

1RWH KRZ QPDS QRW RQO\ JXHVVHV WKH 26 LW HYHQ
RUGHU RI FRQILGHQFH $OVR QRWH WKDW WKH UHVXO'

3DVVLYH )LQJHUSULQWLQJ DQ 26

,Q RUGHU WR SHUIRUP D SDVVLYH DQDO\VLV RI DQ 26
PHDQV FORVHU DQDO\VLYVY RI WKH VXEWOH YDULDWLRQ
PDQ\ PHWKRGV LV WKH LQVSHFWLRQ RI WKH LQLWLDO
SDFNHW $QRWKHU LWHP WKDW FDQ EH DQDO\JHG LQ W
XVHG LQ 7&3 SDFNHWV GXULQJ WKH 6<1 DQG 6<1 $&. V!

/DEOHVKRZV VRPH W\SLFDO LQLWLDO 77/ YDOXHV DQG
V\VWHPYV



/[DEOH ,QLWLDO YDOXHV IRU FRPPRQ 26 YHUVLRQV

2SHUDWLQJ 6\VWHP ,3 ,QLWLDO 77/ 7&3 :LQGRZ |
ILQX]

*RRJOH FXVWRPL]JHG /LQX]

JUHH %6

'LQGRZV :3

'LQGRZV 9LVWD DQG B6HUYHU

&LVFR 5RXWHU L26

2QH /LQX[] EDVHG WRRO WKDW LV YHU\ HITHFWLYH DW !
7KLV WRRO LV XVHG WR SDVVLYHO\ DQDO\]JH QHWZRUN
UHJDUGLQJ WKH RSHUDWLQJ V\VWHPV WKDW DUH SDV\
GLUHFWO\ WDUJHW D KRVW DQG RQO\ REVHUYHV WUDI

YHFDXVH 7&3 WUDIILF FDQ EH LGHQWLILHG E\ GLIIHUH
SURSHUWLHY ZKHQ SDFNHWYV DUH LQWHUFHSWHG E\ S
NQRZQ DWWULEXWHYV ZKLFK ZLOO GHWHUPLQH ZKDW I

N

-

é‘: %H DZDUH WKDW SDVVLYH 26 ILQJHUSULQWLQU

DQVZHU WKDQ DFWLYH ILQJHUSULQWLQJ GRHV LQ VR
OLVWHQLQJ WR JHW WKH LQIRUPDWLRQ UDWKHU WK
DOVR FDQ EH OHVV UHOLDEOH LQ PDQ\ FDVHV WKDQ

J

&

,Q RUGHU WR XVH S 1 \RX ZLOO QHHG DFFHVV WR WKH
PDQ\ YHUVLRQV RI /LQX[ DYDLODEOH WKH GHPRV LQ V
/ILQX[ YHUVLRQ $Q\ /LQX[ XWLOLW\ LQ WKLV ERRN F
YHUVLRQV KRZHYHU




-

-

N

S8VLQJ S |
,Q WKLV H[HUFLVH \RX ZLOO XVH S| WR LGHQWLI\ UH
,Q .DOL RSHQ D WHUPLQDO ZLQGRZ
$W WKH FRPPDQG SIERPSIMIGQIVHY YV (QWH U

'KHQ \RX VHH D OLVW RI UHVXOWVY QRWH WKH QO
OLVWHQ RQ L H HWK RU ZODQ WKH DFWLYH QH
,3 DVVLIJQHG WR WKHP

$W WKH FRPPDQG OLQH VWDUW XS S 1 DQG KDYH L
IROORZLQJ FRPPDQG

6XGR S | tL LQWHUIDFH QDPH!
DQG SUHVV (QWHU
JRU H[DPSOH LI \RX ZDQW WR OLVWHQ RQ HWK  H(

6XGR S | £L HWK

DQG SUHVV (QWHU

<RX PD\ EH SURPSWHG WR HQWHU WKH SDVVZRUG
SDVVZRUG ZKHQ SURPSWHG

1RZ WKDW S| LV OLVWHQLQJ OHDYH WKH FRPPDOQ®
EURZVHU

,Q \RXU EURZVHU HQWHU WKH DGGUHVV RI D ZHEY
SUHVV (QWHU

6ZLWFK RYHU WR WKH S | FRPPDQG ZLQGRZ DQG \F
, I \RX VFUROO XS DQG GRZQ WKH OLVW \RX ZLOO |\
WUDIILF DUH EHLQJ LGHQWLILHG DV GHVFULEHG

J

1
E
U

RZ WKDW \RX KDYH VHHQ KRZ S | ZRUNV LQ SUDFWLFt
URZVHU $OVR WU\ XVLQJ RWKHU WRROV RU VLPSO\ F
HVRXUFH <RX ZLOO VHH WKH VDPH W\SH RI DFWLYLW

~

.

~

A

%;: 7KH WRRO LQ WKH H[HUFLVH NQRZQ DV S 1| LV

FDOOHG D VQLIIHU :KLOH WKLV LV D IRUP RI QHWZRI
FRYHU PRUH DGYDQFHG DQG FDSDEOH VQLIIHUV LQ &
D WRRO NQRZQ DV :LUHVKDUN




%DQQHU *UDEELQJ

'LWK RSHUDWLQJ V\VWHP LQIRUPDWLRQ LQ KDQG DV Z
VWDJH VHW WR GLJ D OLWWOH GHHSHU ERDWHAH JUDE B
%DQQHU JUDEELQJ LV GHVLJQHG WR GHWHUPLQH LQIR
VIVWHP DQG LV H[WUHPHO\ XVHIXO WR HWKLFDO KDFN
7\SLFDOO\ WKH WHFKQLTXH LV XQGHUWDNHQ XVLQJ 7
WKH WDUJHW WKDW UHYHDOV WKH QDWXUH RI WKH VH

$EDQQIHW ZKDW D VHUYLFH UHWXUQV WR WKH UHTXHVV
WKH VHUYLFH LWVHOI ,QIRUPDWLRQ WKDW WKH EDQQ
+773 LW FDQ LQFOXGH WKH W\SH RI VHUYHU VRIWZDUH
ODVW DQG VLPLODU LQIRUPDWLRAQ

,Q PDQ\ FDVHV 7HOQHW LV WKH FOLHQW RI FKRLFH LQ
DUH RWKHU WRROV D IHZ Rl ZKLFK ZHJ0O GLVFXVV L(
LW LV WKH PRVW FRPPRQ DQG WKH VLPSOHVW ORVW F
HVWDEOLVK 7HOQHW VHVVLRQV VR WKDW LV RQH RI V
SHUIRUPHG :KHWKHU 7HOQHW RU DQRWKHU SURJUDP
FRQQHFWLQJ WR D KRVW DQG WKHQ VHQGLQJ D UHTXH
SDUWLFXODU VHUYLFH VXFK DV SRUW IRU +773

N

%:’ /HOQHW LV LQFOXGHG ZLWK DOO YHUVLRQV |I
4 TE

PXVW EH HQDEOHG WKURXJK WKH &RQWURO 3DQHO E
SXOOHG IURP :LQGRZV?IRU UHDVRQV SUHVXPDEO\ NQ
EHHQ PDGH FRPSOHWHO\ XQDYDLODEOH

. J

6R KRZ GR \RX XVH 7THOQHW WR JUDE D EDQQHU IURP I
RSHQ D 7THOQHW FRQQHFWLRQ WR D UHPRWH FOLHQW

WHOQHW LS DGGUHVV! SRUW! +($' +773

7R UHWULHYH WKH GRFXPHQW DA724HXO/QVBBAVRKHRXHDGE
URRW GRFXPHQW778VH RU$' +773

+773 2.
'DWH )HE -DQ *07
6HUYHU $SDFKH 7XUER

&RQQHFWLRQ FORVH
&RQWHQW 7\SH WH[W KWPO

7KLV SURFHVYVY LV VWDUWHG E\ XVLQJ 7THOQHW ZLWK W

WHOQHMrget IP address or hostname! KHDG KWWS

+HUHYV DQ H[DPSOH

WHOQHW ZZ2Z VRPHH[DPSOHVLWH FRP KHDG KWWS
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JLIXUH 5HVXOWY RI D EDQQHU JUDE

, \RX ORRN BORVHHO\RDWZLOO QRWLFH WK&OHW YWHRD @ IDQ
LQIRUPDWLRQ RQ WKH W\SH RI VHUYHU LWVHOI <RX¢{C
\RXU DWWDFN

7HOQHW LV QRW WKH RQO\ ZD\ WR JDWKHU WKLV LQIR
VWUDLJKWIRUZDUG PHWKRG DYDLODEOH +HUH DUH VR
PRPHQW WR H[DPLQH

I1HWFUDKWY LV DQ RQOLQH WRRO GHVLIQHG WR JDWKH
VHUYHUV <RX VDZ WKLV WRRO EDFN LQ WKH IRRWSUL

' SUREWAKLY LV D /JLQX[ XWLOLW\ WKDW FDQ UHWULHYH
WR WKH FROOHFWRU

S I 7KLV XWLOLW\ LV DYDLODEOH RQ WKH /LQX[ SODWI
IRUWK IURP FOLHQW WR VHUYHU W SURYLGHYV UHDO \
RQVFUHHQ RU VDYHG WR D ILOH IRU ODWHU DQDO\VLV

ODOWHORLY VRIWZDUH LV DYDLODEOH RQ ERWK /LQX[ C
WR QRW RQO\ JDWKHU LQIRUPDWLRQ EXW DOVR WR YL
7KLV VRIWZDUH KDV WKH DELOLW\ WR YLHZ ZHE VHUY'}
D ZHEVLWH UHOLHV RQ WR UXQ




ERXQWHUPHDVXUHYV

6R KRZ FDQ \RX FRXQWHU WKH JUDEELQJ RI EDQQHUYV
RSWLRQVY DYDLODEOH WKDW \RX FDQ GHSOR\

)LUVW GLVDEOH RU FKDQJH WKH EDQQHU WKDW WKH \
DW YDULRXV VHUYLFHV LW LV ZRUWK QRWLQJ WKDW F
HIDPSOH LQ WKH FDVH RI QWHUQHW ,QIRUPDWLRQ 6F
WKH FRQWHQWYV RI WKH EDQQHU VR WKH V\VWHP GRH\
EDQQHU JUDEV 8WLOLWLHV VXFK DV ,,6 /RENGRZQ ©6H
YDOXDEOH LQIRUPDWLRQ

~

%:’ 6HUYHUV VXFK DV ,,6 DQG $SDFKH KDYH XQLT
4 TE

LQIRUPDW